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Design and Implementation of a Simulator
for Intrusion Detection Dataset Generation
in Water Treatment OT/ICS

Ann Seok Hyun | Department of Al-Based Convergence, Dankook University
Cho Seong-je | Department of Software Science, Dankook University

This paper presents the design and implementation of a cyber-physical ex-
perimental simulator for generating high-fidelity intrusion detection datasets
in water treatment OT/ICS environments. Collecting attack data from re-
al-world industrial facilities is severely restricted by process stability, cost
constraints, and the risk of operational disruption. To address this, we pro-
pose a controlled experimental framework that facilitates the repetitive gen-
eration of normal operations and diverse attack scenarios. The proposed
simulator integrates a water treatment process model, PLC/HMI control log-
ic, an attacker node, and Modbus/TCP communication protocols to simulta-
neously capture network traffic, process state logs, and corresponding attack
labels. Based on the MITRE ATT&CK for ICS framework, we implemented
various attack scenarios, including parameter modification, unauthorized
commands, brute force I/O, point and tag identification, denial-of-service
(DoS), and adversary-in-the-middle (MitM) attacks. Experimental results
demonstrate that attack characteristics differ significantly across network and
process layers. Crucially, our findings indicate that several attack types are
difficult to detect via packet-level analysis alone, underscoring the necessity
of integrated analysis between network traffic and process state variables for

robust threat detection.

Industrial Control System, Operational Technology, Intrusion Detection, Water
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