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The Evolution of U.S.-Japan Cybersecurity
Cooperation and Policy Tasks for Korea

Yeon, Wonho | Hyundai Motor Group

This paper (1) traces the evolution of U.S-Japan cybersecurity cooperation
since the launch of the bilateral Cyber Dialogue in 2013, (2) analyzes the five
trends driving the quasi-institutionalization that has accelerated since 2023,
and (3) derives both the adjustment pressures these trends impose on Kore-
an cybersecurity policy and the resulting policy implications. The analysis
finds that U.S-Japan cyber cooperation has expanded cumulatively in scope
and depth through three stages: policy consultation (2013-2018), capabili-
ty-building (2019-2022), and quasi-institutionalization (2023-2026). The post-
2023 transformation is particularly notable in that five trends are unfolding
simultaneously—() Japan’s legislation on Active Cyber Defense (ACD), (i) the
advancement of intelligence and threat information sharing, (iii) U.S-Japan
cooperation on Defensive Cyber Operations (DCO), (iv) public-private collab-
oration and critical infrastructure security, and (v) multilateral networking
linking the U.S-Japan-Philippines and Korea-U.S.-Japan channels—together
transforming bilateral cooperation into a hub of the Indo-Pacific cyber net-
work. The paper identifies the adjustment pressures these trends place on
Korea, illustrates them through three case studies—DPRK cyber threats, Chi-
na-linked APT activity, and submarine cable security—and synthesizes short-,
medium-, and long-term policy tasks. In conclusion, rather than simply
transplanting the Japanese model, Korea should gradually establish a “Kore-
an-style integrated cybersecurity model” tailored to its threat environment,

legal tradition, and industrial structure.

U.S.-Japan cyber cooperation, Active Cyber Defense, Korea-U.S.-Japan coop-

eration, cybersecurity policy,
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