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2) Microsoft, “Defending Ukraine: Early Lessons from the Cyber War(2022.06.22.)" (https://blogs.micr
osoft.com/on-the-issues/2022/06/22/defending-ukraine-early-lessons-from-the-cyber-war/)

3) Julia Voo, Irfan Hemani, Daniel Cassidy, “National Cyber Power Index 2022" Havard Kennedy Sch
ool Belfer Center. (2022. 9) (https://www.belfercenter.org/sites/default/files/files/publication/CyberP
roject_National%20Cyber%20Power%20Index%202022_v3_220922.pdf)
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2022 2& 249 ™3, FEI|, =20MLES ST 2A|Ote] A ZIO|Lt0] TS £
T A (CneuvanbHas BoeHHas onepauusa Ha Ykpawne)O| MEME|7| StF MOl 28 23
, BlA|Ot= Hmtujd AT EQI0Ql '‘BEA S 0| E(Foxblade)E S8l S 2H0[LE Tl 1974
£ 2 Fa JUAEE 3450 E8 A FaI|UAIE HO[E AHME ATt AMHO| E
SCH 2A[OtS| RAZIO|L} & AOIHESH2 T FQl 2020 0F H SIS M 250%
7}SHA O M, NATO =70 CHst 322 300% O|4 F7tst Aoz EMEQICts (A3 1]
2™ 2021-2022'4 7t 2{A|OF= gov.ualt mil.govua =M QIO CHsH 15070 O] &2l 7|
2ol CHPE AO|H S HE s=-lst A0 LIEMHCE 2{A|0Fe] FAMEEY |2 FESH, UEY
3 mhyf, A[oto] RET HEZEE FHEES Q5] AOIHSZtE HIHeE &85t e
HAIOF FR7|21 A0 HEO| X|YES e XFAOF SHXE, OH=2F2F |7 2
AO|HE 42 R3A20[LIQE NATOS| 7|2, TAAIY, Fa J|HA[d & AYE BX2 Of

(@]

Mdom N&HoR ¥ HOR o|SHCEY

2 o ™ od po 4>

(O3 1] ZAOte] 23 2t0|Lt ALO|H{ZZ DNS

.mil.gov.ua
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other 13.8%
TOP 10 TARGETS — UKRAINIAN GOVERNMENT AND MILITARY
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National Agency for Civil Service IS

State Agency of Water Resources N

State Border Guard Service I

Security Service ]
Ukrainian Railways L
gmai.com Dnipro City Council |
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XZEX: Google(2023)

4) Google, "Fog of war: how the Ukraine conflict transformed the cyber threat landscape” Google
Threat Analysis Group(2023. 2. 16)

5) Daryna Antoniuk, War brought big spikes in cyberattacks on Ukraine, NATO allies, Google says, (20
23.2.16.) (https://therecord.media/ukraine-cyberattacks-russia-google-tag-mandiant)


https://therecord.media/ukraine-cyberattacks-russia-google-tag-mandiant
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A0} AtO[Hf AIO| &2 0O|=0f 7 o] EEO o, LIE0|ILLE K elst
o8 HYORZ 3t 54 |
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AOIHS A S ™St QUL A0t AOIHSZH2 H MAE HH2E 3tH, AO|HSZ
O 63%= NATO 2[@=1} #HE0 AZO| LIEHHLCE IAZO0|LE X|X|St= 77t A0
L Az2to[Lt HOolE flsh ZTEO| w2t AO|H ZHE A= GRU, FSB, SVRE L =
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6) Microsoft, “An overview of Russia's cyberattack activity in Ukraine” Special Report: Ukraine(2022.
4. 27) (https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE4Vwwd)
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AolH [0 Ciot NATO2| SHE= A NATO2| HESA N 2= B3, A 2=

o 2|58 Zot X, ANATO 2= 78 XY e A ssdSEHH d35)2 ?let 2
HE MSOICE AOIHS A0 et SO0 AE dstel g2 2002 Zatsto|A Eal g

SFUM Aet= X=AS0 Qs Xz QAFYERA2D, 0|F AO|HE NATO F&=/E 2

HolM Fa ™™ol &ALt

20084, 2{A|OFQt ZX[OF 7o ZE2 NATOO| ALO|H{ZZ0| X{ef4l ™ol Fa +
d 247t € 715980| UASS AAMSHA HFAL2D, NATO= 2008E Z[Z22| <NATO AtO
H 2o FH>2 MEHSRACE 2011H, NATO &2 WEH Jatsts 2y 2 7=
40| S TH S| AtojH Hojof et ZFE o Cist B[S KMAlSH AtOo[H oo
ol &= B NATO FHM2 SQIStR}SM, 2012 ALO|H{QHE = NATOS| =A< of =3t
RACL 2014H NATO HY2AHOM 2d=E ME2 Ato|H 2ol FHMo| Cish XIXE =
YotAUT, O FMoM 2| A0 Tt AHO|HEZH2 NATOL 2
North Atlantic Treaty, 1949)> H|5x7} @#sE =+ Us Lol LRz AYEJUCL =
ot 2A=E2 £ 7|E IHEO| Ao to] HEEE QIFSHRACH

-1 0 A
2016 NATO= NATOS| 2|0 &5t 2 TS A=OISt D AFO|HZZHE NATOS

2 B
OF
>

AMPYoZ QIHSIUCE <NATO M2FX 7§H(2022)>2 =719 7Hdtd, 45 AZY, C|X|
g2otd S 48510 Cixpzt Bt MEE f&ste /™ol 3716t UASS A MU
NATOZ AOIH 3 FSZHOIM X|Eot d-0| T Fo|H, M= mtu& 7[=0| =24
Yo sy Yoz BYSIUSO it QIAS LIEHL D NATOS| 30 HMYFE @YX
XY, @97 oY R e, oAEHEHZS %‘AI SICES 2023 NATO 3= <AO|H
HRMAR016)>2 Zostn Fa J|HAIL L E AN INEZE

AfO|H 9 ZetE AT g5 XEsA

NATOE X[HIt YOEfME Z=iotd HAMHQ Ho| &4 Jtsds KtEe A0/H,
SHap M2l SHO| CHet HOEIM Zst= AOIH Bl 2F s Sof 22E AY¥S YA
OICE EEDH NATOE AMM| CIXE Hehs HTSHH FESIAIDO Mok NATOS| X2 A A|
£ #E A0IH, 2utH X S SO E i *F, AOIH SHS 4otd A0[1 7t8st =
= sHE Sl flgel o, =X, 30| 71sst=s F, AMO|H JFS dSAZE AY
= MQiTttt. NATO 2[=2 NATOS| &0 YFE M=Rstn HEY WSS 12t A
= ZEolo] gAl (el MOH fI¥E H=Hoz oA, o 8 37| floh 2=
dEgs ST AYS Mfsten], Eot o 0 U XHHO|L FX|H, 2uy,
TAY =S ZEots A NATOS| 7t #Hs Z2E8Y AYsS AT ot ULt Y
==2 Eot SHStE oMl Aol ZS0f| Ciol NATO =9 Ms5=7F & 7tset 79

8 2022 NATO Strategic Concept (https://www.nato.int/cps/en/natohg/topics_210907.htm#:~:text=Th
€%202022%20Strategic%20Concept%20describes,and%20management%3B%20and%20cooperativ
€%20security, 2022. 6).



(L]
B AL ot 2] [}

St ALO|H{OF K Y| The Korean Association of Cybersecurity Studies
S KACS

070.8019.3590 | kacs@kacs.ne.kr olaE2Y

SALER 7tF FE £ UZE QAT H QULCH AMST|= #E, NATO= DIANA(Defence

Zeho] Alg

Jay
ux
ic]]
z
>
_|
@)
>
2
N
=
3
mjo

Innovation Accelerator for the North Atlantic
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72S A U 20| S| Yol LSt Qs WO YK ULt
2. NATOS| CH2{A|O} AtO|H CHEo0f 2t Ol

7|Z NATOE 2{A[otete| A0 Cioto] HEEME Sof 2Alotete] &8 oS U
EFLHZLE(1991),9 2fAlotete] MEA MELHQ0100s H#Eo7|= StRI2Lf, 2Ao0e] 23
2to[Lt HE O|=0= 2{AIOFE NATO2| 7t st HEHQ g2z AMSHA &R

Ct. 2{A[OtO] CHSE NATOS| {EQIAI2 «<NATO HEFM JHEH(2022)>0 A HDX HES| Lt

EtLt=0l, TEOIA 2AOF 2| RI=2| QtEet RE-TIMY X[Ho| Eef, oo 7ty S
St AFHO HO|H ZAIOt7F AtolH Bl BIO[EE|E +Ehs Sof IMEAME &st
Ags FAleHCh

NATO =|2=0f CHgh 2{A[Ote] AtO|H ?lgl2 =&stn THfHo|H ZYHo|H St
(Ct2 FI7HEICH10 2{A[0F2] NATO CHa AO|H{E A0 2tet DM 2, 2{A[OF7} At
St NATOO| oftot &S 7t Q7tet i NATOZF Ofof 33t T
ASY AU 7IE Y HEO st EMSO0| FEELCE F, NATO
MOIHSAO| F8 SO YAUS SFAIZIA & AAX|of S A
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gasitt. 4 'Rollet A2 NLH FoZ ZAI0tS] ALO|H ETHO| NATO 2= =
2|H HofLt SEFAUS =¥H TS LY A, MOIHSZHO| F7H7[52] £20[Lt o
B =% = HES o7[2 A, I7b7r oo &4 2 A=Y Fd g 22 Al 7l
o Fgs 01N Aoz TEHEICH ok AOlH AH2 2ot mute| 120 mef RAlHH
1 mHasds flftcls =8y FHAES L YES Fotn ULt

2{AIOte} NATO ZlJ=2 HFYHY ZAM S== Lot7| ?lof A% =8 A2z &
SELL 71E A 2810 "2l SMHR Mol A0 HEE= =2l HEa Eel,
Bt RO 2t 7[E A7 2Rt MOlH S42] E4Y, HEO0| MO|HSHez =
= 82 A0t NATO 25 Rol8of ot F2Y0| 2oLt MM =2 2{A[0
7t NATO 2|J=S &3t MOH AT sAdsts A2 Ldi=2 I7tFds dHoldts
9 Ibid.

10) https://www.nato.int/cps/en/natohq/topics_78170.htm#:~:text=NATO's%20policy%200n%20cyber%20
defence&text=Allies%20reaffirmed%20NATO's%20defensive%20mandate%20and%20committed %20t
0%20employing%20the,including%20by%20considering%20collective%20responses.

1M <NATO Z=9f> 5x9 HEHH X9A2 TAYES G5 YR, 22 R32t0|L YD 23
StO ALOIHZIE Sl FE0| 23 T4 +Fo| Ygts Hom Zite| Hzpdo| eld o A

Aol HEsE = Us A22 siME1 o
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12)  https://www.nato.int/cps/en/natohg/topics_78170.htm#:~:text=NATO's%20policy%200n%20cyber%20d
efence&ttext=Allies%20reaffirmed%20NATO's%20defensive%20mandate%20and%20committed%20t
0%20employing%20the,including%20by%20considering%20collective%20responses.
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* Z&]: Nick Beecroft(2022)13)
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13) Nick Beecroft, Evaluating the International Support to Ukrainian Cyber Defense, Cargegie Endow
ment for International Peace(2022.11.3.)(https://carnegieendowment.org/2022/11/03/evaluating-in
ternational-support-to-ukrainian-cyber-defense-pub-88322)



B AL ot 2]

St AtO|H{ Ot 51D The Korean Association of Cybersecurity Studies
S KACS

070.8019.3590 | kacs@kacs.ne.kr

Ol =2y

k=3
=
= 2 o g o
ol2{et X|@e HH|, S/W, 7|t 2R KO|YI, HHMX| 10708t EURO 2| X @O| Of
207l Zom FpEiD)

(OAF 3] =7 & 2O0F2 SIA=HO[L A FAhe: €

EU Institutions
United States
Grermany

United Kingdom
Morw ay

Japan

Canada

Poland
Metherlands
Denmark

B Financial

Swreden
Switzerland
France

@ Humanitarian

Czech Republic
Finland

Italy

Spain
Lithuania
Austria
Slovalkia

South Korea
Anstralia
Estonia

m Nilitary

Belgium

. Includes bilateral commmitments to Ukraine. Does nct include private donations,
Latvia

support for refugees outside of Ukraine, and aid by international organisations
Portugal Commitments by EU Institutions include Commission and Council, EFF and
Bulgaria EIBE. Financial commitments that are made explicitly for military

Croatia and weapons purchases are counted as military aid

Erenee For information on data quality and transparency

B emania please see our data transparency index.

Luxzembourg
Ireland
Slovenia
Turkey
Taiwan
Hungary
Iceland

MNew Zealand
Cyprus
China

Malta

] billion Euros
India

e} 10 20 30 40 50 S0 7O 80 =le]

%&A]: KIEL Institute(2023)

EURt S=2t0|Ltof CHSHO] ENISAR 23 2F0|Lt National Cybersecurity Coordination
Centre Zt Working Arrangement 22 o =& FO|C} EU= 2022 108 X|xXZ 7}
Xtel Ato|H I Ao et ofs BAS HASHAU=O, EURF NATO 7+ ZIsh o3 2HA

%ﬂ
ol
o=
o

ARSI NATOS| R3ct0[Lt AFO|H X[HO| & XM SHRASHA LOojLt
AZE & = UL

14) KIEL Institute for the World Economy. “Ukraine Support Tracker Data” (https://www.ifw-kiel.de/p
ublications/ukraine-support-tracker-data-20758/) (2023.10.10. Z )
15 NATOSQ| 2022 T 7HH(2022)1f EU AtO|H{EQHHEf2020)2 = L QtEZOfo|M Cf ZIZ3
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