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Enhancing Interoperability in Cyber Threat
Intelligence Sharing
: Overcoming Interagency Information Silos

Jung Ki So | Sejong University
Chongkyung Kil | Kyung Hee University
Kyuyong Shin | Korea Military Academy

Recent cyber incidents have evolved beyond the technical security problems
of individual organizations into complex risks affecting national security,
economic security, and social stability. This article analyzes the limitations of
Korea’s national cyber threat intelligence sharing system, focusing on infor-
mation silos, delayed information sharing, and fragmented recognition of
common attack campaigns across the public, private, military, financial, and
industrial sectors.

The study examines cases from the United States, the European Union, and
the North Atlantic Treaty Organization, deriving policy implications for auto-
mated information sharing, legal trust mechanisms, sensitivity-based limited
sharing, and coordination governance. It then proposes a standards-based in-
teroperability model that combines incident report structuring through the
National Information Exchange Model Cyber Domain, automated technical
threat intelligence exchange using Structured Threat Information eXpression
and Trusted Automated eXchange of Intelligence Information, and semantic
interpretation through MITRE ATT&CK and D3FEND. The model further
emphasizes a three-tier linkage structure among a national hub, sectoral
nodes, and institutional nodes, through which distributed threat information
can be connected to integrated situational awareness and policy deci-
sion-making without physically centralizing all raw data.

In conclusion, Korea’s national cyber threat intelligence sharing system
should evolve by combining common data models, automated exchange
standards, sharing-control criteria, legal trust mechanisms, national coordi-
nation functions, and phased operational validation rather than by building a

single centralized platform.

Cyber Threat Intelligence, Information Silo, Interoperability, National Informa-
tion Exchange Model Cyber Domain, National Cybersecurity Governance
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