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2 f&%ii 20184 olF HFE AWA Aolnl AF 9% A, AN FuEL B
Adem A uAY. T A A9, $A0 Y, 22E FLIE T4 Ao 2
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t)ye} ‘AR ot oX|(deterrence by denial)Z o] HW,
H)sr ] Abol %] HEF mgk o] gk o] &3 e wet o]sf g
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At PIA, AUAR RIEAR @ ¢ genD

ARG 5 g gzt d% aeHo

AR Akl FB olfE, FAN W AL 344 3

AA7h FFA Lojo} 7] W

e 9 o1 e TAdew g 4
St Abelm A A% B qFe W

T E g dn sl R ws] FasEe oA ZAE of

o] wACthS) 54 Atelw g0l of b X FE B %
A VlEReR FAHNSE, 549 okl AeArt 1 v
Aok of| o] leA, ¥ A4S A FPeAE 4
& 7 MR R, 1009AE e8g A52 o Huho AlolH ¥4
ol H=7h A9Art £ AFH7] wiiol (Maurer 2018), &4
o] ZAA 2AME FAAE, ST MH A 71w ofdE =7t
Aolatete]l #EA S FAA R AEHerl= A4 oD aEa

1=

H FA < (public attributio
M7 A A A gk
S B3 & gdelga sgd, AEHS 274 FEHA @A,
TNE A%S A EE=tHClark and Landau 2010; Rid and B

A%e 3AH BAE Sk 5T

el 497 2, 7tE AL Ay

L_
LOH

5) Alel¥] UNGGEON A& 7|44 (technical), H#(legal), A4 (political), Al 7}
2] BEo A&E wholSo|n =98 Adst vl gu) o)A HE AL =
g AP o8 A% AL oduig o] Al A%E f71H02 Ad
of qIth. 74, WA A% AANA A BIA I ool FAAe
ks A a3 AR e, AAY A% FEgs dolE

o)t}

6) el 7149 RS o7l s FUEhuminDe] E2o] W= @
o o2l A&l glof AR o] Ty wol, vl o AbolwAby
o] At JR7)ER] NSAS] 57ke] AAo] 73k

7) ST ek A %57} Q= Aoy, = S7F Zhel A w27
WAl "okar B 4 Qloh 2023 g5 Aol AR eH(UY FrhEsE
°p) 7FA2 AT R HMLAT)S] Al Bekatal, A x| Antst
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uchanan 2015). &2 A% AHYE Fxste A4 +A9 g
H(escalation)ol v = AIGX4 1 & agstd, AH 7E
A AEo] Zhesittal A= I HEE FASHA "o

A3k Aol Aol Fe SY A Held i
SRS

etary of Defense) A “JE]“ A (William J. Lynn ke, &
Mol ZYow 03% Ho ATE T uF = Exz TAo| o
FolA =, 34 298 SAste Ak e E 29 A
M, olgfg tg £rme 71 oA HAFe ed e gl
thar A3 vk ltkiLynn 2010b). Ale]® F3koll A #&e] o]
w ol digel AAdHY, 54 Atol¥] FAC tiF WA o
5ol L Atoly FA] g BEIX] opdxo] tjg W It A
24 A7) offuh whebA Aleln] F3ke] 542 53] A
A Aol HHE7] o HA ‘?}D}(Clarke and Knake 2010, 6

ZF; Morgan 2010).
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dAgo] WA ety et A4S = k. a-EH ARl 9%
oA Aol AZE EA T ALE 9] BE ASo] Ml o
A= i ARSlel M= Wefslor & W97 U Felsi, o
5 B2 Ase] AUl ddHl et 1 4ev] v go] YlekEae
Ao F7bed & Slvk. zEa Wigke] tir] AFgel wet 34
el 7l g8l dFe VA & = W] geke] wiAel] Aok
ol A71aL, o Wil H=e] ¥4 FHE L F U= IFY
o @AZE & el gtk webd Bu 23 oA E 96
Mz ARl ol Afoln] AR ofuel el o) Aloln] <}X]

Sre] gkl @ ET)

Ao Advk. F, Aoy ko) 544 wEo| dEA A ol
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o] o g wiolth EE Al FE I o] A=re] M| 9
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g Hojof gty o]FE A ‘AlFE = e Y (credible threat) o]
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9) ol¢} WHi¥ = A= Rid(2012), Gartzke(2013)8 FxE 4= Utk

10) Ack7b A3 o] F7] ko] FhHo] HA] grod, krddulrt HAYske,
gofl ok A W3 JhsAde o AZ $ dtkJervis 1978). B2 Abo|H|
Tt o/ E V|eolHte HE @ﬂﬂ'qﬂq, AtolH] F7ke], Aleld] FIHS

z‘s_]_ ELZ /H_O‘ -] ﬂxl z': o]r/}

11) ofg] F7kge] 2010l =7F Afoldiets. HEFAME ZH8HARh v5 2
v (Obama) A3+ 2R 24 20104 399 (3:A(Bush) A¥-olA ZA
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FE wak Ao dA 2 Eﬂi, nl= Rk o
018 HA3t= JA|(Deterrence by Denying Benefits),” ‘H] &<
K-35k ﬁz](Deterrence by Imposing Costs),” ZLg]al ‘A=
S

;

o] AA= 3= o %] (Deterrence by Encouraging Adversar
y Restramt) £ Et}(Joint Chief of Staff 2006). o] npx]9 %
©, 4% A Fx Zlol ¢ oS Aol AASHA dt=
Walolm | WA B AR ogk Ao &g

TR Abol¥ Fxhe] 54 Abrgh viel o] dEA ox] A
A a2 Agstlde o] ofgEs WEIT o] wEdd n
9 Afo] WAL= H(United States Cyber Command, CYBERCO
M)l z=dl AtE oz} H7RPH RG-S AW dEiy 7]~
(B. Alexander Keith)= CYBERCOM®] 7JA|3}7] 21# 2] 3]l A
AbolH Fofell A o] Ax= Wxv|et g FYHS BAA A=
gk ¢ e A7 TS 41D B2 ATARE o
T EYA Fxtel 7Inkgk dE A o] e, 538 Qe o3k o
A= oy A7 dvke Aol sosta A (Clarke and Kna
ke 2010, 67%; Morgan 2010; Nye 2016).

12) Statement of Gen. Keith B. Alexander, Commander United States Cybe
r Command, Before the House Committee on Armed Service, September
23, 2010. CYBERCOM=2 2010 #AH AIAQA A2 e o F4o|t. U
SCYBERCOMe] AI14 271, Wol# B4& w Qg7 i, 7hg 2 5
o F apke wiRo] 2AY Aol A7el B 4EE Fu ks Aol
$131(Singer and Friedman 2014), o= Alol¥ F37HS oS E<HY
gtk AZHa] el



ol EF oA wl=e] Apoln] oA AL, Tt npe 3o
g o g AR ok X M EAEG o WA Nl 9
gk oAAx] AgE FFeAl "o o= A7Ig viel o] Aloly ¥
re]l 540l AHA AlolH Ao Hde] o & =HdES Feta
AN wZoltt o]# e AAS H(Lynn) - o] A=
& ogdo 3 HWoj(Defending a New Domain: The Pentagon’

s Cyberstrategy) #=wd% & Zeldth(Lynn 2010a). A
Al7le] el AAEAE AFH HRH S W, &4, F45H
gl E FolA 7] A% HAARY THE ou|dh= 5 A AlolH
o] (active cyber defense) 7@ S A3t} (The Department
of Defense 2011Db).13)

oA AlolH FIte Aol A e
Helo] 7k #HAA, 20143 Ee
= ol gkt 20149 7Y =
37 WS ‘TA AlolyW b ek HuAE Al /3
Alol®] A& A Al (International Security Advisory Board
2014). FAA FAR ] gz FAe] AsfjsiAY 52 ago] §l
tha AZbeteE sk AFA A, BE EFE S AoE A
Z}at Al of= x|, 1l A theke] of7] ¥ A (architect
ure)7b FAGE Sote 3|5 g Holga A7sHA e ‘H 9
2’9] o] X|(deterrence by resilience)7} #AA¥ . 20150 49
of v =g AlolH HEF e o] & wgste], oA MAA a
A2 AR ‘HEMES, response), ‘HH9E' S A538tal JATHTh
e Department of Defense 2015).

EAHoldk 2 Eo] A tHuy AA kR 5 o] Fofol A
AREE AL Q= idclEl, ARl oF A =

1o
o
Iz,
191#

ox

o
r

ol
k

Bis)

for

e

—1011 2o

13) ¢ AAIZE kA =0l A A¥(Jasper 2017)E FHxa)e)
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25 Z1AZE 242 gE2n 1Y) 5450 Afoln] ofx|= ARl ofd
Ax b FARRE =ee, A AR w349 2ol §l
thar AziskA wEo] dteld A9E WEA sk Aol A4S
steets= {47 Hd57] wiel, Aol e49 oljrt HlE
= B A AAAT7I7] wEeln. Hd#E e A= ARl o3
eix et 2Hs wAYSTC] vEn dxp= Auizte] o3 gA3 I
= Q&) a7t 27 e AAG S, Atelw FA <], 3}A
Bdziel 7] Aol deojuA k'l A o), d3 fle
Aolghar 7l ¢ gl &40l ofyeta Euh. uehA H999
AbolH] ix= sl wE deirt EAs= As sk, 1w
g M E Ay Veol A&E ¢ 9lal, I Y ERE 27
578 e 9¥s 25 A iR dn

ol#|g HdH X NES ATV AR Apolw] L,
AR A AR oy, mZEIe] AA zEar F]ASd A

28 Jjdke] F Q= A 7]$tcH(The Department of Defense 201
5). o] HollA Tt 7]E9] A2l Frlo] 7]Rkgk AFd ofgt o
A ko] zpol 7t vEbdTE &, Afolw Fitel uidh wWejrt o

=
o Mot Brharis A4S #43 meln Utk

ostyuk 2021)¢] ‘&3 Ate]H | Z(public cyberins
titutions)” 7N'd-& olald & vk sld fol FH AlolH oA Ul R}
g e Hzke] Alelw] dgn ¥@eE JJE Aoketm AR FAH
24 AHol7)t B3 Bl
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]
Agency, CISA)'9] Ag3} o & =gy} oS So], CISA

oA wheistar 9l ‘Hol Hili(cybersecurity advisory) < A
ol ojgk oA ol # ?Lzﬁ'g} ATk BHb HaEe AT
H Aol ZAAEd digk 7= AR AMRES dE Ve, dA
(tactics, techniques, and procedures, TTPs)ol whe} &ax, o
S ¢stE AT 2AE AAgTE olld A Ezre] dAbA
AL ALl A wlel] gk A&t FH Ffrolvh. 1 of
54 ore] A Atoln] dfjol] g AE TH=, AT BAE
O ol fr&stA @A wrEo], A9 2L TTPsE 7Wdst
F AAgGo A HES STFAZITHNIST 2016, 4). &, x4
= THE Fl FAHY olos AN ¥ of 9
gk ololE AdsHA ] Sl ¥AAS HEs TGS E
frel(incentives)= = aF AANE A7 #1%

Zlolth, Aol 2 o] Hlgo] A A Fr]o] Ml i or z
7] wiEel wojztel tigh FAA 9919 o] YA|NE, oz
= T U= Aboln] 719 M8 AEet™ (Smeets

2018), A™T Apol] F-7]el| oEsth= gAAENA= B2 ARE
3} olgo] Had 2L TTPs /e A= Fdo] ). &7
o] ¥AOSRE Q] A= oldHt AH F

A& & =ya gl 2le] 20209 3
2% X 14 (Cyberspace Solarium Commission

(CSC) Report)e]th. ‘Abo|H a3k &Eghe]w 9193’ 201949 W]
o 93 7F ST S EReEs B whEo Ak Wk 3
P AU S Al FA2TRE vIFE ol 4
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]

e A hxte) A 8] &S Fysts= Aolgtar A A 3HThe Depart
ment of Defense 2011a).

A" JEA AlolH oX|9] oS s oY o wol

itk WA s Az FAR, Aol Gko] WA
3, A HE AREe] wAgse, oldd SAEd tE 47
FAAET ARIHES AN GEe] WakHo] ok 1 HAo
A el el Jlukak Aol @ oX Aere] FAPE M
=l Hglth #HoR Beee] oHe] =i Hge] F7hs
o A9 + G FEel o=/ Hrh: uwe] AvIHow,
te fuoE BdHe oXpont T wAolsl g v}
S(Ze 1 Uy WE @94E)e] FA4L PR gt
Aotk &, A%ol @ Ao nE Ay PiAEe T4 A
2 G4 obolel ek dvks el AE AT

ol 34 Fol Aol ogF X9 WAL AYISE A

olxl Adto A, LEAE 7)o oo 20159 CYBERCOM
At AT NSA 545 A4 & vlo]E &4 2(Michael S. Roger
A FAIY3E] 3o =5=5HAl W] Kol
= U ol A7} AEetA o, ¥4
= wATE Bol7] wEol FAIAR] e
thal A3 @ th(Nakashima 2015).
=0 ApolH oA e AN g A5 T4
| A Bl 2HHA & e E A
| A&aA A7IE o kvt 2o 9] Ao

16) V] Welghe: o] AZlS A% %7} ohn BAIZ na, 20154 19 5 Q)
MREY 4R akol AAEL 5 AN R AR oF
2 sl Alols] F2ole] Al Al FEES ws AuE,
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o] & AollA =3k upe} o], BHERO R HHSE G17] fIs|A
= A AKo] ThsEer @ S FAREA EA %’E‘H’i, %
A2 BES & 5 7] wifolth wels AFKe] FAE
Ast7] A&l vlwe dHFYH =g ok 20124 ﬂi I}
EH(Leon E. Panetta) =4 F# AHA AXE H3FsiA st
= 349 2YE 54k £AE detr] f8l, R Ad
29z xRIA] Z FAS o ska, 2 AdE AEHEA o] FaL
Ue HFAHolw AHRE & F AT Ad5F v Aok (Panetta
2012). 1ol A& A= fdsty] g4 Fkoen, dfd &
AE Hdst7] o1k dZF3 ZEol FH 77 AlZte] Ha3)
ok Algbo] AU A, AES g V=4 e JA EHdge
o HA ALS 9 U 4 AlEd SUER ZHHA AT, A
A4 Aol gt HE 2018W7kA] AAAAHAE Atolof] of#
8] ZrstAl ol AT o] el AHA AAE g A =1
A FAA AS] ik X7 dAE EAT. 2-E 20189
FH 223 297 AgEHAT

, olgh, Hetah g ygtsEs |
?5‘}95\‘4. oltl FxA wWsh= A

=ol= 44 wWsiiln. ol 3
A2 (National Cyber Strategy)' o= Zejivh=d], 3HA Zei(pill
ar)Ql ‘FS B3 Hele BmA'E, A FFRH W oA
Aol =] defe] WstE YERltH(The White House 2018).
=2 ofe]d Rt A v A 45 7hshr] As) Al

vl z}
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&etar, aHgol, T3 ‘P E Fapstar, EAlel ek Al
A A2 Ads HPgstal vk Lgar 223 &5 R
A&S 231D ZF2 wigo A 20184 w1 =7k B2 (Officie
of Director of National Intelligence, ODNDX ‘Alo]H # & ]
ZI(A Guide to Cyber Attribution)'S 23 3)t}.18)

& Al SHoA Aol o7k ox]e] o] Hrh AA, ‘o
2 E¢ %2l F7)(naming and shaming) T ‘&9 A7](accus
ation)” #A S F3 W3 BHAS Fi, YuF IS st
< AUTHFinnemore and Hollis 2020). thg&o g Z/=AHE
& Hao A5 AT ¥ otk IAYelY i A g
S X% H(Egloff 2020). whAIE o R HE O ZA ] of-& 2]
(countermeasures)°] AEAS ¢t} 2018d =7} Alolw A

i
73

Fe B A% BES AAsta i, vl ojddE 37
A% 34 gt A2 Zat o] ohe, oANEE A%
2 4w AozH Q45m 45 BEAATE A2 vk

2) A (punishment)? #Fxe A%

20180l oj=e] m=e] Atolw] x| Mol M-S T o
=il Aol IRyl kg 99o] Aoln] Aol x3HH

A o (persistent engagement)' 9} ‘A7 Wojsl7](defend forw
ard)’o]th19 53], 2= ‘F-8 Z%(armed conflict)’ ol o] 2%

17) 2gla olyg adE v IA 7] 93l sXF7IES 4 & AFds
)3 itk g A= o] ‘Atolw 9X| o]y E]H(a Cyber Deterren
ce Initiative)’ = WHata 9ok

18) o]yt TEFES wdste] 2019 9€ol WxE arel ‘Fvh Aelwetn 7]
EA A E HF FALH 7HE AlolHEd 97| FHoR 488 3 o

okl 9l

19) %= AAH wof'zw HAgth ad ] ‘AAH o]gk= @l preemptive
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L Z WolE Ba AWl 5o 4rE AL AR
o

k-2 A (reactive)o] ™,
A A Atolw ZFdolElE v|ES W7l &= 3tH(Pendino et al.
wol el Al el
A4e st BEA BAS FHedex, A4 el oi&

o] W= 7] wiol] 55 2#lE 4 vt s A A ‘defend f
orward'= A2 AANM S preemptive strikedtE TFE oJm 2 AFgHTh
231y WA AFEEAE el ‘Forward Defense’'@] Alolw] F7kel] &
23k Aol 74t} Forward Defenset= 918 93|, & ade] Aol A
& wxskE Adoldnh. wWEbA ‘defend forward’ M= ZES] WEA]
o]27] Hel Atel] 9] TN LAA diA gt SolA], REEA] AA
A (preemptively) O 2 t)-§-&tH= 52 ofUt},

20) ==, YA}, ol E3I} Z2 I7lEC] AA A Uleg oplske 2
A FAE AT we WHoRE Al FheA FHE FAa 9ok
HZH ol nt A A4S 3 F e WHE, dE 5o dYxIgAR
(disinformation) f3u Ato]H 3B 3 ¢l(cyber espionage)st & ‘3|44t
25 (grayzone conflict)'e] g-go]t},

21) vl Abolw] AR ‘A% ol (persistent engagement)'2hs S 9]
&, ‘A7 Wojsr e 2 g E A1z F4 ZAF(hunt forward operatio
ns) & A AAS $AE, FEY F7te HEYA YFd EXskE oty
A Atold] S FHoS A Foprke S vgtt o]+ “BEY =
7kl gt ofgk AAsHA Wold A"l ¥ela Atk https:/www.cybe
rcom.mil/Media/News/Article/3198878/cyber-101-defend-forward-and-p
ersistent—engagement/).
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—
sk Apdol7] wiitolth, MebA EAS gdAsty] g A4 AL
ol¥] #A(offensive cyber operations)e] A7 F33E 7
7 dnt olelgh Higte = EFtebaL, Wojont At FAIA AL
oln] o] old, RES FukeltE FAAH Abo]W i (defense
cyber operations with retaliation)S %3] t7l& =24 3it}+=
Aol A, (M5 dAstAl= A% Ateld zZHdol o]24 RshA]
Thz2) JHA AlolH X2 AgS W] HQlrh2d)

Aol of gk Aloln] x| ke, ofe] A Alo|w] 9o o
g HE O RA Atol¥] oo AgEA ke theke & Fik(co
untermeasures)s &8 Zlolgta st AAME = F 9
o}, m =+ kA 2FA (National Defense Strategy)®] ‘&3 914 (in
tegrated deterrence) 7|32 o]E Wz o=w HTL24 Fghy
AA = FallE, 7, Aol BE g9s xgsiy, ou, HAH,

22) FAA AbelH] - FAA 2ol sukek B eEnt A o 113
/8 o] =, o] “Hf"ﬂ FAA Abel Ao AW 2l5SHAl o]
Foid "a7) gk v|E YA MAE A GkeAEE, AARE FAA
Afoln] 2hd o] (H])17H7H Oi T‘gﬂ T Jom, HES FHele A8 %
Aze] AANE TF BT AT

23) &, ‘Az Wil Zﬂ"]ﬂ uj=ro] o] Mol tl-g2AE A FodrhE A
< guletA] Ferh w2 ok Atoln] 9ol disf WA At AA Al
Ae Xt oy 2AES FHdl g} «dF Eof, v 20149 &HIe &
ya 2z 37 Abdel disl] AAl AAE ol HE AR F3A-eR <l
Ao FAT Eghe QIHYES vhA7|E 59 Us2AE FAddx
HEH vl doiMiller 2015).

24) V=& g AR i oldell, &5 & (equivalence)'d] HEFE i«“ﬁ %
ok S g2 wte] Alelw kel A M-Il o)A AES JEA A glon,
T Aleld] F7to] nlgle ABE @yl sk @rhd, thE YA
‘T TAE %A}O}Z\ﬂ%% ojn|git}, o= AtolH FItoA 9] Bl A}
olH Izt WhollA e A% o s X3tk Ao, ‘G Avl(escalatio
n dominance) 2= 7@ 2ol itk (Mahnken 2011). & o ze] &
A o RE AR F e 740 A5 AEA AdiToln, Alely F1te] 9

= z{ix—] = Dg] OﬂaLQ 7}z]~; cl—/HUL /\ oh;].% }}g% LH}‘_&\_L

i
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AR 2EaL BAA BRE EFE AMES, e stEY 57t
=% =& gHoe AS I (Garamone 2021).25 ©] 7Y
do Wi og alo]H A E ot o theH LS olf R
ottt
3 Ay swe] AP wEolr. wE vshmo] nw

gz el sukel gEsn A et o
L E@ ge debe A Al Asl AwHel
Aol BAS] ol mom, Atelw] FA st FHAG 5
e oy geolnh. ey
Bo EzHel AU ool o

jud

%A, ‘ol W(timing)'®) £A Wt B oF ojxe]
A%, dvit 4@ A7) el Aeln] Frel J5g FHe)
S glerbh F2drh a9d gelue U oA AdAn
- Fasheh 1001329 12 Abolo] shsiAE At FAo
A, BAL YA A AAE A5} Apolw w2 e o
@ mabe el Aol o) AW & Ak AAA 19 4
%, 71 sk Eske) WHlel el wiwH @ 2w glv] wEel, 5
g g 5 e fa )

25) oldl 7hg3t BE AMH TTE FYsE F34(comprehensive)
A AR AF )i Y AL AlolH X9 v F3 o)
(Nye 2016)9] 33 fAFskch 28v e ALY T4 uldol, i 9
3k Aloln] A= ofF@uta BT Mol JEH Aloln] x| Ak whd
< uHsH] Zh

ml_u
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g AsAgS St Hds Aeo] Fasty, o Tol= A
A F7)18 ol ] Ay AlolH FI|RE )9 &
Sk AlolW] F7|m= XEstET ERzloR st Aol wEl thgsh
TES 7HESHA HW gS adHd Asdds & ¢
olggt F8&AdE EFsta, ‘T A JEe A3 A=
T JE S Jxst. 53], Aol Zhelxl Alold FA o R
Ak Faef=7F, Ao Zhelld Alelw 34 TEf|e] qf R W9
of =gho] glow, HAH HHA £ 75].01] mel Bl g
o] Aojd 4 9t} o] wFdg= Alelw M9 I&E HUE
T U= AR HE HrY A5 wide] FaskA ®vk agla 1
A9l MEd ‘A A(redline), & WoAAE b HE, 52 9
HA dgx2AE FHASA S A=EH Alolw Q1A A H(strategic

cyber tripwire)o] "R 3}A ).

3) =R 473

> ¥ T

Ad g Qs Ao] ofynh A3 A2 AfolH 4L 5 3

W, o wt ALE Aol7] Wi, FEA AtelH A ¢ 3

e8)e Aol Atoln] 7 FEo FFE AT =How o]

of gt} ‘FA e A otolH ilolw S A K3}
3

= =
Ao e] des F} FAlol, Her stow wAAAE
FE stz dell g W v avleA wks = Qlvh oldd
A ‘FA A Aol A X](cumulative cyber deterrence) 7} Al
71% ¥ (Pendino et al. 2022; Tor 2017). J 3282 53
4 Aol WEs FAAe] g shranst A el 3
o, 54 ¥4 F& tig A7 A= Aoln

=)
(0, U ot
Mo 2 rr s 2 o [o 12 o
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E O.A_,
A

5?}1] Ab3] ol A Rkolsol ] 4= gl A AGE ‘T[] A
X] &tk &7t Huee olde u% oyt 53], A4
o= 5 oleld, @Al o7t 2021 AAD
} ]5 @3 Aol FR e EE e 3solA ®Helv. nt
O]t dEHS Aol Her 2 <22 Hl=(Cybersecurity and
Infrastructure Security Agency, CISA)' oA =43k 16712
8 9y J9E5S Fd dEHAA AASH, FA9 diito] H
A X a7 Y v glg o] YAlo tiEEolAl, o] 4T

= [e]
Aol AP AP Qow, AR FHL AT 0 Ao
B oegon wed ol AnE @ golth o)t Aely)

A LA St 9 & QAW AvHor FA oE

wolZolZd AXgtk(Yoo 2022). EL,
AHl 2=, AR 7w T 16719 F8 Q1=Zart YF FEA %

A grog B o ol mprE S dis) 2w 719S A
Hat7] 913k Aboln] HE g ejol] digk A5 =9l kvt 201
59 w5 Zhel ojE vbe EEA @i k. dE Abelw
Hog97E U LA o] FofAaL doemg, AHe vt
TAEA Gax= gfile] ‘FAAeR AFstrel= FE7E
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B odo rlo 12 ©
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oM ZFojof & of2] o] oF

)
o,
[
ax
:?L_',

Mz, azo]l Bold digolE FAA Aol Fholl, B S
T AA7E aela o ojgA shrkel it olsirt
sjojof ek, 2] AAd WLk AANE Aefslof sh=dl, o
= 2 =7 Uigss Arolw] E3ke] Aol whet g S 7] W
olth.

ded Ao, g A A F38S 98l o= A= HE
g e ALY 2AVF vk HE 9= SvhER, 2 9

d 2020), W2 7 =7F 2k Yoy YENATO)S #& &
o Wz wojx] glti(Jacobsen 2021; Platte 2023). L¥]aL
SAA Apold AL ofd e, A &A Fo’E VHre R g X
wolstr)’ el A, AUy A BAS sheke AR JRIE
Lagh o] ofde, FAA Ao g FAA HEE a9l
ofof 4=gjo] rhgaich. 1#ld o)t ul$ wzke HEsE =7
el FfE 5 AT EAE vk g HE FH e
sl e HE FHE xFete A9 B ditelth HE
T} A A FE ol o= Ao $AAEE FeTe] A
T xFEIA, sWe Fe Ao HE Fy A" FEe] AlEstl
= o] vl & o] A % Montgomery

N
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L =
e
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KACS)
I

2 =S v=o AtolH x| HdEFe] Wb A S HWEs] 4
ste S HA o Gtof, A uro] ANl ofFk Aot A
of oJgk x| o]l wet A&t 7|E ATES FAAU
Aol A x] deke] wbdS ®HA] Jetal, 2R il =gkste
Aol AT 2EaL Aol A AtolH o x| Hdefat A A
aejar FAA Abol¥ Ad A Ede] dAIZE B EEln. A
2 Apolw] Zpxo] F-olQlA], ofWA HWHA Afolw x| e
Ad=H=A e WE =el= HegehA] FUh o] =S "= Aol
Hoox] deFe] B AAS Fal ol A4 s v
H<E 1> #F=x)

<E 1> Abol¥ A Ak
o7 A 9o 5std oA A Aboln] 2

Aol sl Aol oy BRI A

meleo] o Aoy ox  wnee 44 A4
o] Eyhu i
(9ol oI @ Abelnl o) FAlA 2A
(el A ol 57])
Aol 9% o) A4 2

s70) g Aeln on (¥

A AR A

HSel At 27] Abelweln wAbH P Aol A
Aoli ATk Aol & A7 o AuHA A
gk Aol Fire] EHe 53 A °]
2 mde AV, 2AE AED)9
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AR oy, FAHoRE T AL, Atelw Fxle] o
A B e b, AtelW B o=ke] FuA i g4
274 Sol AR

wEe] mlEe AR ofg Aolw] oA g wigom, N
of 9%k Apoln] oA HdeEfs -4 s I

wke] o« At thE Alo]
I, Atelw] FZAe] BrbE e A
20201 AtolH &etE]E HaXdAE %
Aol TgE olslgAAE 2k 53 Wtel
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(Egloff 2020). ‘&% % A|(integrated deterrence)’
A’(Gartzke and Lindsay 2019)E Eajjx] <9
7V A E2A e s A @S AS *
ojsl7](defend forward)E F3lA o4 &+
&S AEA EAvE AE ¥ Y. o]
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I

MEe WAl (1B FwE FA4 L3 FAA Aol A
= EPaE) 4AA Aoln oA FHe) B 7 FHS FA5
9k ol HetelA] BEAA AV SAE dE, @5
ge FATo] BT Aoluetn Fol glof medlol @
Aol itk AA, FAA Atelul 4 e 454 (trade-of

fs)& Q1A siof ey aapAQl Abolw] o] =3} Afoln| -7

oref ek wjgo] ==, =l Ml 2hddt el o
A A= 3 B Abolold HEd g ek v
(Powell 1993). #Aldte =pdgto] 3]2hs 7] wjFofl, 344 AlolH
Ak Mt A = AlFs] AR desop do g
< A Aol 2 e (SH=a @) D vk e,
glan o o= STHEH: gAzhE uides & AdA AT
sl mpxjElol & Aot} T AdE AYom=, oA Ale]
Aol 71k Hagke] ey gl S AlA Abolw A
o] Add Aot

A, Abolw Ade ke V3 b JE2E Q3T Ab
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Evolving Cyber Deterrence Strategy of the

United States
: Cyber Operations of Denial, Resilience and Punishment

| In Tae Yoo Dankook University

| Abstract

How has the U.S. cyber deterrence strategy evolved? The literature on U.S.
cyber deterrence is often characterized with limited scopes, dealing with
one or a few cyber deterrence strategies and concepts. This research,
however, descriptively analyzes the development of U.S. cyber deterrence
strategy, arguing that U.S. cyber deterrence strategy has gradually evolved
in two, yet complementary, fashions, deterrence by denial and by
punishment, in different time lines. This argument is in contrast to the idea
that institutions are created as a “big bang” theory and evolve along the
monotonic singular path. In the U.S., although strategies both on deterrence
by denial and deterrence by punishment were considered in the early
stages of developing U.S. national cybersecurity strategy, it first has
focused on cyber deterrence strategy by denial and later gradually
developed deterrence by punishment in cyberspace as it successfully dealt
with challenges stemming from the unique attributes of cyberspace, which
are different from those of the physical environment. The United States has
now actively incorporated public attribution, retaliatory defensive and
offensive cyber operations, and setting redlines as policy tools of
deterrence by punishment. And these tools are still in development,
especially in light of cooperation with allies. The conclusion makes policy
suggestions to South Korean policymakers who are concerned with
US-Korea cybersecurity cooperation and adds academic contributions by
highlighting future research agendas.

| Keyword signaling, resilience, public attribution, defend forward, offensive
cyber operations, redline, international cyber norms
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