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Building a Trust Foundation in Cyberspace
amid the Era of Quantum Threats:

Focusing on US-China Strategic Competition and Cyberspace Stability

Jeong-ho Kim | Korea National Defence University
Bongho Kang. | ICTK Co, Ltd.

This paper is centered around two conflicting axes inherent in cyberspace.
The first axis represents cyberspace as both a competitive arena for future
hegemony amidst the US-China strategic rivalry and a space for coexistence
aimed at enhancing human welfare. The second axis portrays cyberspace as
a domain where security is essential for stable operations, yet availability is
required for effective utilization of systems and data.

Diagnosing the development trends of a spear (quantum threats) and a shield
(ZTA, PQC) technologies in cyberspace through these axes of ‘competi-
tion—coexistence’ and ‘security«<availability,” it is deemed crucial to swiftly
advance a new security architecture to build an efficient and stable digital
ecosystem.

Based on these findings, this paper proposes detailed security measures such
as the mandatory use of PQC, establishing classification standards for the
protection levels of digital information, and applying differentiated encryp-
tion algorithms based on these levels. It also highlights the need to minimize
the units of cybersecurity activities (micro-segmentation) and shift the existing
firewall-centric security policies to a data-centric approach. The paper pres-
ents the concept and direction for building a ZT-based MLS and PQC that

simultaneously considers security and usability.

U.S-China Strategic Competition, Cyberspace, Competition- Coexistence, Se-
curity-Availability, Future Quantum Threats, Zero Trust, Multi-Level Security,

Post-Quantum Cryptography
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