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off whet W7 F A=A AetE = Aol ddt 28 A 2
4 A 7HA =T, 2024 129 ROl M= o A2 AH e

i

T2 ZF1EE WS tHThe US. DOJ 2024), T1of] wh=H) 9
=& Fo, T ofgh Bt g Alof wvpdetE ojn|git), 5t
TS S Fol APFA S ' 50% ol AfetAY, S

o] gl ujet A = SEE U, fel=ol F Aol e 9
e, 92 R FA W F2 AR 95 A 52 o]
ghot. W AHIE O e &= ) A 7R AlE A (i) 93] = A Al
A dlol, (i) A 2B (v) FH 2 (humanomic) Hlo]E],* )

13) §H Q@8l(human ‘omic) H|0|El= Q1ZF ¥ H0|E{(human genomic data), 217t £4
SFA| H|0|E{(human epigenomic data), 217+ HEHEIK| H|0|E{(human proteomic data),
OIZF MARH| ©I0|E{(human transcriptomic data)S 2|0[StCt. (The U.S. DOJ 2024,
Section 202.224)

14) o, B0 BfEA0|1 YPHHOZ 0|8E £ U= 8 7|22 442 71 Hlo[H((HH
7|2 E= O 8o HE 712), 2HIZIZAHMEE (International Emergency Economic
Powers, IEEPA) HM203Z ())& Hel W U= 712! 4, IEEPA M203Z=(b)EH3)= H
U Us HE E= FE XNE(0: S, F3t ZAH S)e 2 410 HlolAM
QLY.
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AR5l 2] a9 i B W3 ZdlElolE, @) Math AHE A
sh= Hl o8- 4 = HlolE ¥ WAk ZHelH|ofE, (i) 57 WA
Al e 91 iR Ol & ofmgteh. T A = HolE &
7N, ANk AR A g Aok 1.8 AR Bx} Alokolck &
28 AL A ol Aol e = wg sRlE|olE SR 7]
o] Wz 7iRldlolE #3 A=l o] itk Aotk o, A K
go]e] Rk A 11 qpEek gAglo] B A Hidolth 9

= oidRlete] gk ZhQlEolef ek g AR & AW SA4]H
= W A= dlolE F71e vl FH o9 wloly 1k o

15) & IO TI0IE S7H= Q1ML MSKIOIA 7HIEE +2Xt22| H|0|E] THfLY,
T o7}, = 02 RARRH SYANZ, 2RV} Holl £EEHL XM2|5= HEot 2k
Lt 2EE = s JRIQERE AF 1 Hl0|HE T XM2I6HK| 22 Z2E 20|
SHCHThe U.S. DOJ 2024, Section 202.214).

16) “HOH AlF2 Ot AL TH7ILE 11 9| BoS ¢l S2fRE PR MH|AS et xistt
MBIAS CHE K07 MiSchs 2= AA0|L 2FgS 20[5iH, 1& H2f2 M2lEti(The
U.S. DOJ 2024, Section 202.258).

17) D Hr 52 AR} Ofl K2R TI7H 7|EF 242 Wil Of A2 9IH S
ASE 2O KR 7I5S 2ot BE H0|LE OFYS OJOlBiC. 0f7 (0= OJAEILE
PIREOI 18, YT Ol HHIA, T2I0 2 Afeke] 1B NHIAT EFE
(The U.S. DOJ 2024, S

=

18) ‘BAt AloF2 Ot X7t Th7HLt 7|EF 242 XIF6H0, O|= WY /IX[SH 2&84t £= 0|= ol
Off CHSH RZHEHA AR XI20|L #H2|E FS5t= AL 2P 2JolstH(The U.S. DOJ
2024, Section202.228).

19) Al CHA 212 7HRINI0E &Y 7= Tkt 20t 1009 0|42 O|=Qlo] 2tst Qlzt R
HHl(genomic) CIOIE], 1,000 02| Dj=Ql0i 25t 7[EH M| 71X Rl §8 20
(omic) HI0JE{, 1,0009 O|42| O|=QI0f| ChSt MA| AHXKHbiometric identifiers), 1,000
i 0142l 0= 717|(HRNOl CHst HY IXIHE, 10,000 0|42| Oj=l0] LSt 7HRl 742
Hiole & 7H =Z& CI0JE, 100,000% 0[A2] O|=10i 245t CHaf 7HQl AR = 2|9
HI0|H RES0| Z&tE Ho/HM 5, sids 893S 7H20l 71 Z2 7|&E(threshold)2
S&06k= 0™ 29| HI0[H.
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B o7, 19748 efo] s A (Privacy Act) 77|
o] /AR E 54 A o] 8el= AL F&sh, AZEY g 2
2101 ] (Health Insurance Portability and Accountability Act, HIPAA)2 Q] &
MBI A A F SR ARG HE o] &3)= 7|0l thste] &3t
o}, BEgh A Fo M= sl 298] ARG ZEto|HAIE HE k=
HEo] A= o] it} A ool A AlgY FQl e xuof &

H] | SZ&}o] B Al (California Consumer Privacy Act)o] THEA] Abe]o]
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£} 0|8 42H(data harvesting)ol] FoFeh 4 Hio §l= 745 714
11 Qlt}ar H7FE tH(The US. House of Representative 2024),
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U.S. Regulatory Response to TikTok and its
Implications for Data Security of South Korea

Joohui Park | National Security Research Institute

The proliferation of cross-border data flows, namely digital trade, accentu-
ates the necessity of examining the mechanisms through which national
governments access such data via commercial entities handling transfered
data, from the perspective of national security. Particularly as China’s digital
industry growth has materialized, the United States has raised security con-
cerns regarding Chinese authorities’ access to user data through Chinese
digital service providers. A quintessential case exemplifying American recog-
nition of and proactive response to such data security threats is the regula-
tion of TikTok. The data security matter surrounding TikTok has predomi-
nantly been evaluated within the context of Sino-American hegemonic com-
petition. However, as digital trade intensifies progressively and diverse over-
seas digital services permeate our quotidian life, this issue should not be re-
ductively understood merely as a dimension of bilateral hegemonic rivalry
between the United States and China. Rather, it must be apprehended as a
universal agenda of data security engendered by transnational data flows—an
emerging security issue confronting diverse nation-states. Accordingly, this
study endeavors to elucidate the data security concerns articulated centering
on American regulation of TikTok, diagnose the current state of South Ko-
rea’s data security in light of the U.S. response, and derive policy implica-
tions regarding the direction of data security strategy that South Korea

should pursue henceforth.

Data Security, TikTok, Personal Data Protection, Artificial Intelligence, US-Chi-

na Competition, Digital Trade, Cross-Border Data Flow
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