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A Study on the Transition of Communication
Intelligence Activities and Challenges of the
Digital Age

Yu Sangseon | Korea University

Communication intelligence activities are changing significantly according to
the attitudes of communication users and socio-cultural demands due to the
complex attributes of communication services such as openness, sharing, se-
curity, and encryption. This phenomenon is acting as a big challenge be-
cause it is difficult to respond only with traditional methods and techniques
in terms of collecting or acquiring communication information. In order to
carry out communication intelligence activities normally in terms of national
security and criminal investigation, it is more important to secure legal and
institutional stability than anything else.

In the U.S,, a country under the rule of law, communications and intelligence
activities went through a balanced development process in both national se-
curity and privacy by preparing CALEA in the 1990s during the digital transi-
tion, enacting the Patriot Act immediately after the 9/11 terrorist attacks, and
enacting the Freedom Act after Edward Snowden’s disclosure of NSA se-
crets. On the other hand, our Communication Secret Protection Act is a
product of the analog communication era and does not even have a minimal
supplementary function in terms of criminal investigation.

Accordingly, the definition and type of communication information were re-
viewed, and the historical transition process of communication information
activities was investigated to explore the limitations and challenges of com-
munication information in a digital communication environment. The con-
clusion is that it is important to resolve the political, social, and security di-
lemma to secure the legal stability of communication intelligence activities,
restore citizenship and public trust, improve the structure of laws and regula-
tions, and introduce international intercept technology standards. To this
end, it is necessary to gradually expand the support for academic research

and entrust policy research tasks to related authorities.

Communication Information, Communication Secret Protection Act, Patriot
Act, Freedom Act, National Security, Criminal Investigation, Intercept Technol-

ogy Standards
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