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On cyberspace issues, the Ministers recognized that malicious cyber
activity presents an increasing threat to the security and prosperity
of both the United States and Japan. To address this threat, the
Ministers committed to enhance cooperation on cyber issues, including
deterrence and response capabilities, but as a matter of priority,
emphasized that each nation is responsible for developing the relevant
capabilities to protect their national networks and critical infrastructure.
The Ministers affirmed that international law applies in cyberspace and
that a cyber attack could, in certain circumstances, constitute an armed
attack for the purposes of Article V of the U.S.—Japan Security Treaty.
The Ministers also affirmed that a decision as to when a cyber attack
would constitute an armed attack under Article V would be made on a
case—by-case basis, and through close consultations between Japan

and the United States, as would be the case for any other threat.

EX: 419542019, FHI1F4A190 BXR2REHBEES"
oAl v A9l FofollAf AfolHRIETE Fo3F o A= A|7]H

dlellE W kR zoke]

e7F Ak (E 7oA & 4 gliEo] e u]Y Qi of 5ol
=

262



of loIA = AASHE HPE Sk B AR Aol 3ol 5
W Fobe] thige] Brka A W 5

o2
S
7,

oldt

e

-

o
2

1o

ok

e

>,
o,
Iz
ok
)
rlo
ok
)
N
__>,ir,‘
i
Am
o,
_0|L
L
L
=
!
1o,
%
<
jinld
)

ath JESAVES WaF tlolE &8 o] AfEAl AAE

THFE 205 HEo) 5 %%ﬂﬂiilgﬂwﬂAZtﬂ
ol Tk

ofLbEA APAe] oFel A BE-S TAska 91F 89S AASH: A

H
ol T]go] FEL w1 k. vjHE oAb tjgo] B4
A

)=t Afo|HATE HE = HE Z Q| & (hunt forward) 2= 2H4 S E46

17) 0l=2 SE ZE ES RI2H0|L0] LS 2A0S] AjO|H SHORRE R32{0|LE
R HaHRACH LA,

18) s AtZ12 20234 8¢ 7Y 0|2 YAEHRZAEQ| A2 Ellen Nakashima2| 7|ALZ QlaH Bf
5% CH\Washington Post, 2023/8/7).

263




Ffebd )

o7 A HESY

]

o
R84

of #a/dell 7]

7S
Ll

_]

A}
2l

stlekE Aol

Pebe= A0 & nHE ] =] QAT (f 41, 2023). o] -2 Al|d]

ool da

oo W o o oW W O N
TORF LT o
w R gy 8 T oW E g W
Wom om o R o 2 R o
TR T N
LT S T
NI SR TR SO
: I S R
M_url Ho o iy nA_Hoﬁo ) HamM
ol = M BT o B oS
5 == P F 4 of
) _ .X_V‘I‘LIE.A]‘AQOF‘LI
N S SR TR R S O
of T MUY g el
3 T oa T o Gy
N aﬁ%ﬂmﬂ%iiia
o e B R S R
i) m_&ﬂwwiov_oo..o#ewﬁrﬁ
w Y S FEE DT
e N T s o B oo o
R o 2 2 f of
o o < < o N =
) T w N N o
= HLL#oﬁomﬁ%J]Mdﬂ
N )
ol P M E LR om
— N X
; W P EPRELET S
EO ll HHOT_O‘EE‘I@lEﬁﬂAIL
oI (NG Bl N oo X T
T . N ol Ny B o)
BE > cARRTI CR~ i ST TN

A A 7HA o] .

%

flof

|

1 IPgelA e

264

-
=
=)

HHOEH O




Chal gt T S FAIH o= ofwsh jfjoll M 5 5A AfolH

&t =97} o] Fo]d Aolrh. AA| 2 2024\ 5

st A9 A=) ¢
ok 7Hsd Bo] thEE 4 IThE HogriE, 2024/5/17).

A, A A ol At AR AtolH oo
P{R=s

o

Foh=tl, A 554 AtolHol o] 230l AL Q= AR
a7 SlelA = FAIRE AtolH] Woj7} 7hasl s ol -

of gtth A7t WA A 5 W7k 7|0l AtolH W& A g5kA
w71 EE BEsl7] 915k Atolu] ol S 24517 flaixde F
g 370l dojur] o] Aol ARt e] EEs BT 5 e
W2 22]7F 27%]7] wio|t}, ARl Aol X|HtES 3 4 ¢l
At sl E QP o] BuEES o] of e el AHs A A
Zpolt o] Eo] BAE AL QUTHEmEHi, 2024/7/11). 552 Wol:
Hfol] ofgfol] o] BrA AAINE ek vl QJgh AR gl of g
== QB AlolH FHS B Esh=t] = viebs ke
2 FANE 7HeA = Atk o]2fgh =95 WA= I ol A] A<

ool ofweh ko = e A 14l s] dulE a7} Stk

265




ek o Ao

5]
2

4 9ol

vl Aolsolnzh Al Hel ol4 % shibi thizeld 4 9lrk 20244

A2 ol

o

AR EEEES

ol
=i

3}

A ApolHg]

ToH

Aoligh s r|g) E AHelS ol A

=
S

floF & 7t et

Aol §oJ5

266




EHIES)

7ML 2022, "AOIH AR(Of et G '= Y SI,66T 3=, 189-214.

Lt . 2018."AO|H RIS SHIFXISIH XIE,. Ma: A=lEE0171H0].

YAE. 2023. 72023 O|= MO|HRIE H2f T =010 AME,” =72t
T A Ol 22|12 ;423238 82).

TIHH. 2015. "AO|HS 2 MO[HAX|S| ZHIZX: A2t MZ2 Tf2{TE S

o8 '=7=218 38, 37-61.

Gartzke Erik. 2013. “The Myth of Cyberwar: Bringing war in Cyberspace back
down to Earth,” International Security 38(2), 41-73.

Gartzke Erik and R. J. Lindsay. 2015. “Weaving Tangled Web: Offense,
Defense, and Deception in Cyberspace,” Security Studies 24(3), 316-
348.

Goldsmith, Jack and Tim Wu. 2006. Who Controls the Internet?. lllusions of a
Borderless World. NY: Columbia University Press.

Joint Chiefs of Staff. 2018. Cyberspace Operations, JP 3-12. Washington,
DC: Joint Chiefs of Staff

Katagiri, Nori. 2021. “From cyber denial to cyber punishment: What keeps
Japanese warriors from active defense operations?” Asian Security
17(3), 331-348.

Moore, Daniel. 2022. Offensive Cyber Operations. Understanding Intangible
Warfare. Cambridge: Oxford University Press.

Namashima, Ellen. 2023. “China hacked Japan’s sensitive defense networks,
officials say.” Washington Post(August 7).

Smeets Max and J.D. Work. 2020. “Operational Decision-making or Cyber
Operations: In search of a model,” Cyber Defense Review 95-112.

Wilner, Alex S. 2020. “US Cyber Deterrence: Practicing guiding theory,”

267




Journal of Strategic Studlies 43(2), 245-280.

FABRFTE. 2024. BB N\—FH1H, BRERNZERFR, KAIDORWESF
+."6A178)

e-GOV ESBR. 2024. ‘U1 N—tFxa )T BEAE” https://laws.e-gov.
go.jo/law/426AC1000000104

RBZ. 2024, “HEIRERUEIE L U1 N\ — [BEREADTIE.” JIA FFFTLR—

~2.14.)
)| FRFE. 2018, "BARICHAN—tF 1) 71 [TORIFRZ,HR: #)I1F
AR

ERARBA. 2023, TREBINIY A N—FAELIZZHRN D EDN ? SEENEE S
offensive’a#_L—< 3 >MEZR " JPCERT/CC Eyes(8.29.)

HAAREN BRES. 2024, A N—HEIHLUET DME F v > _—> i
RETIAXMRERY O—F , —AFEOKEBRTFEFICE BT N—
EEHNDOUEFDEZRNS.” NIDSOA A1) — 346, 1-28.

EERCERD. 2024, “BEFR T A N—HHOEBREREAV/N\—ICSBTo/AOY
—DiRshERS 17 A BURFFKR.6A31H)

PR B 5% 2RE. 2023. "BEBHD TR - UL —Y—2DFRETIOYAN
—{EEOD IFHEAR EDFRE.” "IBEARIAZE, 14, 1561-161.

TERE 2013 “UAN—EFa2 VT OO/ « ANF Y R—EFHREIR
FDEZE—" "Nextcom, 14, 4-11.

WEER. 2022. ‘ERE2FREHELICOVT.” https://www.mod.go.jp/j/
policy/agenda/guideline/pdf/security_strategy.pdf

RETAN—tFa2UTrtE>5—. 2015. 2015 H/\—tF )T EER
https://www.nisc.go.jp/pdf/policy/kihon-s/cs—senryaku.pdf

_.2018. 2018 A /N\—tFaUTr¥B&." https://www.nisc.go.jp/pdf/
policy/kihon-s/cs-senryaku2018.pdf

2021, 72021 HAN\—EF 2T EBR.” https://www.nisc.go.jp/pdf/

268



policy/kihon—s/cs-senryaku2021.pdf
BAEREFRE. 2024, “TEEEIRT A N[ AR, BRESZEORER
#*.(6A318)

WMARBE. 2022. “‘BHEOTFAN—EF 2 ) T HERON S EE—FTNESR
HREIDEADIEEE X 5. "EHRBEEERHZ,5(2), 73-94.
BB 2023, ‘YAN-"KEOBHETAN—LZ2RE" IDEALHE 461,

114-129.
BhfEE. 2018. “Fp 31 FEELUEICHRBHESTBEDOAMICOVT. https://
www.mod.go.jp/j/policy/agenda/guideline/2019/pdf/20181218.pdf
_____ . 2022, “ERBHEERICDOWVWT.” https://www.mod.go.jp/j/policy/
agenda/guideline/strategy/pdf/strategy.pdf
. 2022, “BHE AR EEHEICDWT.” https://www.mod.go.jp/j/policy/
agenda/guideline/plan/pdf/plan.pdf
2023 "BA kAR R DR TR DHCFEMEEROME.”
___ 2023 "HASEEHEAE, RREE.
__ 2024, TM6FEEHERE., RRPEE.
___ 2024, "R Y N— AMEEEEEL.” https://www.mod.go.jp/j/
press/news/2024/07/02a_05.pdf
Frooam. 2024, "EBAT A N\-KERLE, BEKRICTROHER. WETT—
N—ITEA-EEWHREERTE11R)

269




€ 7207 RN )

=
=

Cybersecurity Policy by Japan Ministry of
Defense and US-Japan Cooperation

Eunil Cho | Korea Institute for Defense Analyses

Cybersecurity has recently been considered crucial in Japan’s security strate-
gy. When cybersecurity was mentioned in the "National Security Strategy
released in December 2022, it announced that it would pursue a policy that
allows the use of cyberspace safely and stably. To this end, it is expected to
introduce the concept of ‘active cyber defense (ACD)" and strengthen cyber-
security to ‘prevent serious cyberattacks and prevent damage expansion’. To
this end, the Japanese Ministry of Defense is expected to reorganize its de-
fense policy so that it can monitor cyberspace not only during wartime but
also during peacetime. The first is to reorganize the unit structure, such as
the creation of a joint cyber defense unit by the Land, Navy, and Air Self-De-
fense Forces. Second, it is to cultivate manpower that fully utilizes military
and civilian personnel. A more active form of cybersecurity policy with de-
fense capabilities that can preemptively neutralize the possibility of cyberat-
tacks can be promoted through these two efforts. And Japan will continue to
complete active cyber defenses while deepening security cooperation with
the United States in the cyber field. To this end, the Japanese National As-
sembly will push for legislative measures to introduce active cyber defenses,
which can lead to discussions including the constitution, such as freedom of
communication. In the future, the Ministry of Defense is expected to materi-
alize a cybersecurity strategy that reflects the discussion of the National As-

sembly and the government’s position.

Japan, Cybersecurity, Active Cybersecurity, SDF, US-Japan cooperation

270



