Aok d=3) 7S 8 A==
=Tl 9] Bel 73}
%35 | AUt

Zz33d | s4Adgn
&71% | AeHgrlensn

| &3t L A8
I #3=4
L 353k 71
2. AARSAEA
3. o3
4. 353 =
1. A7

1. Sensitive Code Split ¥4
2. Screen Element Protection #}%
3. Android Data Storage Space Utilization 2}74
4. Source Code Obfuscation ¥4
Iv. 3%%7
V.48

wukd 7]17] AbgEo]l g5l welk A AE fFF 5 Hek f¥e] TAsta gl k=
2ol= ofZEAle]l e AdEst Vel obd HAE ste FAAEC o3 AREHHA
A o wBEAIL o] AbelH <trel Alzbe 3ol i vk AtolH Mk el o
%8}7] el F=Roj= o FAolHAS BEaty] 93 AstE dE3t 7)ol aEh
AT e d A dE5s s A5 Fskd 353 vjeR A4 2 54 qdss
7]€'€°ﬂ iz A oé‘% dupi} gdsteAel ek AFH AES JYsoh Ad HS
Sensitive Code Obfuscation, Screen Element Protection, Android Data Storage
Space Utilization, Source Code Obfuscation 7|H< EUE 253t 54 4 =4, 9
W53k E gk o] dES AlFet AT Ade AtE dE3)E ¥l Ve s
sb el vE EAEo] AAF vtom, 2Fst B4 ol tig Wl st SlojA A
33 o] HE ATt olyd AIE q=Rol= o FE Aol Kol Al Fad 7|4
= 3 Ao 7|3}

| FA9 e Aoy, tER|E, WEs), dms), GH R, SR, R

AT aed gsr l% SatdTAlE (UD210027XD)E &3 eIAd g st S atst Aae] <
7o Agle R FqE g

*E
E\,\
v‘l
o
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1. A&

Al ARslel M Bk 71719 BEEe SUbshal glem AbolH
Hetel T8A4E A Stk vy 53], jtERolE FRES
ZIre g sk ofEEAlel e I A FAA w2
AREE I AR o]t 5L tegd B HFHE wEde
dlo] k. HT d=Rolm o EYAeldE Fll MU
FEET T BeE olwt AFAA AV EIL ATHHFGE 2024),

ojel we} ofZAold dEsE FAAES] qUns} AEE
et BHebS Astshe maAel Wi or FEUa 9ltk(Aon
zo et al. 2020). ey 7]E9] W53 V| ES A& 2
shs Adsslt Zlwel Wesrlels @AV o & AT V]S
o] B5st S Adata qudnst g4 vs addow o
ST F e A 955 e Add

Ak 7leE Abgshd 24 =ed J-wd E46 dE A
oS Foke e HRE I E AFelA Atk Askd
dEs S MR e BE 99 ke 459 VeRA ds
vl 74 7 ez g sef gl

o

A WA 7]HLS Sensitive Code Split o= A=A A
L5 &8st deoly #E el d= WHd S v
Mg AEsta o &g Aol oF AHE I=E FYdh. F
HA 7|2 Screen Element Protection (SEP) 7|22 Androi
d UIE 2358 4 9t} Al YA Android Data Storage Space
Utilization (ADSSU) 7|2 Qt=gol= dHoly F3H& &-gaf
ol E 249 4 duh. v 2 Source Code Obfuscation
M-S 58S o AEst £4 =< Android Monkey, Ul A

)

utomator #2 o[HIE 7|Wk BA TEEREEH HoRS st 4
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FE ol W3}

o o AT ¢
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ki3
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Ao 2 7ttt
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=3} BAH O T “449-75]--

!
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sl
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TR

el
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3
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§ AF&¥tH(Dong et al. 2018; B

17] 98

S

5)9]

hakta et al. 2022).
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<29 1> String Encryption

INST CONST_STRING INST_CONST STRING

Lcomy/Android;/Test/account/Accour; Lcom/Android/Test/account/Accoun;
1201eb00 | 449-751347-13725 | 1a019819 | oS

2) 282 353}
< 2>v FY2 d=3 3H o2 Rootkit.Class LS 2
H3al7] ojg] - F(AUx#. lclass) 2 WA sto] s 40
2nE BAL BAsE UEs syl 2 uEse T
248 szel ojslsh $AE olgA WEo| ofeldql mAow
2 AES ARESIAY A8k A WA FHH(Faruki et al. 2
014)
<2¥ 2> Class Encryption
W D example » D function
W D shoppingeart F MainActivity. smali
F MainActivity.smali F SelectAccountActivity.smali
F Mainlist.smali VDo
3) API &4

<19 3> APl W53} IAH o2 SecretMethodE GetMethod
oF o] WEsl] APl 355 7| 7I&Eoly. d¥-d o2 Java
Reflection®} JNI (Java Native Interface)E A}g3ste] 3 F T,
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o] @y oA se] B Jle e
F ootk A N1ES 18T AT AT

old FAAE= APIE =3 H ojE o] S (Anh et al

<Z1¥ 3> API Hiding

invoke-virtualf0v1} wgﬁ:ﬁm\n} o
) ‘ getMethod(Ljava/lang/Stringl[Ljava/lan
9/Class]) Ljava/lang/reflect/Method,

opell A AbE-5]

Eelhen

g o]
} 01‘%1741

O:
[kl %
o
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2 4
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A
)
o o rlr

B> om ol
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rte]
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i
= o [‘-111
rlr ﬂ
o,

oko 20

ﬁﬂr

Sl 5

C o) A

ri*
o
i
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o
ol

oz U o
O rlr ook
En)
o
iy
)
ol
fo
o
g o
il
N
i)
o
12
o

AN
o
i
o)
o
<
N
=2
)
ro,
o
)
o
TR
X [E
ol
ol
rlr
=

J
1'
o2

> o
x
i}

op i
A
N
o

drgol= ofZ A o] Aol A A} Fl
owDroid(Arzt et al. 2014)¥ Context, Control Flow, Fields, O
bjectsell ®7H3tA wEg3te] ofEZEAlold ZE W 7Mesd 2 dd
BES AHE o ARgHT
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1) 229 H3 4

s R ElolH7F AlAE = AR, das 2 velH =
2 e WEE AHE 9rdY. FlowDroidis &x2elA A

A=z do]g 7l oA E2E=AE F=43HLi et al. 2015).

2 AFEAF QIEjH o] 2 o] HEL) A]2H]
uke-3ty] ¢Ja 29w A =2 AFE3cH(Huang et al. 2
i 9 A =7t dolE EFo ofE

«
41
o
fo
2%
N
oft
P,
M
2

$FAl SR A" oy 2 IntentE
E3] o] FojX ] AHAH BAoz I B LAE 5 9= o
Ad dolE £5& F45ta 4

A S B3, A 8A4EC AR U Fagron o



GUERE F2 4EA 24, 23 OPRd So] AgAd
A AL oEedelde JAsA gu ASg BAsE Py
o Yol trol g ge /e AHga,

Het=3t abd J Log & .dex File &5
i
i\? Andrord Call method af ) I Deobfuscation Log
oE m‘ 5 Call method b( ) I
NT— = g - o Deobfusr.at;an dexFile
1 . Dutaflow | PR
E o 2EEl=am
Souree Sink ZE

A BAe dAsA 9w s Baje] s 4ol 9
Ag, A Flw dEbE 54 Sl AHE BASI o
Aok waol ArhLi et al 2017). WHE B EAS OB
Aol ds AA= sy Jd3 T delHE RUHIAY =
ek ot A4 Ao gtofshy] olfE ARE de &
Aol o F™Eg #Ao] shEstARt, ofEel Aol ds A aoF st
g2 B4 #9o A7l AdtkBierma et al. 2014).

F o= gd=ste] A 55387 H8l AEstd 24 =
TEo] ARSI ok thEel Al A4 (2.3.1-2.3.3)0ll 4 2Tl
o] AF3st BA E=ES o]8F qddmE WS S8 desid
FE=FE Bdste Bo] 7hsaitt ol wel Heks oS Aststal
g F=3t 7Iws JEsof gk
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EH B ETES dEeE volEIEE GuEgalel &
s omER WHR 45E BN mTE Ovdest guss
1=}

ETER BREn g3 gde s JADX(adx 2015), JD-GUI JD
-GUI 2019), JEB Decompiler(PNF Software 2013) 59| &4
3ok, JdudE3 =4 Tiro(David Lie, Michelle Y. and Wong
2018)¢} Anti-Proguard(Baumann et al. 2017)7} €At}
Tirow W=53td ofZFgAlolde =& EAsta ¥,
2, Sensitive APl & £48h= ol AMEE & U
Anti-Proguard= IZE A3t} 7 AHEAE AA g

o d53s %
sl ol W3l = 7F AFSE O] deA e 4 i)
= 5o, W53 A¥W =59 APKID(APKID 2016)E ©]-& 3]

< W DexProtector(DexProtector Team 2011)9} LLVM-Obfus
cation(Junod et al. 2015) & Y=537F d8d A5 =537 4
SEHASE ST 5 QT



3) AEs Y =

Ass B4 mre B A4S Asslelel dY =) gz
£ 59 % 242 A =9En. dF E°] ProGuard, Dex
Protector &3 #2 @53t =571 A&Hol Sl= ofZgAeld

S AFoR M3 = =92 Ul Automator(Android Develo
pers 2017), Android Monkey(Android Developers 2015) &9]
A gt
G Ass B4 ESES d5std o EEAoAS
AANFEA Bed Aus 2 odsas Adac o
=

JC—‘;L\__ = b fiy
A A% B4 ETES quss 46 o 2%

= 71 stk

3

4, F=53} =F

Liapp(Liaap 2015)2 APK 3d& 9oz W= W53t =+
B Aa2m3EE BEsiH o] yHad HA RS B3 Li
appe] Z= H3IE FU2E 5 YA w4 vleldErt Wz
o] RExo] F& A7 W dlo]Ee] g gk &

= HoHS $]3) Calllndire
ction, LibEncryption & U©&ek 7]5& Actst, #7]%], Zd
2, UAE o]F TS 2EAt WEste] FEE olgfst=d oA

[SI=1 1=

2
o
>
ol

Sk},
DexProtectore TAME W53}, S22 W53t API 2499
FE HE7]5& AFste] F40 QlojA EA7IEERYH 4

2 oy Bk,

A 7lEEe AA EAe 8ol w2 AWAY FF

e
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A7HA Bee gtk AR thFek 434 7] (Obfuscation i
dentifier Tool, JEB Decompilier, Deobfuscator )& E3a &
AgE 4= e sHAlE o] EA g

webA] ARMZIHE T4 A i FAES ¥E A= F
2ame B 9 tuRols Ul S F o2 54 dusts §

Alell A&7

483t

HA 71Ee) WEsk Waol dunste) gel hE AT B
e AFA e AL FAAT e B =RelAE gd
Sabol ek &S sty d AdEE dEs 7PHES Al
A=

<Z1¥ 5> Proposed Obfuscation System

Htste LhEst AlAH

Android Data Storage
Space Utilization ZHd
T

Screen Element

Source Code
Protection 2+

Obfuscation 2Y

Sensitive Code Split
g

Android Unzip

Recognizing Sensitive Flow

\

1) String Encryption

[EH

splitting into Multiple
Bytecode

1) Layout Obfuscation
2) ATG Graph Obfuscation
3) Encoding Obfuscation

4) Static Obfuscation

2) Control flow
Obfuscation

3) API Hiding

4) Debug Obfuscation

Rewriting and Optimizing 5) Dynamic Obfuscation 5) Class Encryption
Bytecode I
Code Injector
Code server
135 Zste G538k 7S S d=Rol= ofEeAle]d ] wel B3t




1. Sensitive Code Split &4

wzst 3= B2 dlolE HEo o ;MAAHR V|eE F
g3lt}(Jeon et al. 2021). ©] 7| FlowDroidE &-&3}e] d o]
H §% 7lsAdol 52 T8 ARE §A8ta ol& HEs] H3)

Classes.dex 3¢S Al 719 M9 dex Tz 33t}

<9 6> Store Partitioned Important Data on the Server

Cod
.’1 D:r:l Py
Ufscation futa,
[= HONITIRES
1
=08 AR 2. <Code & Data 2| MH =

sty 1 U& SC.dex (7173 ==), UDC.dex (AF&=F A
2), 283 7] Classes.dex® FAHAY. AFE-xLe] 17k

23S SCudex 2 <1¥ 6> FAIE AAH
P Awel Bkt Aujel SC.dex 7} A=
1=}

gdd Z=E AYAZL = e A E ST

rlr o{N 2 0

<™ 7>& Sensitive Code Split #48S Al (a) A
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A= FlowDroidell APKE A¢std OutputeZ 3ld APKe} Se
nsitive Code ReportE A& 3ttt (b) Aol A= APKel &4}
= 1709 dex Fileg 3709 dex File®Z ¥z dlt}.

<™ 7> Sensitive Code Split Process

Sensitive Code Split 2Hd

(a) Jgu

( Recognizing Sensitive Flow ]
E I E

Sensmve Code

)f

Sphttlng into Multiple Bytecode

dex
File

| SC .dex

Qewr'rting and Optimizing Bytecode

T — l/

- =
Pramm i . —
AL D Code Management

Server

‘JU Protected apk SC dex File (1)
|| Management SC dex File (2)
apk

= —

3709 dex ¥}YUL SC.dex, UDC.dex, Classes.dex JUd=Z
A, () A= BEsoF & SC.dexE Code Managemen
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L]
t Serveroll 73t} Android Deviceoli= SC.dex”} #2]% AP
K¢t m==2 #AgstE Ao 955 €3 Management APKZ}
tufo] 2o M HETE WIEe Z=E BEg & o EFgAle] e
A BS At A4S gl SCdex ¥ A wh=
= g AR By Adeta A gks dom wefdit. =
#2] ¥ +E= Management APKEFE SC.dex g that 23
& Wod I= #HY AHERE SARLS AL
5 AEg o5 Ed ofEgAlolHY FALS &l

Management APK¥E W73 Z=% —’F AlE % IntentES 53
d 5 &

oo
(o,
it
ot

g &ié 3}, Management APKE I &=
Q3 79 iE% [87ste] off &g Aol ol
[e)

o] ¥

k)
oZi
flo
.

i

i‘l
i
Y
ME
AC)
o
2
o
_VE
il

K
[
BN
e
AC)
A
K
¥o,
rr

X
=
9
X
N
X
2L

O

r

gxd
_,d
Ll
H:l
==
o,

gkt AH ol B E o 9,15 T
% HolH #& ¥

_VE

s aaA=
JHO B3IE 7}3sl Stezolr of =
T Atk 17} Sensitive Code Split
= t}. Sensitive Code Split 7|H< A5
A =ES SEA 240l o s A
, Frida ¥ Android Open Source Project (AOSP)E %3 &

A }L Sy AT Al= Aol Thed 9
2. Screen Element Protection 7%

Screen Element Protection (SEP) #A 2 F==oj= QIEH |
o] 8AES AHIA HEdte dEst VHoeR <9 8>3
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2t} (Hao et al. 2022). Android Monkey, Ul Automator$ &2
At=sl TS50 FYste BHOZHE =Rol= AR} Q

Hoflo] 28 nEsh e Brow d,

<213 8> Screeen Element Protection Process

| Screen Elemnet Protection 2

Ji Ju I

Original APK SEPT Obfuscation APK
Activity_main.xml Activity_main.xml Activity_main.xml
LinearLayout LinearLayout + Framelayout LinearLayout + Framelayout

Button 1 Screen Shot Prevention

Button Button Button
| I = P
Button Button \_ Button

Button 2

‘ TextView I ‘ TextView | ‘ TextView |

FS
<Z1¥ 9>% Linear LayoutS 243l WHO R FE view co
ntainerE Yo zH UE Layout Ao
F7kste] A4 view AT FE2E WEA 3
= TZRE U2

<™ 10>& Activity Tree Graph &% =7} view A= &

view container&

o
1 dEFY Al view A



73}, Overlay viewE £3F Ul AR
Ags gy o g WE3 HeFH 7
Z T

| -
B4 BAoRE BAS PAY

<™ 9> Linear Layout Hiding

[
H

i Original
i injected __tinerLaout™
i
i

I+ <Linearlayout> It FrameLayout> //injected container
2 (TextView 2: <LinearLayout> //injected container
%  android:text= “Hello World™ 4 //include the original layout
1: {Button I:  <include layout = “@layout/origin” />
5 android:text= “Obfuscation button™ 5: «/LinearLayout >
6: </LinearLayout > 6 ¢/FraneLayout>
<Original layout > <Inject view containers>

<% 10> Before - After Applying SEP Obfuscation

<YE APK >

Overlay views ServicesE =
AHE 54 F Jow, ~A735E
A EAS A QAo webs SEP dE
Ha, XA At HE & g8 HARE +#7]
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= W 28+ vk

o] AN Mg ALg] WA GEE felslof Fuw
AR Qe ol 2e] ALgAelY ol el el Aol Bue F
A e MolA SEP WE3E Agslof sl

3. Android Data Storage Space Utilization #34

<71¥ 11>& Android Data Storage Space Utilization (ADSS
U) #Ho=w 2erteagy 7jes AHESth s dolHe <F
ERole R '3 3o AFsie] AREEE dHeolH AR 3t
Z&ot= AAelt o ZIWE ofEg Aol Wl dHoly st
AdEs oE gdoly oAl i w7e dEst Vs
ot}

<Z1¥ 11> Data Storage Space Utilization Process

‘ Data Storage Space Utilization I} |

| I Recognizing P
Jl , Sensitive Flow Apk Signing

_m?:l:alp'naj.‘a.pn Splitting into Multiple

Repackaging

IO ——— Bytecode
Rewriting and String inserted into
Optimizing Bytecode Hidden space
Saving Positioning in
Sensitive Code Hidden space




I
<29 12> Before - After Applying ADSSU Obfuscation

) TR BEE BIE =TV SHE) TIEETN TETW 7

s
Ty

Bvil|@ | e ] ans 1K

-

H) UICbfusO«CodeSplit sign.apk | &) UIObfusC-Codesplito_sign_PaddingC.apk

00 01 02 03 04 05 G& 07 08 0% OA OB OC OD QOE OF

00 0D 00 13 45 24 41 54 28 OF &3 &0 18 05 C3 9E ... .IDAT(fc"..A.

30 E2 02 D4 95 01 00 16 8C 00 &5 79 &2 DT E€ 00 Dé.é‘...@,ey-*&.

00 00 00 49 45 4E 44 AE 42 €0 682 50 48 03 04 OA ...IENDSS ,PK...

00 00 0% 00 00 61 TF 9B 56 CE 76 47 08 D4 00 00 ....s a.sVivs. 5, .
35 6 1 :

00 0o

0G1lan7as a L OA OO0 OO g

0014R790 00 00 00 15 40 0000 16 OB 03 00 OO0 0O 02

0014A7A0 €1 C7 84 00 00 00 18 €E 70 4F &C 00 00 00 00 90
00 00 00 00 90 02 00 OO0 OO0 00 OO0 OO 00 OO0
00 ER 235 S0 OA OO0 00 00 38 €€ 7O 34 &3 00

<=3} 0|7 Hex 2
H# DR BRE 2GS 270 240 T8 ST 223w 7
LRSS T NS R AT M| BB v
] UIobiusO+CodeSplit.sign.apk 5] UIObfusO+CodeSplitC sign Padding TRASH.2pk
0 01 02 03 04 05 06 07 0% 08

04 DA 00 00
0g G0 00

12

0o o

oo

B OC 0D OE OF

r
= ]
a0 0o
aa (1]
00 60 00 00 00 00
00 00 00 00 00 00 00 00 00 OO0 QO
00 01 45 6E 63 72 79 70 74 69
65 €E 67 20 3A 41 41 41 41 00

O 00 00 00 Q0 OO0 G0 00 00 00 00 .viesvisssssnans

|'52|' Ol—.— Hex HJ\>

ADSSUE dHolHE “mtrl_alpha 9.png” ¢} 2-& oln#| 3}
o AAE AR F, ;T dHolHE o =R Wilsl= 2
o= Alzbgit). o] W3 RS A HolHE AFYH
of A =E™ A& QIF#Ho]x @4 H&H7] 95 #

5% AT ADSSU Hd53E b3 35 d53lE o
Al std T2 dHeoly A dge o
Yot vpolEm=e} o] EASHY] i o EE Aol A
ors Zslshe d ARgETE 2Y¥ dlolge] sty fsiA

op
BO-)
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'Encrypted'gh= AHAE @7]aL, dld 2EAbe Oigshs s
AW ste] FAN ARE A 4 )

o] BAHL Fag HolHE FHsA AYstAME o u
EgA FE2Z F JdE AT ol <" 12>F ADSSU
=57 2857 d3 9] Hex ¢t A¥E HolF

4. Source Code Obfuscation #7#

Source Code Obfuscation I3 ProGuardy} DexProtector

9 2o =3E B8 ArFT TEAHS F= 7|Holt}, &
g $4<& F38 Android oﬂ~a7ﬂ oMol mEE old ALY +H
S7] olRA WEe] Fek WAl elusaE s ol

<I2¥ 13> A7l A ’\}QQE A d=3 dagFe
= String encodingS &30l 449 95 3}(String Encryptio
n W53 7IHS AEPe <ay 14>8 9 53 4% 2
H}E HoFE)

<Z1¥ 13> Encode String Constant

1: public void onclick (View view) {

2: Intent intent = new Intent();

3: String encode = "String Encryption Test”

1: String decode = new StringBuilder (encode). reverse (). toString() ;
5: if(condition_1)

6:  intent. setClssName (S. getPackageName (). decode) ;

7: if(condition_2) {

8: Class<?>targetActivityClass= Class. forName (decode) ;

9:  intent = new Intent(S. this. targetActivitryClass) ;

10:}
11:  startActivity(intent) ;




<1¥ 14> Before - After String Obfuscation

.method constructor <clinit>()V
.registoers 2

.prologue
.line 15
instance v@, Lcom / example shoppingcart

const-string vl, "Activit name"

<EXE HES} H>

.method constructor <clinit>()V
.registoers 2

.prologue
.line 15
instance v@, Lcom example/ shoppingcart

const-string vl1, "eman_tivitca"

<TAtE 53 2>

O
Mo

Aol ®ebs Zstatr] 9
= A H @=3k Ve aas
2% Windows 10 pro, 12th gen intel
(R) Core(TM) i9-12900 2.40GHz, 64GB, x64 7]¥F ZZA|~E
Apgerglor mutd 7]7]= Galaxy S9 SM-G960 Rd= AHA
AMA =2 9 Series (9810) SOC. 4GB LPDDR4X SDRAM, 64G
B, gt==ol= Wz 10.0 Moz gt}
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<19 15> Analysis Rate When Obfuscating Is Applied

A2 Y U S MG A Y SH 2L %)

I:I X = o =
100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
H
DexProtector  ADSSU =3} SEP Sensitive Code ~ H2HEl =3}

Split =3t

SHTS —SsHTS

<a® 15>E ¢33y A& Ho] A Fe& 9 APK, DexPro
tector®] Class Encryption 7]'Ho] &&% APK, ADSSU =3}
7} g% APK, SEP &4=3}7} A 83% APK, Sensitive Code Sp
lit7} 285 APK, #|¢t7]Ho]l H&= APKe % 67 APKE U
Aoz A=A BMES HoFr),
A ES 9% APKE Android StudioE ©]-8&3F¢] MainActivit
o2 AYPPES A V|FHE ZAE VTR Ffo, o]
o} %?:_“3}71] Ly §}H APK®| 2IE Huste] 7]5EH= =19

Jl‘ﬁ_—iﬂ APK¥] % Ma1nAct1V1ty77}X] 100%9] ARE AT
4 d%em™, Class Encryptione] #-&% DexProtector? 7%
W53l 7ol H8E o] glo] MainActivityE w2437 7FA] A 4
B oR= 289, B2 EAoRE 559 A% = gltl. ADSSU

145 73t W=E3F 7|9

o

T A== ofEY Aol Bt st



=3}, SEP W=3ste] g b dwe
ontrol Flowg H3stA 3s17]
3% EAES BolH, ¥4 42 7} 74%, 63%° EAES
A=

Sensitive Code Split @=3}7}
AA BA3 =4 Bage 7}
Split WH=5317F ©e BAES Ho
gFol Aol A9 B7bssitt wepa
Splite] 2-&H APKE A 33}7] %’4611*1% AL Fol A
= vk HIFAo® AlRbskE A7) Vmo] FEE WEIe B
55} —J—:rli‘:} dAs] e EAES HArh

B} 453 =971 88 APK, 9¥ APK, Al¢tets W3t
q%ﬂ APKE 9] Classes.dex¥doll A 143 = Q= AEAE
Bl wEkth, o] 2 &l Obfuscapk® Reflection, DexProtector®] C
lass Encryptione AF&3t). =712 A& BA =742 AndroGua
rdE AF&35lo] A otsteE UE3 2 g UES =42 BRIEHE (]
asses.dexT oA 2H=}(Dex File Size, Classes, Fields)& F
=oto] ZF AAte] s HoFrh

<1¥ 16> B U553t =9 7F 488 APKEH A7y o]
|H APKEFE F=3 AHA=9] /45 vlasiv.

Aetets W57 Jgxo] xnote] ZslE APKE Classes.de
AgH FHPAE 2 éﬁ <1 16> EMFJ AAH Z

L

AT
ﬂ otet: W53t 71‘:”01 284 APK7} ?ﬁ
e A& BolEth old ¥
Asletar At sl 714
= = Atk Atet 53k 7y
AEE B wEE e go] o Zg Aol
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<29 17> Measure Runtime for MainActivities in 4 Separate APK
Files
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Enhancing Android Application Security
through Advanced Obfuscation Techniques
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| Abstract

The rapid increase in mobile device usage has led to security threats, including
the leakage of personal information. The reverse engineering of Android
applications is becoming more sophisticated as it is used by attackers for
malicious activities, posing a serious threat to cybersecurity. To counter these
cyber threats, enhanced obfuscation techniques are needed to protect Android
applications. This paper conducts empirical verification on how much the
resistance against static and dynamic reverse engineering techniques is improved
by applying four advanced obfuscation techniques. The proposed system includes
Sensitive Code Obfuscation, Screen Element Protection, Android Data Storage
Space Utilization, and Source Code Obfuscation, providing defense strategies
against automated dynamic analysis tools and reverse engineering tools. The
research findings reveal that the proposed obfuscation techniques considerably
reduce the rate of analysis compared to traditional methods, offering significant
improvements in securing against automated analysis tools. Such outcomes are
anticipated to substantially contribute to the enhancement of Android application
security.

| Keyword Reverse Engineering, Android, Obfuscation, Deobfuscation, Static Analysis,

Dynamic Analysis, Static taint Analysis
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