ALO|HHOHEITL 1%} 25 2024 712, 119-162
© 2024 EH2AL0|H{QHE S!S

ZI= Oi= =2SSH2l CIXIZ
JIEt CIOIEIoHE e} 1 89|

0102-119162

. 2|2

II. CIXIE AlcHe] Z7FS 2ot ClojE FeH 37
1.01= ZESSHef Tt & CIX|E At YESSH| i+
2. m7Pg ol Yol & CIXE ol

3.0/=2| tiE=-2{A |0t CllO[E] 3 2t= 3 H|0|EfRrE EA=t

. 0= YESSH2| 2AAYHE 2719 H|o|E{ T2}
1 EIHE 7|22 o AEE: ol A2 EELt H0[H ool 8&

2. MEHZ=H|9| Of|0|E{MEE 2023-2025 H|0|E{XEP

IV. uli' gEg—%ﬁ-ﬂQl EﬂolE‘I 7||l=’_|' IO‘|EQI- L'"E'?’-Ii 71H'IL'J¢
1. HEZSH|Q| M7|& 2 Cf|o|Ef 7|gto] AoHgt
2.0|12 ZUHYE 20| C|X|E &4l

3. HESSH|2| Cll0|EBf|0| A H EQIT HHEHA

e

V.S I sl

* 0| =22 20241 5% 22 SHRAO|HOHZ 5t5(0] TIPS} 25t HOZH AO|H]
FRiEmE) LEs I8 EUE ot 2

iy

284U 202414 82 23 | =R AIAIY 202414 92 3 | AxHEFE Y 202414 10 10
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1L ¥20C ioRmioHI0lY )
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i
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OOF
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o] A H=9) tiS=-2Alor 22 U0l F=d =13} ¢
A, = JESSA7E " HEf ol UK 71HEe] HoJEj ok
g Q}E%}Eﬂ HloJERIAIRE 1 BAEE2 oA et ¢l
e Sl Ol/\} A3t dRESE =1L, o™ HloJEH| o] A &
STEE A AHHolA e TIOJEIE HEls) 7RIS dEE
H, gE Eg?ﬁi}
CIATE Altioll, doistal theret HlojE et 159] wE dEdd:
tloje FLE ZIMiTt. ol BlolE-SA0) 71¥et AbaLet =7}
ARESOZ ojoj4 FAEFRA ¥ 12 HFIEE A3
C}. SAlo] A8 E A 34 =72 71KIA Fof, HlolEE &
F, uta, @9, ZFketa eke Eh 7 StiE 9180l olF]
TRE ZrQlof A EHA] HoJE7} e s @40) 91X
ST TIOJHE ek ARt 2 Q1AleHL 11 FAE QHE oA
HZohe =3 BlAoks HIolE S =9) o] g dolA SAIe
C}. A= HolES] AARER SES WSF o= B gL,
E|Z ZeolHAIAIY AFRA HS 435 B T 7HQl BlojE <]
(RIS x]—li}o}tﬁ A SSstl
N= EZSA 9 HlolE R = R ASHTAIE ) The| utE
Uds %OP Elxl‘:%i S0 7dke =, R HoJE]-ATE &
0‘9_} S8 EFHS ASSh tolH & 218 e e sEHe
HIZSA %P‘* Ol UoiE R 2] Hole AE, &2, Hl
, S AlLEsl] HET SSA U 2 7180] SHE 4
3 AJ O = HOJEH|O|AE 286y, HEHD AHdLE
o] JH AS FE S =7IFI” AT

l

4 ol Hil 0

clo|Efoh, YR TSH|, CIXE 34, 27FE, HERIT AHHEHAA
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[, w=g

et 7ol 718" = wE s s e AFE F A |
= oA F- AJ3ho] 20239 9 o= T Aol A] S ol Q17F
o] TH= 3}5}7] 40| ANE o] A 7L am = EojFich 183l & Q18
Wohe ©a] 0] AIZFER 9] QFH=tHBoren 1992, 5.,

2737841 YAE Alchol] tloEjo] 7|kt v TRt HHlol A

5, MAST} AREE Afole) dlo]e], e 1 AR 7147 B
o WS THAgIT 7140] BAS 2 (technology-pushiSHL, A
9ol 4297} wst 1 §A1S 7%l (demand-led)3FcH(Miles & Rigby 2013).
FEEUG 258 548 S HErES HEYA AIUE &
Sict. 2 1% SAlo] g Fo| 1, AEUL B ol 8 7k
shol, melel Q1Eo] %4 AR T, TAE Aol e o] AR
o}, BLE EX(ll sources) 9] lo]Eli=" 140] 1120491 ¥ djo]¥]

o) = A1F9] 1) vlo]elo] = T} tix|Hsksle] AFHEISH 1A

o] AR T SEHC} t)Ag &4 digital trace) =S

ot} Hlo]E 2] QFvolume)3h ThabA (variety) 2] 4 Hvelocity) 27}

= 9)Eo]El & FFASIT). o) Z70l) 7] &3 AL easoning) 2} Bo]
F)ake] AR @7 olojA| 1 gl AWAAA AL o e E

2o A B

rlo
N
ol
o,
|l

_|0|I

1) 2 EX(all sources) HO|EE QZFEE(HUMINT), 287 |=HE(TECHINT), S7HEE
(OSINT) & ZE HE 7|8E Soll 22E M X252 2245 Y 2252 HO|HCKFalode
2021, 72).
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A} A7 02kl FTHPOLITICO 2023-9-27). A ThA| &2 &gt Af &=

55 7L EEsHA sttt o] 52 o)Al gluakal dEEh,
8 gAE toeE A, wy, o4, 22kl P WA -
2|7} AA g 7P Soist 192 oAl tAE ZHRlel] AA = 3ok

JFA AEshe g7 &R, dolE 2w, Ast o
AR vjde 5 R E 4l Us Aly, 21 7o et
H AL ofyt} 7P H7|o] A E(information) & Q-4 - &
A a2k pEHET]oA T 3g o)A} 2E4aHER] =17Hg B (nation-
al intelligence) ]? ¥-21.2- Wgto] gict. T12]al 7] 7o) ek
A 4= Gich AAk & HlolE = =7 HEskal Qi HolEl & oF
g=lojoF g Zlojtt. 7i1e] Gut Zeto|HAl= TR KA o
of sttt =7 = T1Alo] A" 7wko 2 sttt ets o 13

Az 715 Afolo]l FZ ARSI @7 Qdzhiho] T 4 9l

1o
o4

2) 0| 0N = FI7PYE 7|2 HE A A FULAQI 7IES K] 42 MEQ| MY (raw
data)- HEXIZ(information)2t 015 £M, HX|st A& CIEl2|MA(intelligence)E &
S LRI ANM(HZEE 2009, 10-11) 0] QIHHAS Z7PHEZ HI|BiC
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o7 2 Sl

o] A= w19 ol E ot e} TS - thefAlof 224 TolH
T e AR 193 v A B354 (C; Intelligence Com-
munity) = H|0]E] 7]§Fe] RS ofuwf st Wega} 7| A & 7FA AL

o] Fo|7H=A], Hlo|EJ A AL} L BATELS o EA SAFEE AL 7]
a2 Skl 35 Q17 7H) A (gap)= HIRI7HEA, TS, Lol| 1t
Aeo] Z7HEHE Hsle =AQ1ES oA TEdl 7teAE
At a1 ko9 A8 758 2] Al (actionable knowledge) S

s

0. YA Al 2] 713 1R}

dlolE] F=A 77

1. 0|2 HEZEX|Q| FI5t U C|X|E Alcje] MEZEX| Matoiq

) 0= 323 SHe| TIst

ns JEFSAOE JYFH R BET 22459 Ar(fed-
eration) ©] T}, =719+ HH (The National Security Act of 1947) 2 A H 7 & -
B2 %A ¥ (Intelligence Reform and Terrorism Prevention Act of 2004)¢]]
oA, ERY 2F TAPYR AR, 220 F7PEGON
Director of National Intelligence) ] E-3F o}2l] 2074 K.3H(CIA), HH}2
AF(FBI), <RI = (DIA) T} =-7FQFH SH(NSA), HEL R g B R Al=E
(NR), FEHR R AREAT Y 7} 2 ARE 187 AR o]
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g & R OR 7t 7)o =

A 580l ek 27] LahaA, 95 B Y o] =e] 2ok
ol o3 AR F= 35 2= st DNI= CIA B FH 7=
9 B 3= 9]¢ 3] JICG; Joint In-

AR EAE o 9] ohch. A2k QA Hollt= INR, FBI, St}
sato] B8 2|A]- A oL} HeEl glo] 7} BEgth AW | HE
A ugRet 24 BEES gI8) Athe] A1 2 g3, A9
19822 AHeth A5 18 E 327} of

e 7Fx T} 2 ESHE 71 1 QT A4 2017, 9).

of
o
i
g
o
o
FIF
Y
o
n

3) 0= FEISA 1871 7|22 HHEXNZEH SHE /2 AFR=(0DN)Y SYHE=
(CIAE 52, YR A0 FUHBA(DIA), F7IHET(NSA), Z7HX2IHEZ(NGA),
=7FSEFINRO), &-off-ciE S5 FE712 S 97 7|2, J2|10 o X2 M. g
=, FEQIERO| FHEMZ 3l 0|3 siAZH|IHEER(CGI), BT AYSA=(FBI)t

DL =(DEA), 225 FEEAF(NR), MFE HE24=0|CHODNI SH|0|X], https://
www.dni.gov/index.php/what-we-do/members-of-the-ic, ZAMY: 2024.9.20.).
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o] gk =714 QHE 917]= =7IetH ks kel =4 ol A
H7|#E0] 3RS Q73 ol 23 tido] sHgold
1941 79, = E9 D. FAME 532 A H 2 4FHCOI; Coordi-
nator of Information)& d3}o] S| HHE HH
Z243HA Flrt. o]o] 22 &l 12¢99] T 7| 5& Fatal LAl
19421 64, W=y AAVY 2 20] FYFR TR HHAR=(0SS; Of
fice of Strategic Services)o] AYHITE ¥ 1947 9, EFW of
go =20 Mzt JE 7o 24 CIAS AAste] JRpya) B
g7t vz et A 7P S 2GS B Pck BAkE A
HE FYOE HotH e o 57} R = Q). CIAS] A2 CIA: =
£ 2} X1 (DA Director of Central Intelligence) & A} 1]k A H -
SAE A=At AR FA T 80l 1950d-537FA] Al4th
DCIE A Au|A(Walter Bedell Smith)7} 2|2 3414 o &2 AFg-3c}
(Warner & McDonald 2005, 12-13),

1975 CIA, NSA, FBI, DIA 5 % A R7|3h59] EHa) dst
8ol E71A14L, st oFdo] tith Al ARSI H3E 7Hs3ieh 1d F
29 T t)EH-L A (EO; Executive Order) 119055 2% E3
7P RE sle] g et sl o] W B2 Algkst H CIA 5 971 7]

S ZEFEAR AAFCE CIA Zo| A= ey E T 9]

FH AR 9 A H &) 2] H )¢ 3] (CFI; Committee on Foreign In-

o

telligence) &} 0785 &7 DCI Y75 A, o] 5 1981 124, 2

4) President Gerald R. Ford’s Executive Order 11905: United States Foreign Intelligence
Activities (February 18, 1976)
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€ 7207 RN )

=
=

Zo]2d 54o| gigit}h DCI= HLE 2l glth(Tenet 2009, 240-255;
The 9-11 Commission 2004), 2004 24| W. -] thE5-2 DCIE 7
Ao, HEANE - EHALAE & A5t FUjelE 2Heh= =7}
AR HYE U 7P RADON) & A3} A9 Ashe R
F&A|7} olw)] g =] STt

OJ A TEThA] Hl=r AR A= An)iEe] 7=sga Hdgto]zt
= A Aol ofol] A Qlth 2013 9] 8t FAto] oJshH AEITHE
2 o As] = 2 ote] 22 PG O &2 “BA E5-9] 7]& (tunaway

2. C|X|= AlCHe| MEZ2=X| Matiol

—-—O -

21471 £l tAE MEY]A A7} F4o] AA= I ATkAY,

5) Executive Order 12333: United States Intelligence Activities (December 4, 1981)

6) 1990 128 World Wide Web0| ZHE|1 HZ0] =[UCt. 1998E 9% 20| FE= UL,

126



o} THIF VP H AL of#3] Golr| o) QT Moran at al. 2023)

L 7toltt. & ol AR EA ] HA1E AL, ueo]e]
30 Al SR E ThE A 7S] A5 0 & o] Folzirk
CSISE 7149] 841 A87)o] AR EEA} o Ak Sl of

5 7)% SN Ba SRS ARz gubEsol shrhr A
AEYALNAS] FA, PR A9 274, 37HEX 7 K (OSINT)
TH2021), v] =+ =28k (National
7)ol oA 152

AL, ARFEAT} A5 F2

il

of
-1 (
=
ofrl
Lo
2,
re
o
=
aff
32

Y, 5
N
ry
iy
rlo
om

1=2]
=
th022), 1219} Eghx] A(Gruber and Trachik 2023) % -S-H]Z B A 7+

sl R E5A Y] Yals S8k =wEs HHsknh
20154, CIA7} 3}8H7] %= (DS&T)S 414381 19633 o] &

S
A¥l & AlZH(DDI; Directorate of Digital Innovation) & A 3oty €¥h3F
5t

S AS 71H 08, Hlgo]E - Al =7 Hof| #st Alio] R
Q.31 9t} EJA (Tucker 2015)+= HlE|o]E] AJtho] 253 FHIE 2

&l
(HUMINT-oriented) Q1 CIAS] A 1%3HE HE SFojHlle =0 7ot H

2006t 108 RFEE 30t 2004 2E0i|= L0|AS0] HY3UCE. 2007 042 0t0]
Z0| IR, 20108 o Z2ASTt EA|E(0] A0EES| WA 2F0[ 0RO,
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€ 7207 RN )

=
=

O|rrA% T oA HH|olB Y] JEE AR THVan Puyvelde at al.
2017). AI9} #H s A= gell- zho] AlQ} =7}QtH S (Allen and Chan
2017), B2 CIA9A €] AIE (Roth 2019), HIA] = A9} AFE3) A|AH)]
ol Hldo] =3, &4, FAHAX A oA i = AR5 A&
TEA O R vt 7P E PO R Qhskal Ytk 25 Wt
(Vinci 2020), 22 & (Moran at al. 2023)& A X L=} 2 ¢Fd
T18]3L ATE 2EsPHA] HIU A H ol AntE Auto|&s& T4 o
2 Ao HEeITh $H oA = A-3-(017)0] HlEojE et HH &5
= U= AEIEA AE S4 02 R4S ol AgATE F

ofH 7] o]fth

tlo]Elel Al 5 HAE 7|5ke] 7P E AFAM| 7} ol = A
QI A& AH HFol 22 o] Qo =77 £ HHA-
HH(FOIA; Freedom of Information Act) ¥} CIA“J HHH(CIA Information Act),
83 YA Y 135268 (M E=7okR g R) o] LA 8] 25 o] A
ts 371E AESAN =71QHE. 5 4 0 & 50-75d v 7HE
Ag a5 Qlnk =Rt dase F 7|9 v o] Qlokal B
oFtHAndrew and Dilks 1984), A -2 A B 7|3E 447} MS A
S g A, AL o] E2EA, A Eo] Ve Ee XA A
= Qo] wiitolH, = WA e FEI|IES Vs HYAE
Ayt v 2] Aloke A A vtk AAke] M AEFS
9 B AH E2HE Hosl = bl 7| stk Aotk

N

o

—
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2SIk Ml B AlIE 27 B 44 s wa
25548 Bl RURS Do Qislo] ol 5 ek A
o Fshan st
2. 27taiso| Hao] © CIXIE ool

u)=k A H I =A 7 F4SE 2718 H (national intelligence) = “E2] &
Bokal )= U] & oA 3% 7 K (information) & 2Z§}3}0]
ool oJsh

AR SHAlIA 7P EY AE S e S @ e A
S8 gyo] 47 ghthWarner 2002). g0 H gt AFH (@
working concept) & H 1, 57 Ha= "SI ] 23 B4 39
HEEC] 87, 4, Ao AR ANA Ag== 2o,
ole] gt T4 o] AES ojmlsly| % ST}, e, oleig Bt Hn
£ W 55} 3 (counterintelligence) & £5}17| & g}, tpolr} T4
9l AL 2795 2ko) S oJmlShTy Lowenthal 2008, 12).

7P RO TN EREF ol =7 QES] T A0l Al {54
olth. ZH, ALRENE, 118 1 912 918 AjQI B WE F el
B 9HQAERIE F7te} 31, Flojol e A7)k 2L Tt

AR QR AT} A AF 2vlo] 9F 4] Sof wket 7pH
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Zolct. Yol A Ekste] 9-11 H2|ef FH| =
Q7 Zuiel sfupAof 10-7 o] A2t 7]%%7’ AR EA HE A
o] =7}t R 7} E QT (Drezner 2024) 11 & = 31 ofth I71E
o] T2 H7ERRE HU-E A|7]2]al o2& 3k 1
THEES FXHAL ST 7P R S5 11 7] e ) 7ol A& X
steteiete o1 d3] %71 g91e] SFH TRl For: I8 A
o] thH(Burns 2024),
Ao, B A 2 sk, 11 Q)¢ka wekr) e o] gt
folth. gAd SA57HE0l A= AMElE R Estal FA5)
St dlole £47} Al 582 oA A=7teE AFE

r&

oa] e A

B RN
N g 4o o
H# o o
S TN

_
ﬁrﬁm&
>
- O
o2 L
[
N
J
mn
1o
>
>
o,
R
)
Y
g
o
(¢}
=
2
=
@]

o]

)

gQ
@
O
>~
>
o,

hy
o
Of

sto] A|lARS aeksir iy EE4 <] st E kg, Ho]
At} 20149 39 2 Aol e aztolite] Iyt
tolwAre] Hlolg] A& U o] & R 5= AlolH
2 FTHZ 3] 2020, 13-14). 2] AJo} FEE o] &
HOF(FSB) I} 8| 9] H.2H(SVR), w-AFE HZH(GRU)S AHFe] A9
Aste] WIFE0)o] 27HE BET Lot 74 7|uke] = A A A
£ g|asit) 20161 v thEH A A o] thmA Aleo|m, 2024
@ 119 vl A% FA AT Qigke Aotk Al o] ket

[ a i)
U] o ok
N
1>
>
24
o
>~ ool

of
m {
of
o
[
4)4

|

7

_

7) 2023 108 7Y ROQ12] MM @ 6A] 30 —Er 7ERERIFRO] ERIAERR! 2 FIRl of0f
AT} OAZIA0] EFaH 4= AlZHS RO 2R 14009 Ol RHH| 10| ZARSIL &
2ol ottt 2208 Bl IE= TR Oléﬂf 910K, 2E2FAE 0|2 £

—7‘(——\
CHOI SHAIO|CHEZASH 2023). 0= 0| ARIAUO| HIZHOZ 0|0{A] 2024 10€ L 7|Z, M
HE7(1 Lk
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AR(MSS)= 2005 12 FH 7| gake] ALS ALt o] F 0]
AL AR IDES n]= H B} 79 Zof| =5}l ¢lt) 3kst 1 7]
& vlREolEl s BN S AASH EAtE S SR,
o] 7ol A W 2 AR} A= AA = 0] 31 AA TEno|H
7t QF H= ARAAE L83k 49 b

CIPHER BRIEF 2024-1-22).

)
oZ,
£
2,
it
Mo
oo
<
=
—
s
&=

449 29 7RI IAR KR F50] A aglSo] v ClA
MR FMON FEOE EHE S5 HEW A A

_HJ

BRIEF 2024-1-22).
T5Hg B (TECHINT) o] oJ5t Ho]E{ 9] 7] X 2] e} FA]L- ‘o]
Aolth I HE £ - BALe B2 o x o] o] xS &}

2023 10¢¥ 7¢¥ olxgtdo] slutAg] 7|&5& W2 AL 3]s

8) XIT™H “Operation Gold”, 0|= CIAt = MI6= HIS2 ZAAE(Karlshorst)of| Q= A
STAEREEZ S07t= st 8 FAMS EHGH| @l 19613 3522 HES2 Mt X[o
6moil & 2m, Z0| 450mO0ICt A2 0|F S22l MI62S] £2(0|3(George Blake)S
Sofl 0] 29| EME Y1 JAHME 15 HSot| flof XALLIZL 1956 4821
L8 JHE6H Y76t T MAH0f L2 CHShulsky & Schmit 2007, 254-255).
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CCTV, Hlt] @7 l7} ik, A

S 2 (digital footprints)
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& 4> 9] 31(Cohen 2015), H]
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37} oFsfiRct. 18-207 9] w|=t AAEo] AsfE A FLE Qi
A5 109 EA AA G, CIAE o] 418 3] E81%] 2a}al 9l
TP (Walton, 2023). 20144 23 s|AE0] u]== AJ919] 10%2] 7§91 A

oz
2,
jn}
o,
o,
i&

-|~
rlo
i
N
U,
il
=
=)
o
il
o
o,
ofo
o,
£
@)
5
ineis
B
)
it
1o
>,

3. O|=2| ciE=-2{ Aot C|O]E] A 2= L CIo]E{ 2k XS}

clolElE “2147] P ek g7 AR JER 43} Ale
Alehe] B4 Aol FAtk. HlolEl: HeH A 2, HAEA e

o
B AREY 275 B BEER Aodnh 2Ao] A& AAaL

A

)
iy
1B
i)
o
2
ol
e
>,
2
o
ftl
0%

o,
jﬂ
rr
=,
R
n}
o,
a
10

L
AL
o,
I
>

& B9 % w&- Q-1 Blo]H7bA] thFatal sttt o]
E HlolEl= tAIEstE Al v ES] 2o AZAE o] A A4l A ol
A& 2004, 1-2). 12 AL, T AT F-59] B4 ARolH]
A0 Hokslr}, tlo] e §2(data breach) 3 &3 djo|g] 2%
(data manipulation), 0] E] 2 ¢ (data poisoning), &]$] Z2H4 H (disinfor-
mation)o]] 2|8} 9&F 3 ZH(influence operations)ol] =Z%] o] 9}, 7+t
o] tlo|E o] &-§ &tz T, FallA] £/d<] HlolE SR o Z&3}
= o]-go|th. HlolE¢] 7| A (confidentiality) T} T2 4 (integrity), L]
7}8-4 (availability) o] 71 B3z},

233} 2 Aol lo]E1 S Aek Ao = 914811 BloE 23

=
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(data sovereigny) & F3he}. AFZol A A o]l = A= U]
1A 280 1 E|o]El7} 1] ofof sk to]E]e] #]Hdata lo-
calization) & HAISF5IH, 273 7+ Elo]e] o] o] tigt 27} BAlS 7
Aol B} 24 FE A o] AL Q7517 A9 AR HES 7
Z3}, 18 e 2R 27hS) ole) LaE ol 42, shals)
<2

e
222008 T HHHOFHSFH T MLPS), 2016 Q1E]
QFAYH A7, 123l 2019\ 27 AJFYTE Afo]H QFR R (CSL) 59
A5 5ol UELIA FA]e} HlolH Heks Astslal Q. -t
PR} FEo)t), 7RI U B kg4 2 o] E
x2S A ”gtth dHolB ) Hold& Brtel o F-fE9
AT 20209 AlE L FAPE S 9l=¢] BA7] Y]
A Q& glick 2023 79 19 WraH i REPES o=t
Eoll thgt dlol8] A& o= st} dlolE el g5 23k

pling)7h A1 3 Q= payolch. e, AP F40) P 2719

X

(0]
o
3%

iﬂ‘. L
=
3
A
_\;
[ol

Am
r? % o

10
o

o

2
N

[a)
(@]
Q
Q
5

N
201410] L& Aol BN 1] It 2L Hroz Uel
A2, o] & & Aleho] WobA ok AlgEo] A "= 342
(7120 2022) th9] G52 L AFZ 1319 (sharp powers) 9] BA SIS
o 33T,

AJobE 2019 119 12 Q1| ull=l ™ (sovereign internet law)S 2t

9) ‘AHZ o= 0|7 HIY2| J3 Y30l eix
Democracy)0| HA[SH 7HEOIC} HeIF2 H
Rl= MEO|Ch SEXE, /2, Ui, 22 & Y TN ST EE S ATHE LS.

ATHO| HXIMM|, AEIFE, 74k S2f A2E Mofistl =2t 2Es XHoHH, MHE 23

Sz 20| SHO|THHSH HMEE 2022).

Z9|7|2'(NED; National Endowment for
S7LOE '—f FO| Lo A 227 geks 0]
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AAZ oM, o] & Faf HAlobhe] E2; IEUIY &S Y
c}. glolEl9] =te] o] & 7M. HA 02 FAlsH a1 9tk

to] B8] AR o] F& B $Id nl=-2 vlofE 2]
& 7PASITE A, ZEfol WA ARRE FH O] 5E7 S Aol
P (A - 719 7] 2020)9} H]o]E] et g o] TR o2 sfol, H] ¢
Ao ' st A[FEE Holy o5& HAs gt nl=rolch 11
ARk, ol A v]=& o] & A|arakal ek el gl S &4
Atk F=rol ml=9] 78l F K 5 vlo]Eof Tt Hef = 7het
HoF zelo|HAlE fehe AS FababA] g2 eiAlolnt. 2021
69 BAHEF #140345 =" “Q)=to] Ao ZEE n|QlIE] W
HolE & BEse 2|8 "gtt} 20223 9¥ B WY A140835
=1 9319 tin] Fatol] thet v]= Z71obE. 3 B 7
Char5] 2024).

20224 10 Wra s FEEY A140865=" AT AR o T
gt m=vl, FH- g EY HRlo] 7il HHOF AR A BT E 43}
&t = 2ot 19 Ul fEE g 7P A OND) 4Fsko] ARl
A8 5 3HCLPO; Civil Liberties Protection Officer)™, 712] 11 3o 1]

N

e
it
ol

i)

AN

L gt
kg

10) Executive Order on Protecting Americans’ Sensitive Data from Foreign Adversaries,
June 09, 2021

11) Executive Order on Ensuring Robust Consideration of Evolving National Security
Risks by the Committee on Foreign Investment in the United States, September
15, 2022

12) Executive Order on Enhancing Safeguards For United States Signal Intelligence
Activities, October 07, 2022

13) CLPO= 2004 MEI1S 2! |2 &X|E(Intelligence Reform and Terrorism Prevention
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A] - A1 2}-8-7 A] ©) A&] (PCLOB; Privacy and Civil Liberties Oversight
Board) @] AHE o] AA 1} Ax1E Quo|Eaf 71A Fch wat W
B oA 609 W 7121 H K & 37 Q(DPRC; Data Protection
Review Court) A5 918t 11785 #3atetal ot DPRCE= 20239
Y vhEolR o 7ijl HH o] 9 HE 5 e, A5 A|AElS
2E37| et
2024'd 290ll= v =Rle] WI7F 7HQ1 A EE 7M. ZplofA] K
w3l7] 9t e A141175 97} F T A% dlolE, 34

Act of 2004)01 SJaf Z2tO[HHAI2E Al If
Liberties, Privacy and Transparency) At
H|0|X| 2024-4-16 Z4AH).

m* 30

14) Executive Order on Preventing Access to Americans’ Bulk Sensitive Personal Data
and United States Government-Related Data by Countries of Concern, FEBRUARY
28,2024
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m, v)= YRFEAe] AR
FEDERERE:

1. ZIME 7|22t oA E: 2 A2 E FEQtHI0[E] 2tste| &8t

aAZ B2 si7E oAl I B Hell it ZH|E-19
Aee, vhgo] AAstel= 7| RS} n)-F g A 7]k 9
20224 29 gjAote] - Tgto|i) H iyl 7o XAk B o] =
UlE S YAPA7 (a good decision making) ©] oj&f = 7FEgtth B
oI B3/ A AL nlEl= S lsith Alat Ao A9l
AolA) 31, Fo] avhs @ Mol gh=th. glojEle] 2at FHIE
o} HIFIEE etete] thafetH, So= Q73T (Pratt et al. 2023). ©]
AR RNEL HlolEol] 7]Hkeh QAPAZ 7t H|of ] Afo]IAd]

Al9] =& WH= Q17E0] QAbAY ZREAM| AL T AP Syt
3 ek HolHe Z55het, T HlolHE BF 5 A= &
Ao, 10%2] BloJE7}F 90%2] d=f
Th(Pratt 2015). AIS} B0 8] £ Yofigt F71x] €]

F7HR19] Al 1g S Bxtel i), o] A & kAl A
1, glolefollA] FA1E WSt o S5}, A7} Al

| Eehoha ek ojn] 1 st v BA

N
N
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1m rlr
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i
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o
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i
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5

i)
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, HloleRte 2= Heks \A Argsia] 23 QI3 9

ZHAH 9] 3% (Kahneman 2011)& 213 3HA, Al+= w2
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€ 7207 RN )

=
=

I Aol AR5 Q] “AlAE 170 et =2]al A4l “A]
28 2= QIke] o g k. AFH I AL IRt 5o
= ZAs] ol 4 gl v =0] 545t Hlo[eE skal 245
of QIZHe] tol] WIS AlF ). I = ‘aet AR, 24, X2
o} -4, wjaz e} ml=ul o) 2 g Habgol A A9l ZH o) Hl 2 of
23] o} A=, 7k} AE FH|E o] o] B3t FEollA ] oA
e B 70E £FA1E Ugolof ShrhPratt etal 2023),

2. RZESH|2| Ho|E{H2k: 2023-2025 H|O|E{ T2

-

“BE e PolelR AR S/ HSHODN) 4 Bl

Y ¢>(Stacey A. Dixon)2] Zro]t}, DNI 3] Q1A (Avril D. Haines)+= 1| =+ 4

H3-sA19 dlolg Bl 1 HlolHE HAsA thie 58= H5s
T 5 BT AdE SR RSO ARI AT 1
HE $A e HoHE R H.31 QJTH(‘The IC Data Strategy 2023-2025
2023).

o= AR-FEA 2 Hlo]e e QRel v, 7] 2 o] FojZith
AR EE= R EA dolee] W, 23t ARg-9] & HAa)
of w231 FHHA 71 9F BEE ATt v)=t HH o=t atEY
=53} 7k, stAlo] A- A glo|E] Q] S ugto] 753kl 1
A = QA ste] JAAAE S FaL, A 7Hett AR E
YA AA & Wstehe EAQJAES QASHL 1 A S 3H
Stok, (EDS v HFZFA Q] 2023-2025E Ho] g HEF o]tk
(DNI 2023),
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E 1) 01= RS SH(187 712)2| 2023-2025 HIO|EfH2Y

« MEDEHO| GOE WA, | QAREE I Tt O™ B
oEooxl—‘I ﬂ | 1 | |)\|'Eo = o= lDO” - é)l—i %% _g_O ]ll-EL:IAI
D UAS O B | ot $|7’<|01| XgED, 3 ’
_ &, Z2tO[EHAIRE AIRIXE

40 Lo
(i)
o
ol

=X The IC Data Strategy 2023-2025’, DNI 2023.

=)
Al
oX,

HFEAE vlole] 7uke] BRI EAS HHFeT, 4E
AR, 9, FEUL, A, Zeh Aok ARG BEE 71
2 s}o] 4749] Aka oo W=}, AA= E2E(End-to-End) T]o]
o 229 stk B, Holge] 45 AR asts 2
WA ARk A, A g 2 dlole] H41S g BE
=y AT WA, AEFEA QS HolE Ao A

2tk

x
e
2
b

o]Z 9|3l DNIx= A H F =0 FI1t)|o]e4 H3H(IC CDO: Chief
Data Officer) T} 2 11 H o] B4 K 3] 93] (IC CDOC: Chief Data Officer

Council) & 1L 9t} o] &2 R FA Y JHH 2194 43t

15) E2E(End-to-End) GI0|H 2t2|= H0|H2] XA +HFT|E X &sh= F BHAI0IC} H[o]
Ei7F MAET SEEE ANREH 24, MY, 3R, B3, A8 E= Bt 5 02 HAE 7HA
HizZet HSuet S ZBHOE MEEE= AXMKS 2E HYE HBISHCHThe IC Data
Strategy 2023-2025 2023, 1).
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I Y202 R0 )

=]
S

SHHA L, HlolH 9] 3, A

tlo]E] 9] ARS- @, 1= 7
gelatH, glojg 7]Hke] A" FAlE 18kl 9l

=8 JH35A 9 HolExe] £ERTe o Aotk AHF
A U9 2t AR 7| o AT aLR-9] AlH] o 7HA 8]
a1 ik o] v o9t H oML 7huto] Sk (compartmentalization) &
FAIEHA gty st 22 9 A5 Hok T8 7 7] i) 2t
A=lo] A= B2 3 24 WA of] tist BAdA A7 A F a9l

o5 Ag3iet,

mz Ey
=
i)
o
1-4>~
nich
oo
Lot
e
=
T
o
3[0

IV, vl= R E-F-5A 2] dlole] 7|ut
ARG Y ENT A
1. B2ESEA9| 71 H HlOIE 7]2ke] A7

o= R EA S v
WMD 91995 20059 3¢9 HH-3FA] ‘olzka WMD s}

-
N
=
=<
)
£
olo
ofr
1
o
B
>
<

16) HIOIE F3|0|M¥2 HIOIHE £&, Fa, 745t #2l5t0 1 7IXIE Z|haehs 20l
HIOIEo ZES Sdotd 0| U= ’SE% =EOSL| flol HIOIHE M, HR|, Fxefok=
RS LSRRI HOIH2 M3 EEotl RES AMOIES &7| /g A 0|Ct.

17) The Commission on the Intelligence Capabilities of the United States Regarding
Weapons of Mass Destruction2 2004 22 ZX| W. 2A| HEZ 9| ST X|13328
30| 2ol SEE ZEH 2IH2(SSIEY 29, 21 8H)0IC 2= WVD Alg 52 &
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2 ool e £ s a4 £4 A E o A8
Ak 21 A SRk 27140 28 Holofof Stk 7
1 THThe WMD Commission 2005),

Qi AR AEoHE 27 o ATk ThRglc). 2014 39
wjolghe wEol e Alle] 71812 mAsE, Zetolu Al AL 1
Hh= Ul-8-9] B34S WthExecutive Office of the President 2014),
AR EA Y AFNEE HolElel 1 ylEL] A 15t 2006

W =7} E =1 (ODND) 4bstol] A E H315A7A LS5 (1ARPA;

off

]

-

P

The Intelligence Advanced Research Projects Activity) 2 AlS £ S Al 2}

o, AT g A9, Maled P, DA G Y=

Jol'
)3 1

47 Hofoll A 19, 3 Fhe] Atz 7o) EAbeial 9l
5 L2 99 ow, dole] AR ol u Arie E28

T
~

A, IRA ARgn e 11 53, oot 30 2ot 0jF HEISSH e 53
ARRHCH 20055 3% 31 “DNI #3t 23l FBIQ ZUHE 7|5 H=sl 52 &
WMD Commission Report to the President of the US 2005).

i i

;ol H
i
njo
>
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71, oldells A 7Y EX M RS pst=
& 7t} TS IARPAE of2] EXJ0A 4% HolH &
of 23 AJHo F4 AN 9 fa4S Pk MAUSS
T8}l QITHIARPA E3|0] 7] 2024-4-12 Z1A),

A%l A ] BlT|ol B AP ELO ZE S ThA] 251 Qi 7]
I R HEY] Stk A Y-S AnALHolHE aH o
A, EAete] Mol ES EEFFomA Ao digjtiy A=
7hA3L-t}, 20124 3¢9 sfu|EHLeon E. Panetta) GA] 1] SHHFE k3t

a9

Ay

4 e

L ‘ZHPAEFE] H (National Defense; Defense Strategic Review) S 7345}
HA 94 oju|A] ARMMINT)OF EE 35 vt 9, HAE w0 o]
271744 R A HESIA Ao $H491F Tl 4o

K] AIRHe ApLy, Fie] BEA) A HlolEE A4a] 47,

A (2001-2021)of| |o]E] A L

73 AERE B 914 9 7H) Aulm 28 RS

=
@
w
@
o
=
(@]
jon
o
—~
ke
D
(@]
7
>
aQ
(¢}
)
(@]
=
rlo
o
&l
r¥
_I_4
o

tlo
oo
o

1
(CVADA,; Center for Visualization and Data Analytics)*= 20093 A1 %] ]
ok wlelole] Alzke} 9l e e, wlolE BAjst 5 RofolA
407} o]9] gtz wIxt7]ed, T1e| il AR 7S EYA S A
A5 lrk. okt 71w e Hlolg &
42430 ¥ S=H(SS), AFQHH A (TSA), o] Wl=H(USCIS), AHA]
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2] 3 (FEMA), A|3-=-7 B 5.5H(CBP), 3¢ R|T)(Co) 5 227) a3nt
7159 AAZE A A S =T B TEhe] CVADAY} F53)
A st AMnjtio] BA] £30] ‘ANLE (SMART) =9 ARg2Lo] 7]

AR A BHmapping St BT & AU, W, A RE w2
Ebr) 0] MES H2Ho] 9P o2 RE] Hugltt ol A AT
CVADAZ} £3E910] 7191Q] FAIBIAF 12 TIAIA A] AT Regl
Decision Systems Inc.)’ 2} SFEH A S 2o 7T,

2. 012 FYFEZo| CIx/Y &4l

CIA &2 2004\d =7 HADON)o] JHESAHE FTat7] 71

A SLHHAOC) A FERIEAE ol EAYOH, AaE FHF

A9 HAE A& Ad=stal )tk of g2 “FAle] gL 7

e AAFo] FuI5 NSAZF oheh CIA A =57k 213 750

18) ‘Standard Management Analysis Reporting Tool (SMART)'2 SNS £44 2l &7 =319|
20|ct. of *I"%‘% 2H40|T0] AAIZC 2 7St 24 2 AIZEE 240 M3
SICh =X £, 7|19IE HEC |x°* THO| S2AE ZA & Ol AR AXIE MBS &8
S QIAGH Btal, AlZH0] et AR0] TSt AMATS SHSITHDHS SH0[X| 2024-4-

=
o 2
5

19) 0|2 HEZSSH= WXL 22| AKX CIA HAUAM L2t QXS 758 “The 7th
Floor'z HEISICE
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125130 Qleh, Wzt it o £& HEUNS A9
&= 1) A AE (Mission Center) =7 A 3Th Al o Z714 K.Y
AT & 3 (avalache)> CIAZF 27t v ] 48 oW Axt= ¥
EAHSARE MEL 7] 3] o] thBurns 2024).
2Y] M= CIA A2 2024 19 T of#o] =, 7] 10| 4] “A1A]
2 A AIE Y F7olgkal YRt Al BE HolEl & o M2
Y GA 08 Xefste] Ao st wrto oo st
§ A% Fhtreasoned judgements) ¥ &= A B9}, ClA= Ale ¥
7N st BAHE] H T 9 A 4o 20 dHolHE
Ao XTe BHo g 03X AlS] MGPTY} 2 Al B 7pdt
Folth o] ZRAE S =31 CIA 37H8E #HQ A}l i) Y >(Randy
Nixon)> 2023 9 "E&H 1,2t QIE| oA “CIA9t NSA, FBIE
25 R EAH el AdEt 187 RV E T & Tt =

W

g4 7|e2 w487 olgkal GAFITHPopular Science 2023-9-27), O]+&=

20) Ol WEIE =710 IS SHESH | i 32, =41, XY, 71 9 OXE o © #e
£ olLiZ FOM &S 2FE Soll ZE 7IsS AAEHCRE 18 4 U= V|5 ZH0|t
(A2 2017, 132-136). CIA= 2015 32 RZI12 JHHE| O|M MEIS AAHOH, SixY

Cl
XIo) 2 4290] AT a5k 127) HEo| 0} MEIS 28 F0|
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0] 10| W Al 221 Adk=ro] B3ltk= of& E8{ulal, 2023
| 79 =u] 7891 MRS i gt W AlE E Hlo]
B 1A st whE g E 0] dgtolt}

20154 39 B (john O. Brennan) GA] CIA A& “RLE Seal ¥
AE5E YAY =HQ19] vEE 11 FAlol /XAl AL St}
t}. 718f CIA %2 & A Y84 0D) = dsto] HAEH Al K=
Aol 7] w71 Zo|t}h DDIE= 74X (sensing) THs, Alo]H] 918, o]
O] 7k A SVt A HEA A Q=8 Afo]H 4 0 2R

‘2R o Wo] BT AUE Eelalal = WMD 91915
Aol w2}, DNR= 20051 119 37H& 4] AT (OSC: Open Source Cen-
ten & 3t CIA Wofl #o] A5 =3l CIA o] DNIE thils]A
L83k 18t} F7lEAAE= 20154 109 CIAS] DDIe] #¢)
] o] & 71&2]7]FHOSE: Open Source Enterprise) 2 ), A AT}
2016\d 39, dlol¥f ¥} Hloly EHF, 115 BA =t v
st ‘Seke-diet A 25 oA ETHAndrew Hallman) DDI @ H-=1
< “CIAY 4] AR 4F] ekt daAdes SRHE YPEHE
AR0) 71453k S8 Arie] 7] olelom, A2 AE e o wh
2 orEA g0 BHEE BE 4 QP ol Ao 1eal T
‘CIAx= T d52]o] 4 Aty A Hldlo]E 7] B tlo]y 418}

5¢ B9 “Clat 359
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sk
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€ 7207 RN )

=
=

Turner)i= "3 o] | 0] 2,7] 311991, 155-157) 0] 4] “1978\A o]g+e] XIm]
I&|H| (Shai Reza Pahlavi) ZJHo] Fud uff o]t Wi ¥igte] =3} 7
T & AthE weelA] X5k Aol Hole] R ATy 3 2RI
w3t CIA7F 19809 ) Y7 Feha At U AE} 2} S Fee]r
Qe fuko] FE e} Hts A ¢ w e Ay AE ol tigh v
ZEZ} t59] vzt duh A St HA dA1E9] HE
of tigt FA7F A= 814 gholw & FE|et Faks 2Adlee o

AlgH Zo] 9]t o] 2 FH A= CIAY Hlo]E{d] 7|9kt oS 1o

—_

JolE| ] ko]l nitE A A 22, A7 Heold 7]ez A
o] YA Egol 2 AHE =9, Agste 159 Fsolu o
E=E olsfistEal Stk HF A2 2Ztolg} IAete BAHES A
2 OE g4, 72 T FA0lM Ues tlolHE EA1ete] 14| 1
He 9al HES Fojdlrt

20243 1€, t)A 8 YAl& FE3+= DDIQ] -5 A (Jennifer Ew-
=

21) HA CIA H2 2024E 28 7Y, U39 SJO=Z M DDI 22H0| Z2|0tL Z2|LiJuliane
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E}(THE CIPHER BRIEF 2024-1-22).
CIA, NSA 5 1] = AR 54 W7 Hol tist SiAE dzof
oct. A2l et 114t SFEY LS F/datar Qlt ‘Al

= AEE A 2L L& sl L sl £ ol ofd A=

o
;L

o|th(x& 2017). CIAS} JHF-5A]| 7|52 1999d 9¢ H|A (George

Tenet)©] CIA ot A4, =HH Tzt v QG| 3lAteAl Q17

2 Apgsha BAR, olgfat AElA CIAZH A3 A3 A2l
AN o F GelQl 1 Rotol 4 AEE fASA BED et

(Tenet 2009, 56-57).

3. Y2ZSH2| Clo[E{H|0| A2t HIERIS HH'HAA

AHUAE olopZ|S o HF of B4, ‘T ol B ai&E
Gallina) DDI 225 ALY Za|Lts 309 014 2AL B2, A S HE 2 7|z
HAFLIE|O| ZARMOH, CIASl CIO(Chief Information Office) & HE7|&54A ZX|9| E

2 XIUCHCIA SHOIX], 2024-4-15 ZHAM).
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ot A} 4> QITHEH A 2015, 87). 732 A] FA (competitive analysis)S-

a5, Wk Alal(herd thinking) & 7]-9th A0 Bgo] Y&t =

3 gwslA skt HolElol A Awd Az 7go] WSt
o] 7t 7)ol i} HESo| Hebe $He) Hu FHE AL 7154

_4

o] Wgth AR HFo] sy A4 Fes =2 € sl

20139 7k, vl= 35 A 9] HlolE A%

4091
EJ(UDC)71? A A E|o] 2 Y E S Ko Suksle tAE b

22) REt HO[EIHIEE Dl ZESSH| 21E29| S =7IAO[HAZ0|LMEIE TIO[E] HIE{O]
L. RERF S2{IHA(Bluffdale) 222 A L2|AA0 XIBHT HESSHE =AM =
7t 2UH, 33t X 25 SO 2 JYEUCt 1.69 20| S0, 1002 BY TES| &
Ko 7EHet 2004 7§ 2120 S2HA0ICE X2| 8 e, 20129 28 REF JH2] oiHE
FXAE "Ml HZ2 QEH10*)HI0|ES| 28, B2 AIM0| 2 270241 oLt X 8%
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oE] F5ofl thAl3}aL e} NSAZF 2831, NSAQ] Z=et, 24|
of, HiZHE 59 tlolEAlE e} 435 A5E= HES=Lolth
UDGC= 7HQ1 oY, Frei st F3th Ieul A, 125l iy
35, o3 974, A Tl A4 DA g HlolE 55 Xt 7HQl
AR B 5 HE F7 BA *
t}h 2013 69 NSA AJ9FZ] ¢l Al E(Edward J. Snowden)o] “Ti o]
gR o] ARk Ao AZEA] TP 1 Y98S 2R 2
Z(PRISM)-2 NSA7} & 7R 24 o] Z3E B v ELA
Al Zzglolt}, st UDCs= HlolH 4342 &5, DARPAS} 9

¥y
FOR AU YT A5G HoAFE BAF S 2EL rk

o
ofs
2L
rir

(Utah Data Center, NSA Z#]0]A] 2024-4-18 Z4AY),

9-11 gl7] 23¢9 2001 10¥ £YF 1] of AP (USA Patriot
Act) H F3 7)ol et =A] M3t A S 25hel = 4
& 93t A S A3tE 7hAgkeh - AR Q1A sl =7 £
6% A& TtaE o] T3 21550 o)A A=yl thet i
A5 83 Aol FAIE AT o] W tiAISE B] AR (UsA
Freedom Act)of] t}

UDC7} A 2akal A1 gshs =rul A Hlol8= 22 F oy 4
A ZRO, v A9 7 71X 5, 12]al NSA ARA| 9] 3,
A EFE ARgEA E5ET g Al o] HlolBE X, RAIsA] A
5, A B BUEY, HEE] i " AR BE F

of A-gskal vk (TN 1 A e Kol Zt

g} ‘9d7; wko. A 71 o] ]L-Ft}

H]I

o2

° Yz 2= Utah Data Center, NSA SH|0|X| 2024-4-18 Z4AH).
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(211) NSA2| A|2! BIO|E] #2| Y=

Al2IE|O[H, =& SEHUTAH) EllO[E{ HIE|

i HiZ(Match), XZE(Store), 3R - oojg &1
(Share) |

2% X2(Operational
Applications), s Z2H

- HMOIE &2

o O|E{Lil ErAH
OIE{Sl Sl (Data Warehouse)

. T3t S5t

AT E5} « ZAl & 2LE
» ol - oM s =1

A 8S (Suspicious Activity
- HET= B8R Reporting)

a8de

o H|2{HEASME A

WY Hd

H= T

o3l M2 i (Terrorist Screening

S AN ' :
22712 Z71 40 2 EXM(analyze) Center Alert)

Z7X: Utah Data Center, NSA ZTH|0|X|(2024-4-18 Z{A4

S7IQHE o] AT ob7] B3| b He gick 194
T NSAZF 418171 of] Hl2fd Eo] NSAQ] ZA] Y EYAE vl
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The recent digital-based data security
within the U.S. Intelligence Community and
the implications

Kyunghwan Cho | Graduate School of Governance, Sungkyunkwan University

This study examines how the U.S. secures digital data amid global competition
with China and Russia for data dominance. It explores the strategies employed
by the U.S. Intelligence Community to ensure data security, how data systems
and their analysts integrate science and technology with human insights to as-
sist in decision-making and intelligence activities, and the database integration
structures at the federal level for managing security data, finally drawing impli-
cations from these findings.

In the digital era, the vast and diverse data, along with their rapid connectivity,
has led to an explosion of data. This has resulted in data-driven thinking and
national intelligence, providing policymakers with enhanced judgements. At the
same time, adversarial forces have gained new tools for attacks, enabling them
to steal, destroy, corrupt, and manipulate data, thereby exerting influence. With
the most significant threats now residing in the digital domain, data has been
positioned as a core element of national security. Recognizing data sovereignty
as a national security and viewing data as a strategic asset, China and Russia im-
pose strict controls on the cross-border transfer of data. Traditionally, the U.S.
has guaranteed the free flow of data but is now responding by tightening privacy
protections and blocking the mass transfer of sensitive personal data.

The data security initiatives of the U.S. Intelligence Community are based on
digital innovation through its own advanced research programs and external
partnerships, offering augmented solutions by combining human input with
data and AL The Community considers its capacity to manage data as funda-
mental to its strengths, focusing on the systematic storage, processing, analy-
sis, distribution, and sharing of data. While each agency within the Community
operates its own database with independent authority and responsibility, they
are interconnected through network governance to effectively address national
threats, including the identification of suspicious behaviors.

data security, Intelligence Community, digital innovation, national intelligence,

network governance
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