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) YUSUMELLY. 2018 HWEBUS £ 2AMolS] Dok G AT} S5H AT 7} Ao
HQte A2k "HIto| = X[HE SH2EZ" "MAXAAT=SE,, 36T, 22, p. 134

4) Julia Voo, Irfan Hemani, and Daniel Cassidy, “National Cyber Power Index 2022," Report,
September 2022, Harvard Kennedy School, Belfer Center for Science and International Affairs.

mjo
+
ox
Hr
rio
ot
N
o
_|T|_



B AL ot 2]

Ot AlO|H{ Ot K BFD| K A c s ’ The Korean Association of Cybersecurity Studies
070.8019.3590 | kacs@kacs.ne.kr ————————————————— O|lHaY

=& B0 ZE 8/ MF g5 720 AolH RS Y ZEE Ao 54
sHI YESH FE0A O=0] 00 29|& AHX|MLES O[HO= CHM=Z 2{Alotel siZ
S AOIH SASEHI MWAMNY, d&H & S Z2 AOIH AXT JF2 e =2
=z Aoz Fox|d ACh. HNZ 2AOts AMMTIAZYRl HA[OF-RA2H0|LE YoM
SHEstn SAHQ siZn YN S MOIH 7|e5F M JRtwL, AHRIZHYE S
of d&y & SEHS HoF1 QUL O] Z2 HSS 1SHEH 2{A[OFQ] AtO[H QHEHEf
= dHED 10 SE458 24 E/BIEs A2 Fash 907t Utk

2. 2{A[oFe] Afo|H| Qhi FHidat Q1A

HA[OFS| AtO[H| CFEO| Ot FZ2 2{A|ote] X|7Fetd Atnrt A2 FF &[0
Ch 2{AlOFQ| AtO|H QHEO| Z &l J7tE ZE2EQl QA EZ2 A0 A0 QI XS
XM QI 2 A0t/ 2tA|OF 23 (Russian/Eurasian civilization) 722 & Z40|C} 0|2{¢t
AZ20| Z7|x510] AOIH ©E2 O|=0| O|& MY ZJF(Atlantic civilization)2 22 H
2iel= HEA HLfR|(informational aggression)O| 2{A|Ot2| AtO|H| QtE = O[O CHBt
i8&i&sol2t O|si=ICt 0|t 22 2{A|0te] AtO|H{ QHEO CHSH 7HEnt QA2 2{A|OtS)

TEfab 2ISHA HA [0 RUCES
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HA[Ot= QIHUHE Oj= & M= C2A ASCh Ol5ar M2 HUE HE
ot 7HQlel AHZA-d(connectivity), &F(sharing), 2|11 7 (openness)0fl 23 &S k|= of
Lto] MYXMQl SZtoz QIADILEY SFX|2F 2{A|Ot= Of2{gh O|=-MEo QAA0| BfotCt.
HAIOt= 222 QHUS 0|70 EHeR 7N, 2o, GUNLZ XHidts S
2 QAT kM olgjet Ol FEo|l 2= QHUICZRH 2{A|0 2&(segment)=
HA[OF =7tel SHot2 2{Alote] FEO| XI5l ZEHE SUL=E =5t 40 ot

7t
2AlObs Ol 'CIX|Y F(digital sovereignty)Ol2t: Holotnl R7hs CIXIE BH0IA
NS 27t 0l9jg SYMoR AW A A2leh SAS JNOF WLID FEHCL

5 pp. 9-12.

6) ). Darczewska, "The anatomy of Russian information warfare: The Crimean operation, a case
study.” Point of View, No. 42, OSW(Osrodek Studiow Wschodnich) Center for Eastern Studies,
Warsaw, (May 2014). p. 5.

7) M. Ristolainen, “Should ‘RuNet 2020' be taken seriously? Contradictory views about cybersecurity
between Russia and the West." in J. Kukkola, M. Ristolainen, and J-P. Nikkarila eds. Game
Changer Structural transformation of cyberspace. Puolustusvoimien tutkimuslaitoksen julkaisuja
10 (Finnish Defence Research Agency Publications 10), Finnish Defence Research Agency (2017),
p. 8.

8 J-P. Nikkarila and M. Ristolainen, "RuNet 2020" - Deploying traditional elements of combat
power in cyberspace?” in J. Kukkola, M. Ristolainen, and J-P. Nikkarila eds. Game Changer
Structural transformation of cyberspace. Puolustusvoimien tutkimuslaitoksen julkaisuja 10 (Finnish
Defence Research Agency Publications 10), Finnish Defence Research Agency (2017), pp. 30-31.
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L= 74E0| ofLat YA 20| O ChA = HEfE QIAIBICE 2{A|Of
= oMY AHEHS 4749 SIRRAELE FESICL Ol @ HIH IE, @ OlsiaA
of Z8 E= NN B, @ FESE, A2l @ TH(a full-scale war)O|Ct. 2{A|OF2| 7H
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9 J. Kukkola, J-P. Nikkarila, and M. Ristolainen, “Asymmetric frontlines of cyber battlefields,” in J.
Kukkola, M. Ristolainen, and J-P. Nikkarila eds. Game Changer Structural transformation of
cyberspace. Puolustusvoimien tutkimuslaitoksen julkaisuja 10 (Finnish Defence Research Agency
Publications 10), Finnish Defence Research Agency (2017), p. 77.

100 S. A. Medvedev, “Offense-Defense theory analysis of Russian cyber capability.” Thesis, Naval
Postgraduate School, Monterey, California (2015), p. 47.

1) Nikkarila and Ristolainen, “RuNet 2020-Deploying traditional elements of combat power in
cyberspace?” p. 194.
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12 RRRA2Y, REMH: XA, EH, AO|HA, d2|1n ojzfFMo| izt M2F0|oF7| (M2 4t
AL, 2023), p. 1009.
13) Ibid, p. 95.

14 2R, "AIOIH SZtof Mol ME|H H{ AL 2AIOF AtOlH TEfO| S, sta¥zdalHT,
14(2) (2018), p. 96, 100.
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TAElDf, O 271t FERS CHA] M EOtE (information securlty)x._ 2ol ZL7to| EICH 2{A|
Ofo| AtO|H OtHE 7|27TEF2 O] FEOtETMEFO| of 220 diFotct oA gt HifZ

Aot HHOIEE A0l oluet omatellMel B4, BHrle, A X £A S HE
Mol FRLHOIM PSS S OS2 AHo= Oo[s|3ich matA ARO[H-7|& Tt AfO|

OI'

H-d2[E Zeols Ao AEE S5 L2t g 2o ZetE(0 O[sfelCt. of &
= HAlOte] =7t AfO[H QtE 7|2 =it HHE F2o del+Eo AMELN HESS A

M5l A745HH ChEdt ZCh
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FOIZ(Nicolai Berdyaev), =C:ZtCIO/2 MEAOHX| &ZHRZ(VIadimir Sergeevich

Solovyov)2t 2 O J7tFOX-FEMA|OIFLRIEL| FA|HS | S U/UACH FAHH

o2 'AOF FHY, 't StLtel E=2H7|0F =Tt A, ‘2AIOF ' & Mo 2E|FoLt

KgFolet FEE[= HAIOFE Atetut HArE, =7h2h2 2 A[OtS| HALE et EXHSH RECh

1 0|52 QIABICE o|2{st Heks "2 FEEIO| M3t 0|d, 2{A|otof CHst QA o|O|st
= @y FIIEEES O ZC0L OAS2 =7HAte|FC(national  socialism), L&
(Nashism), 2{A|O} BIZHES|23F0|(Russia irredentism) (2tAH Z{A|OF =1 AH|OE A

HIQEO| 3|ES o

I:I

2 |3te), QA= ZFO|(historical revisionism), Z2& YA}, HEMFEF9|,
2| 2t0|F9|(Anti-Americanism) S O|C}.15)
ZEEIO| CHE EZIO{I|OfA(Foreign Affain2| B7t= ChS
HAIOF =7tF2IXI0| REMA|OL|AEO|C}, 19| Bgie I
|
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o AEE 3|23 AMPA|OF M|ZES HAMS= ZHo|C}

—

b B | —_ =
2 7|H2= 2AlOts X|EH= Uot=m7H(Superpowern)E XSt Of=
FEO| CH=EME CREME HH D A|ZSiCE 2|0 J2{3 CHFEA A 2{A|0t7}

=M, A0S I ZPAFETEF2 Aot X|FetH QlAlntz: E0| ULt 2000 F

15 gUed29, ZETY: AXT, FET, AOIMF, 2|1 D20 et TEfo[ofY|,
446-450.

6) |bid.

17) 1bid.
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FLSl= M3 ZZsphere of influence)2 ZHESIDXF L=2HSRACE O|2{sH 2A|Of FEO
Alop AHtE EBSH0] 22 X|Y(Near Abroad)2Z HHO[StE O™ AH|ME
FH ZILES Estes X[2[H H{o| sHETtCl 2{A[Ot= Ol=at M9
MEYEZEH 0| 2{Alote] MEI7Zte wolstn IjHst= Zo| Xt 204 €A 8 H
Ho| X|gatx 2ol sAOo[QICE X2 2022 2{A|OF-2A2tO[Lt MY Al O|2{st W=t

| =/ 1 == |
of AZMAO| QUCE O]t Z2 Aot Z7IetEMErof ZEl 7HE Z2E&Ql QAMEE 7
AlOtet B{AlOF QI X|H S =XE QI 2{A|0t/FEFA|OF EH (Russian/Eurasian civilization) &
ez EE& Z0|C O|2fst AAZE0| 7|50 22|H X AO|H S 7HO|A 2| AtO|H Ot
£ E3StE HE-FAIESE2 0|=20| 0| CHMY Y (Atlantic civilization)2 22 EH =z
l= HCHE?|(aggression)0fl CHot 2{A[Ote| THOITH [ SWS2E FO|EICH18)

AR, o &2 HotX QIAME ZIAME X708, d2|0 X|FSHA QIAZ TJ[HIe =R

gAOFe| Z7IQtE a0 QUL 2{A[Ot= 2015HE 120 CHEEH 68322 LHE
2 AlOF = 7IQtE ™ EF 2020(Crpatérus HaumoHanbHOM 6e3onacHocT Poccuiickon ®eaepaly
wn 2020)01 A =7tetE =28 2ot =N I 7| WS HMAISHRILCE Ol= 2{A[0te]
S718 [7tdEr 25E LED SA0f FE FR2O Ot AHEI S0 oot
ANZg ENECE MEOM= A[OLZ CHR| 0| s&ZX0o|n M3Ho2 fNY Z0|H,
THALZ|0|M 2{A|0te] X|E Zaldts oHE =TIol a2 & /S s =Y AYUS
$oICt Of Z& MAIX|Z7L &5t X|&EE FEtAOF SZHOA 2{A|Ot MA & M (the Russian
world ordenE THSI 0|0 Cfst O=-LIEERES 2[g@s ISMAE Hof(offensive
defense)2 AX|St= ZO|Ct ESH Oj= FEo| th=EME O|=3 A0 A2l 55 &
of ZU==0] 49 #Ye= _'__‘SE-é-I'E Ef:x'HE Hotste{ 0 X|gotrt,

Z2 2021 6F 20| Ao HAHO| MER =7HHEFEF(Crparérus HaumoHanbHO
i 6e3onacHocT Poccumitckoit cDe,a,epau,mm) | HEERCE Ol= HAIOFZF 199730 X& =

ZiotE eSS UHSt 0|2 SHRA I/t TEO|CH M2 FIIetE oM 2{Al0FS]
THEAMO| CHD QA2 O HMEFMQt OHXZIX|2 HEQI0| ASE|RUCH A0t THFE
ME ARSIH, Ch=EME X|@stct 20153 =7ttE™EF 20200 CHE RS M2 O
=M0lEs "CtHMAl(multipolar world)'2t2 £ A2 MEEZ 2H0ME "CHSAMA

(polycentric world)"2t1 ESDICE SHX|TF A= O] 22 Z2 2[0|2 Oosfe += UL ME
2 TEMOME Aot 2225 OFSHMAL oF 52 Y%= ZU=0|A 22 2
Oz 2225 QIASHCE SA[O O/ Mo CHsi oje XHOiXQl Ej=E XSt ALt
£3] 20154 TEAMet= Hi AHE._ HEFMOM= O o4 EuRt O/ S o 72
0| 7t A0|2t Of7|X| G ULt Ol= Of F=g Thet B30I 19)

18) J. Darczewska, “The anatomy of Russian information warfare: The Crimean operation, a case
study.” Point of View, No. 42, OSW(Osrodek Studiow Wschodnich) Center for Eastern Studies,
Warsaw, (May 2014). pp. 5-6.

19) Giorgi Bilanishvili, “On the New National Security Strategy of the Russian Federation,” Security
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o[g¢t =40 Chet RHE BEYSIACL @ I7IAEE Mflols 242 JE7[s, 4, 2
EotE Vg 282 S =¥ E5S Ao @ YEUE HE LYoz SIAHS
Mafiot= LtA|F, SEFel, HEFel, 2272 280 28 7| 287IsdE MAlst
Lt ® =T &l 2 ST A =7t7|20 oot ?lg g ooz Y SHUIHAIL
= A7, I AHZNH-FUH 25t 2HE J2 8 SESUVIE0 st
dods Zd=te AS XM @ AL flgeaz JEI|WHAE FAdES AH
SIACEL @ =7IYE =HEE 9ot 3o detez I YEAENN dd 5o HAY
Adp efAlore] S FAHH THKE +=517] ) AHU N S ST 2= 23 &7
20 oot 2ol EiME Zete AYS YASIACHEE = 2, 2018, pp. 146-147).

o[et Z2 2fAlote| FHAE V|2HE2 Ll 22 S8 L=C0h HA g0y &

Review, Rondeli Foundation, https://gfsis.org.ge/publications/view/3011
20) |bid.
21) Ibid.
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