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A Study on the Classification of Cyber
Intrusions Based on National Situations and
the Establishment of Governing Bodies

Jungmin Kang | Korea University Sejong Campus
Kiwook Sohn | Seoul National University of Science and Technology

With the rise of cyber threats as a major factor in national security, the term
‘cyber war’ is frequently appearing. Particularly, the misuse or overuse of the
term ‘cyber war’ can create public confusion, leading to the perception of an
outbreak of war, and can cause confusion in the establishment of national
security policies due to the lack of a clear distinction in the concept of cyber
war. This paper redefines and classifies cyber intrusions reflecting national
situations and attacking entities into ‘cyber crime’, ‘cyber terrorism’, ‘cyber
conflict’, and ‘cyber war’, considering the globally representative U.S.-Russia
bilateral consultation definitions and our country’s national crisis manage-
ment. Moreover, looking from the perspectives of national security and de-
fense, law and legislation, and cyber capabilities, it is found necessary to es-
tablish a crisis response system led by the National Intelligence Service
during peace and crisis times for cyber conflicts, which are particularly im-
portant as cyber clashes between nations. In the event of cyber war during
wartime, the National Intelligence Service should gather and oversee all na-
tional cyber capabilities and wartime cyber security operations, while the
Ministry of National Defense should play a role in conducting aggressive cy-

ber military operations.
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