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6) Secure Software Development Framework v1.1: Recommendations for Mitigating
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10) M-23-16: Update to Memorandum M-22-18, Enhancing the Security of the Soft-
ware Supply Chain through Secure Software Development Practices

12) ‘an official verification of something as true or authentic’ [Merriam-Webster]

11) ‘formal statement that you make and officially say is true’ [Cambridge]
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Digital Supply Chain Security Risks and
Management Implications:

A Study of the SW Acquisition Improvement Flow in the U.S. EO-
14028

Yunseong Choi | Korea University

Today, supply chain cybersecurity is intertwined with economic and national
security. Great power rivalries and geopolitical tensions are further compli-
cating the supply chain landscape, making it a global issue that no single
country can solve alone.

This study examines broad trends in supply chain cybersecurity policy, fo-
cusing on the implementation of the 2021 Biden Administration’s Executive
Order (EO-14028) and White House Office of Management and Budget mem-
orandum (M-22-18) to ‘Enhancing the Security of the Software Supply Chain
through Secure Software Development Practices’

The reason for conducting a study of policy trends in major countries in
times of upheaval is to identify the optimal time to adopt favorable policies
and technologies, and to examine how we can apply rapidly evolving cyber-
security regulations and systems, especially EO-14028, to our own country.
This article analyzes various current U.S. strategies, policies, legal frame-
works, and guidelines. In particular, it analyzes global supply chain cyberse-
curity incident cases to build a foundation of practical knowledge for a do-
mestic SW supply chain risk management system and to present ideas for

basic policy planning.

Digital Supply Chain, Economic Security, Risk Management, Self-attestation,
SBOM
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