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Privatizing Offensive Cyber Operations and the
Supply Chain Risk of Domestic Firms in the Al Era

: Exploring the Nexus in U.S. Department of War v. Anthropic

Yoo, In Tae | Dankook University

This research analyzes the legal dispute between the United States Depart-
ment of War and Anthropic PBC through the dual lens of offensive cyber op-
erations and supply chain security. Existing scholarship has insufficiently ex-
amined the actual role of private Al firms in offensive cyber operations, while
supply chain security literature has largely confined the category of threat ac-
tors to foreign enterprises, leaving unexplained the phenomenon whereby a
domestic company is designated a supply chain risk by its own government.
This study addresses both gaps through direct analysis of court documents
submitted in the litigation. The findings reveal that Anthropic’s Claude func-
tioned as the first frontier Al model integrated into live military operations—in-
cluding target identification at US Central Command and counterterrorism in-

telligence analysis—thereby serving as a substantive internal component of the

state’s offensive cyber operation architecture rather than a peripheral support
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tool. The analysis further shows that the Department of War characterized An-
thropic’s Safety Guardrails policy as an unlawful “operational veto” over mili-
tary command authority, and on that basis designated the company an un-
precedented “supply chain risk” under 10 US.C. § 3252, citing real-time opera-
tional approval demands, classified intelligence leaks, terms-of-service con-
straints on mission scope, risks of unilateral system modification, and technical
vulnerabilities attributable to foreign nationals employed in core engineering
roles. This legal dispute underscores the critical link between the advanced
technological prowess of firms engaged in offensive cyber operations and the
government’s designation of even domestic private entities as supply chain
threat actors. In conclusion, this study presents policy implications that address
not only the formidable cyber-technological advancements of the AT era but
also the urgent necessity of restructuring state-firm relations and institutional-

izing Al governance frameworks.

offensive cyber operations, supply chain security, artificial intelligence gover-
nance, Anthropic, advanced technology firms, militarization of civilian Al,

state-industry relations
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