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Multi-Domain Operations and Cyber Warfare
: Focusing on the Role and Changing Aspects of Cyber Warfare
under the Concept of Multi-Domain Operations

| Seol, In Hyo Korea National Defense University, First and corresponding author
| Shin, Minseok Korea National Defense University

| Abstract

In modern warfare based on network-centric operations, cyber warfare has
become a crucial field that determines the outcome of wars and is rapidly evolving
due to the innovative technologies of the Fourth Industrial Revolution. However,
cyber warfare is also part of the overall military operations and needs to be
highlighted within the general trends of military operational changes. The
multi-domain operations concept, which the United States is developing to counter
military competition with China, not only acknowledges the existence of new
battlefield domains such as cyber, space, and electromagnetic fields in addition to
traditional land, maritime, and aerial domains, but also emphasizes that these
domains are as important, if not more so, than traditional spaces. Furthermore, the
multi-domain operations concept asserts that integrated synergy effects generated
by operations crossing one or more domains will determine the outcome of
modern and future wars. Within this multi-domain operations concept, cyber
warfare must be conducted simultaneously and synchronously with operations in
other domains and must quickly respond to changes occurring not only in the
cyber domain but also in other domains. To achieve this, personnel conducting
cyber warfare must participate in the entire process of operation planning and
training, and the requirements and production processes of weapon systems must
also be re—evaluated from a joint perspective. This study aimed to illuminate how
cyber warfare differs when it is an individual operation under the emerging trend
of multi—-domain operations in military operations. To this end, an in-depth
analysis of the multi-domain operations concept and an analysis of the

multi-domain task force as a case study were presented.

| Keyword  cyber warfare, multi domain operation(MDO), anti access/area denial(A2AD),

cross—domain synergy, multi—-domain synergy, multi domain task forces(MDTF)



