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Dynamic Cybersecurity Posture
Assessment Framework based on Risk
Tiers

Kim Hong Geun | Graduate School of Information Security, Dongguk University

This study proposes a risk-tier-based dynamic cybersecurity assessment
framework for public institutions in response to the relaxation of network
separation and the introduction of the National Network Security Framework
(N2SF) based on multi-level security. Conventional checklist-based assess-
ments aggregate item-level scores to produce an overall result, which may
allow critical security weaknesses to be offset by high scores in other admin-
istrative or managerial controls. Such a compensatory structure can dilute
core risks and make it difficult to reflect differences in data criticality, exter-
nal connectivity, and institutional defensive capacity. To address this limita-
tion, this study models institutional cyber risk as a Risk DNA vector com-
posed of Data Gravity Index (DGI), Network Complexity Index (NCI), and Ad-
ministrative Capacity Index (ACI). Critical risk factors, such as the possession
of confidential data, are first assigned to the highest risk tier. The remaining
risk vectors are converted into one-dimensional relative risk rankings
through expert pairwise comparisons and the Elo rating system. The Fish-
er-Jenks algorithm is then applied to classify the vectors into three risk tiers,
and layered assessment indicators are differentially assigned according to the
resulting tiers. In addition, non-compensatory evaluation logic, including
minimum threshold failure and critical indicator failure, is applied to reduce
the dilution of core risk factors. The proposed framework contributes to a
risk-based assessment approach by enabling the scope and intensity of cy-
bersecurity evaluation to be adjusted in advance according to institutional

risk characteristics.

N2SF, Cybersecurity Posture Assessment, Risk DNA, Elo Rating Algorithm, Risk

Tier
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