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1. 5= Ato|H QtRQ} no|E ofo|=2| 3}

I}O|E OFO|=(The Five Eyes)= 2Xt MAUH =, 0|70t =2 & E(intelligence) (&
MY E AN, 2F, HUCH FEUHES ZSiH s JACHL o IopFel ©H
AZlE M<7| fish BEE S/ 7 A/JE ZA0[ 1 7| AO|Ct JALZL X &g, 2
2| X0 BA g2 =2 =& d& g3 NAEZE ol =M HE HNOX|Z =
= =0 EH= F 7HA| Hooh MR

A, ChYst 9ozl &Fo|Ct mAoE HE Tl =8 YEUCHH, X 20=
o, =&, ALt 5 2T FMSI FY MEOILt 2[o7f AtF F2|i, mo|E of
Ol= 2|@= 2o m7I=k EQo mat ROt Z0| 2|olE ZH=Ct O3t HlE 7tH
2 HiZ 3t 2olof CishM = 2=20AM HEHCt

=M, THO|E Ofo|zs FE =0 ZX| @fs HYAYR WE=ZE SYX|O{ZX|T, ALO|
H CtEol 5280l o A mel, /Xl 2o O Hols 8%t HalE H0|7| Al
EUCE ol2{st A2 £, © 0| = 72tE = (National Security Agency, NSA) £%2] O =
YE AL E(Edward Snowden)o| O] HEI|ZHE9| (MOl 2009H O|FHEH X&Ho=z
sf2) =0 st 2013 6E2| EEOMEE AZEQUACID & 4= QAT IO[E OFO| =0

0 O] =22 2023 8& 30¥ M3Ar KACS =7HHEfZHA ZHE THES YL AO|C}
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2) FAFSH HENOAM ALO|H ZS7HOAMCe] f’ HE =¥HZ2 & = UCHFinnemore and Hollis 2016). ‘0|
£ =8 YAUF7|(naming and shaming)Zt= 7HE2 TF HEEZO 2 CfEZX HHO|CH AtO|H

A9 X0 A= Finnemore and Hollis (2020)S HOf2}. O] & [ iAol EAXN 0|8 &,

aiel/olof CHet HEMHE Fojstn, Ao|N WLRlXte| ME HIES F7tAI7]7| {0t

coco= T o= o
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<38 1> AMo|H AtHS| AU =X (using R-4.3.1).

frequency plot of cyber incident

Coercive Objectives

=== 1. Disruption

o
T

=~ 2. Short-term Espionage

Frequency

== 3. Long-term Espionage

~— 4. Degrade

ZEX: Maness, Ryan C., Brandon Valeriano, Kathryn Hedgecock, Benjamin M. Jensen, and Jose M.
Macias. 2022. The Dyadic Cyber Incident and Campaign Dataset, version 2.0.2| G|O|E{E Atg3ld
AlZxtel Algd 78tz MAF def=3t

£ OHE Imfo|2 ofoj=o] J71E dAH0| S7tet OlfE, 59| AOIH ¢2tEol S240|
CHFElBA, Y2 282 3240 S7r47| WEOICh AtolH Atdof et §=27 East
A, F7F ERStD s YEE HHShs F0| EEsor g 2Rt A=, of at
oM SHHQ S ARESHA ECh 2|3 Ao AtA0)| Chet RIZie] =, F& 7|

S0 ER= 7| ME0, /2 HS 715t &t 285 = 2o MU2[dS I3,
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R 7IHE2 WY 23 55 8 RS =0l= A0| HFHSHA Ech Rk 2t
o] YES 7 W02 OfL|Ch Chet 5 W FA Zte] Yol 2edk: St ot
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o YOl S7tmlstA E[RACE
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80, BSH2z HYSIEH I9E gLEs A £M 2t ol 2ol mo|E ofoj=
4

HE 7|2S2, 2719 371 Mo 25S E2UEs AS AtAotD HEAR 2522
o HESHEH AEOM HOiL} SN FOOMe 58S S7HAZICL gt Z0| ool
f L

dA42 AO|H QtEO| R4n b EistE B, 7|1ELl ¥
A Olf= CIXE FE
Blot7t 7| Mol Exetct.

=, 7HE AOH R S

|of
Y= Hopot YRALh 59|, = ek AO| AlolH EHHgel SYOIL O[5t M= ot

2. O|= Afo|H EpHo| 'TH: H3lEl mo|E Oofo|= Ato|H TEfo| 7|3

2o, SAMA Aol ZHof CHet MES 430, SR F /= A
O|=2| AtO|H| 21, 3| SMA AtO|H HZFo|| CH3
& H=(US military’'s 2018 Joint Publication)'2 =
M2 X527 Qs =2 AlolH JtE SsiM =
o|O|otCt SME AO|H HE0[Z YXIH == ARQ|
Yo 7tX| ot = ACH matA H A 22(H =H0|L Tha|E 7tSt= El(force)
AHEO| Z=ghE = QUL
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HE2 AO|H F7ZF SZ(cyberspace attack)30 9|8 o|=3t &
2l 2 f(denial effects)?t S2|H FYOA el £l 22 O[0{X|= 'ZZ(manipulation) o
CiSH M= SMeh EolE el ULt '§Q 2= Degrade, Disrupt, DestroyZ2 &&/SHCf
AO|H| Z7to| 'CHEH M (countermeasures)’ 3 EXH ZAHS OHESt= Of[st AO|H ZHE A
of ASS 20|oiCt HYS| ZHE2 YIS ZSto], THUE 2| CHRA CHEHAO|
StH, AR H (preemptively) 22 HHE X (reactively) 22& AFEE = UL}

2018 = 7h AO|H OtE T 2f(National Cyber Strategy)Ol A= ALO|Hf &ZZHO|A Q|
MY 22 Be= dAA 2o{(defend forward)' @t ‘X|&& 20| (persistent engagement)’ 7f
g2 Wse=Ch 20188 IR AO|H T2HDOD Cyber Strategy)dlME= XA &0
(defend forward) 8= HEHo= K A[SIH, AIO|HAIRERTZE HyXQl O] JHEL| A0
M Agrg A ZIACE MEA OB, AO|HALE RO 'X|EHE 20 (persistent

1% rlo
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3) 00| 'AtO|H Z7ZF S Z(cyberspace attack)O|2t= £0{2] 7|90 CHsfME & %
£ ZAY SXE0| 'AtO|H SZ(cyber attack)Ol2hs LS ALSHH AIEE HE )
07t MY FHS Hlist= AO|HASl 3AZ 9|O|t7| s AFBE A FEH7| O
ofl(Schmitt and Vihul. 2016), 0|2} L= 0|2 AIRSI= A2 MZtE
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engagement)’2| ZHE0| Z75}0], HIHHS| 0oL
SiX|= d=sS0 Cislh, 22Xl KA

PR S ey R

1EH Mol 20179 O] I3, =F84=H Y (National Defence Authorization Act, NDAA)
£ S 0] ZYEO| AO|H AFHE(US. Cyber Command, CYBERCOM)E £ LtZtA | (Paul
Nakasone) &&9| X|2[5t0N Z&Sst= Lol S2E HE AMFRE SHAZICL
CYBERCOM= AO[H| ZtFOo| O|A0of| QU0 F=R 7[20[0 2010F =0 Z[x=2 FEf AHE
(US. Strategic Command) O5t0] EX| = AACt O =-5-5-34H-SF 2 CYBERCOMO|| HY
KE QEg =dA7|n 2|5t HiXE MAS X0, 0|52 SYEO 'Ao|H AR
(Cyber Mission Force, CMF)'O|2t Z2ICt. CMF= CYBERCOMO| L{zZ|= YFE Ato|H =H

S8 AL CMFE SAME AtO[H 7+ A, &HO{H AtojH 7+ A, 2| i
YEHERYZ 2Ho N FHo| YFE HHDCES)

O|&dl2l 2019E o] =ZHt=FH(National Defence Authorization Act, NDAA)OIAl=,
O|= 2| NDAAOIAM EO|X| g2 FEo|, AO|H ZtH0| CHet O FHHCl WEO| 7=
O, D=2 Ato[H] ZpHol SHils & HASHL RUCE =, O|=2 AO|H St ALO[H QtE,
AtolH ™ap 2ASHA, 0O|=0|] B= =3O =45 AtE F2Zotd Ao, olof= 2
= Mo ZE AOlH 37 A &SZ AX|H7| @[T Ol A8 Y

ZICt M3 QACH(House Armed Services Committee 2019).6)
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4) "Persistent engagement ... [tlhis approach prevents adversary nations and non-state actors from
launching disruptive and destructive cyberattacks in the first place.”
(
https://www.cybercom.mil/Media/News/Article/3198878/cyber-101-defend-forward-and-persistent-e
ngagement/). 10 8ol TtEL] =7FE1tQ| ‘hunt forward' 7HE2 LA Ato|H =0 FotE|=
i@ O|Ct.

5 O|=2| ALO[Hf Atzdmb AMO[H QEEO| Cioh MY2 A Uit el MY =2 LHFOTIC =t
ERDOHS)= =W F2 =2t gt 2 & A QUCE DHSLHSHS| ARO|H EQHQIZ2HE ot=
(Cybersecurity and Infrastructure Security Agency, CISA)2 20182 ¥g S 54 118 160
sof PSOFLE M2 =7t Ez Z2IW  FE|=(National Protection and Programs
Directorate, NPPD)'O|TH, DHS2| AtO|H{QtE 23 HE= AZ B2ARUACL CISAE F 7Hel F2 A
E7b ACE Stlb= '=7HAOIH E R 8l S SeHIH(National Cybersecurity and Communications
Integration Center, NCCIC))'= AtO|H{OtEQ} AHSIH 33 WU Tt HAXNES =8t FdE2
St} &£ SiLtE T 7he] 7| B2IMIE (National Risk Management Center, NRMC)Z, &8 Q1Zztof| of
oh flel S5 AMEStL OMSCE =L AfO|Hf QtE MQYS EEdt=s £ StLiol 7|2 HEE
(DOJ)O| O, AHH=At=t(Federal Bureau of Investigation, FB)S Sdff {8 Cigar HAMS 3
Ct.

6) “.. the United States should employ all instruments of national power, including the use of
offensive cyber capabilities, to deter ... all cyber attacks or other malicious cyber activities of
foreign powers .." (https://www.congress.gov/bill/115th-congress/house-bill/5515/text)
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20199 NDAAE THZEHoE XMzg H7YstH, O[S0 Ofs SME AOlH ZHAMS
T = As HAE FOAUCL Ao, 5=, St 12|10 O|Zto] BHY BIFEFO|HM 1t
= Eatt FEL Y MR 342 Jte 2% MESL H|ste ds, oE S0, '
of, 22, d2| AX|(disrupt, defeat and deter)’ & = U WSS FE = USS M7t

5t QUCHHouse Armed Services Committee 2019, 497).

[M2tA 20198 = NDAAS| 7|=2 0|=2| SMZA AO|H ZFof| TSt O3] XtRo| &
AMA QIZk@mEtD & = QUCE 2018E sYEMX|TH Sz O] CHEH HHA  X|A|US
Presidential Policy Directive 20, PPD-20)0 2t K|, O{EAH, =70 23] SMHZE AO|H
ZHO| S7tE £ A=7tof Chsh P Mo A3 URJZ| WZ0|C} 2018F & EHZ

CHS Ol 2o o2{gt A0 71 EEU =&si MOt B ARACED 2018 8E2| =

710t 2 L & HA| 2t M (National Security Presidential Memorandum 13)2 O|Z0| £3 AL&0f
Z 0Kz 2o 0= A4 tiHe = JA=F, 22|10 ALY, oto| 20 J2480 dhE &
42 2o = Us 2o dRE HF &O|5HA UL

HE 0O/=2 Y= AA0ME AO|H XS AL Y QX[ &S 7tA| UX|
o, SYSSL TEYH =730 20| Xt St oeE AL WH|N 2tenf, £ g
M o AU 5= ACHD EFHSHJACE AO|H X[ oF XHIO|UTE O|=2| AO|H ZEHH-E
THEEo WM & HEn HE AXE o oA M, M 2|1 dS2Z 0|0
ZICt.
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S S|ED A7 WEO, Aol &o| eHEdES O =0l O 7|05t RUACH & of
Lzl 3329 X2 K=t A5 Ao Az HA(Z2 Ts, 718 Eltactics,
techniques, procedures, TTPs))2 S/t SHHOE IS = A HWAZ SRSITHAM, O

2 3tHOo=Z 0|5 =8 YN FII'E X1 ULt
OlE =0 =1t 2{A|ot0f CHPH &S0 CHPH mo|2 Ofo|=9| 8= & =+ RULL &
20| Fst= "2E ELO|E(Volt Typhoon)2 2 LTl AtO|Hf WHQIXt7} O|ZF9l Fgo olZ

SH
o
2h(critical infrastructure) =0 F¥S O|F 2, M2t CHE REEO|Lt CHE I 7t0|AH &

7 Ellen Nakashima, “White House authorizes ‘offensive cyber operations’ to deter foreign
adversaries,” The Washington Post (September 20, 2018).
https://www.washingtonpost.com/world/national-security/trump-authorizes-offensive-cyber-operatio
ns-to-deter-foreign-adversaries-bolton-says/2018/09/20/b5880578-bd0b-11e8-b7d2-0773aale33da

story.html
8 Cybersecurity & Infrastructure Security Agency, "2022 Top Routinely Exploited Vulnerabilities,”
(August 3, 2023).

https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-215a#:~:text=for%20Critical%20Fun
ction-,MITIGATIONS,-Vendors%20and%20Developers



https://www.washingtonpost.com/world/national-security/trump-authorizes-offensive-cyber-operations-to-deter-foreign-adversaries-bolton-says/2018/09/20/b5880578-bd0b-11e8-b7d2-0773aa1e33da_story.html
https://www.washingtonpost.com/world/national-security/trump-authorizes-offensive-cyber-operations-to-deter-foreign-adversaries-bolton-says/2018/09/20/b5880578-bd0b-11e8-b7d2-0773aa1e33da_story.html
https://www.washingtonpost.com/world/national-security/trump-authorizes-offensive-cyber-operations-to-deter-foreign-adversaries-bolton-says/2018/09/20/b5880578-bd0b-11e8-b7d2-0773aa1e33da_story.html
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-215a#:~:text=for%20Critical%20Function-,MITIGATIONS,-Vendors%20and%20Developers
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-215a#:~:text=for%20Critical%20Function-,MITIGATIONS,-Vendors%20and%20Developers

SIS ALOIH 2t 8]

Ot AlO|H{ Ot K 8FY| K A c s ’ The Korean Association of Cybersecurity Studies
070.8019.3590 | kacs@kacs.nekr ————————————— °ls=al

2 7|Y(techniques)2 &8¢ =+ ULt SHIJUCLY E CHE 02, =2Y HEIH &
2 O/X|= 2{A[07} BHE AU[0|=(Snake) RO E LIO|E OfO|=7t &2 =2 ALtoh AtA
O|Ck.10) 2{A|O} Federal Security Service(FSB)2| Center 16(22 O AMHEO| 2|5tH 'Turla)
O] Bt ALZE H|HSt U2, HFA(Medusa)2 EE|F= & HTO| 2|k X‘lxlElﬁ?i
Ch A40]2 HYos LHE 2d=TES ZEs o= 50/0=2| AFEH A|AHAM TIZ
ZME XM HE HEKIE S RE¢ JUACL HIFA S5 AT 430=, D
of FE1 *Y HE FEO I/ mMAL MO MOl AES =2|X= O 52
1 HEE=IC}
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e Aoz oYLk MR HE SWo| & Lo thE i FXetel &8 o
S7ten, olget dedel St AOIH QRO 40| FYstHAM2tD AGSHACE

AtOlHf ZpHel Zz=0f 28 titf & =HA HE, =%, MY, 82 2 »€HO| 3R°H"4XI
o Ol=9 (7l EAtM, EA, 7o) s8¢ AEE Fxots BYS Mt H2=2 U<
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MRE DRSS YRR WL ZQ|E Zo|ct

HE HOM=Z AIZgH IHO[E OtO| =&, AtO|Hf S7to| R&0|2ts FAE A[7|of, &
A, &HH, A% 22|10 S5 23 S22 YYo| iy 82 HMAAE H€Hols gz
Tletsta At
¥ Ol =220 +5F WE2 EX 742l 2|H0|H, SHALO|HQtE S| SAXQl YFO| OfHS
gLt

9 Cybersecurity & Infrastructure Security Agency, "People's Republic of China State-Sponsored
Cyber  Actor Living off the Land to Evade Detection” (May 24, 2023).
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-144a

100 Howard Solomon, “Five Eyes countries disable Russia’s Snake malware network,” /TWorld
Canada (May 9, 2023).
https://www.itworldcanada.com/article/five-eyes-countries-disable-russias-snake-malware-network/5
38486
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