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Strategy and Its Implications for the ROK
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| Abstract

The maritime sector has evolved into a crucial platform projecting
diverse influences from a national security perspective, concurrently
serving as the frontline domain ensuring the safety of logistics flows
and the resilience of the supply chain. However the maritime and
shipbuilding industries have also witnessed an expansion in the
utilization of ICT, driving a rapid digital transformation. Emerging
technologies like smart ships and smart ports are advancing, and the
blurred boundaries between IT and OT are intensifying cyber threats in
the maritime sector.

The U.S. has emphasized the significance of maritime affairs in national
security and the economic domain. The U.S. is actively pursuing various
policies to underscore the importance of maritime security and bridge
the cybersecurity gap between maritime infrastructure and other critical
sectors, aiming to mitigate vulnerabilities. We analyzes the maritime
cybersecurity strategy and policy documents of the U.S. and examines
the policy landscape and organizational status of maritime cybersecurity
in Korea. Based on this, we proposes policy directions for enhancing

maritime cybersecurity in our country.

| Keyword Maritime Cybersecurity, US Coast Guard Cyber Command, International Maritime
Organization, US Coast Guard 2015 Strategy, US Coast Guard 2021 Outlook
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