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A Legal Study on Offensive Cyber Defense
Strategy and Institutionalization

Hyun Saerom | School of Cybersecurity, Korea University

In the contemporary cybersecurity environment, threats extend far beyond

=iz RHI0Y IV2

traditional military concerns, encompassing the entire socio-economic

18
sphere and directly impacting national security. Offensive cyber defense is E
defined as a strategy that not only blocks intrusions but also detects, identi- =)
fies, and neutralizes threat actors, and, if necessary, conducts attribution, ©
counter-infiltration, and proportional response. It can be categorized into %
four types: pre-emptive intrusion and detection, pre-emptive disruption, 'ié
post-attack trace-back, and proportional retaliation. Strategically defensive F;g
but tactically offensive in nature, this approach raises significant legal chal- 1]

lenges. Analysis reveals that while the necessity of early intervention is ac-
knowledged, concerns remain regarding infringements of constitutional
rights, particularly the collection of domestic personal data, requiring strict

governance and safeguards. Moreover, potential conflicts with the constitu-

tional warrant requirement and limitations of the current Communications
Privacy Protection Act highlight the need for new legislation establishing ex
ante authorization and ex post oversight mechanisms. The doctrine of self-de-
fense may apply if immediacy and proportionality are satisfied, but retaliatory
measures risk exceeding these bounds. Comparative cases show that the U.S.
and UK. rely on existing intelligence and investigatory laws (e.g, FISA, Executive
Order 12333, Investigatory Powers Act), whereas Japan has recently amended its
statutory framework to explicitly empower law enforcement and defense au-
thorities. Ultimately, the institutionalization of offensive cyber defense requires
clear statutory authorization, structured cooperation with private actors and li-
ability protections, strict data governance, and multi-layered oversight to en-

sure both operational effectiveness and democratic legitimacy.

Cybersecurity, Cybersecurity Law, Active Defense, Offensive Response, Offen-

sive Defense
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