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A Study on the Classification of Cyber

Intrusions Based on National Situations and

the Establishment of Governing Bodies

Lim Ji-Hun | School of Cybersecurity, Korea University

As digital transformation accelerates, cyber threats are not only increasing in
quantity but also becoming more sophisticated in quality. The recent surge
in Advanced Persistent Threats (APTs) and supply chain attacks targeting the
public sector, including attacks on critical national infrastructure that signifi-
cantly impact national security (such as the recent SKT hacking incident), clearly
demonstrates the limitations of existing defense-centric security strategies.
Consequently, the importance of proactive security diagnostics performed
from an attacker’s perspective is being highlighted, leading to a rapidly in-
creasing demand for personnel specialized in this field. However, current do-
mestic cybersecurity certification systems are criticized for focusing predom-
inantly on general security knowledge and management capabilities, failing
to adequately verify advanced practical hacking skills.

To address these issues, this study theoretically and practically examined the
feasibility of introducing a certification system for diagnostic specialists. It
conducted an in-depth comparative analysis of diagnostic work frameworks
and certification systems in major countries, drawing implications for their
application in South Korea. Furthermore, it proposed a practical-oriented
certification system design that reflects the current state of domestic educa-
tion and the demands of the industry.

The introduction of such a certification system is expected to significantly
contribute to enhancing South Korea’s cybersecurity capabilities, elevating
the status and professionalism of diagnostic specialists, revitalizing the secu-

rity industry, and ultimately, improving public trust.

Cybersecurity Diagnosis Professional, White Hat Hacker, Penetration Testing,

Vulnerability Analysis, Certification System
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