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SHI=2 EUZL Aol At 2 Sl 71538 7 Afol Haf

o g TBHR T3 Yo U XA AAE WAL, ICT Z
FO=A AjolH{Eet ODAS BEste But ohjeh, ARURZE

(O

] ZG L) AfojH et HE=S310] S= 8 B ZA1F AAE]
| =& Sall AtojH et 2ol A =R 2ty e S5kl
ARl Y et FEofe Bl 74 AES sliok Stk

g

(o
o

Sl FEAT, AMO[H{QHE, ALO[H AL, AfO|H SR, ==

100



[, w=g

3] Thee Alolw] 913t 7o) Z7kela Itk 8 o] #AMA, 1
744 Qlae} 7he] PRo| mESIA| L 91, o X, E, S5 7]v

o) Qi) A o B2 wZE WA Aols 9HE A A1
2 o} 27} Aol ek 1A 4 A F3ch S, Aoln] 22

fru
4
olo
ot
ol

|
&
=)
N

)

£

ol
o
it
>,
b
of,
A
-
i
o
i
*
o,
HL
1o
N

101

[oiERIN= & RIYIY Iz S I(YRHAK 2R [o/isHIoY N3

ocoo
Yi24iA

Ly




S} G207 LA )

P9l 7 9 240 oS Yot A 4TS T Ao

= olafet 4= 9lu}. webd, b QdmekE BEsy] AL
91, 719, 220 IT &4o] Aa}7] Tel=|olof 517]0] AfolH B ek

& AfOTHIQIRO] F a8k 1A 4w QA Eolgltt, e, 2024
79 3 o] AR AL EMIALY] FeheE Au| 2 Fol7} whgstel
F8 2, AN A E N sl ohje) 3371950
A2 UPELIT S AFEE B8 & & QLXo) (@372 2024/7/19), Ab
O H QR oF Ato]HHQE] Z3 A= A4} Bl mlsfA| AL it} Ab= I E U
(IoT) Aol ‘Cybersecurity’ @] 7Hd-& VELY A, JRA| AR A H 9]
Ho 20 A|$sh= 22 Atz e 2 o] ‘Cybersecurity’ = 7] &3
I A, =94 hd 59 7 E fAskE dl A o SesiAaL

Q,IE]—(Chiara, Pier Giorgio, 2024),
AtolH k2 7L, W=7 Qi A, 5 B RIZE 7|o] o=
s& fIsl dlolgoll &JEstal, o]2fgt Ho|H & Arg-she AlAET
o] E 9] 7]'dd (Confidentiality), F-74 /3 (Integrity) X 7187 (Availabili-
y) ZH= CIA 39249 BAS o) Woj 29l 228 Hajjof 5= K

OF 4| E A A] ST} (Van Puyvelde, Damien & F. Brantly, Aaron(o] 44, 41

et

Loy

i

7]

29, AT %71), 2023, 175).
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Farrand, Benjamin, 2024, 3).

w3 20221 29 I 2 Alote] S-Aetolite] Hidh HAM 4
= AZE gAol--Agtolu A4 S o' wAl|A] Aol AstE Al
=7F 58 xet AHI I S U R sk AlolH 919
S7YeAA B Qlet Agsh EQrat S 7F w7Fe] QtHE 9
ka1 Qlt}. CERT-EUYS] 20234 HilA= A |ote] LaztolL}
¥ o]F EU 3= & fAgto|ue] H=E2 o] F39 Ato]
] FZ ol 2 AP ehar 2] 2 YTHCERT-EU, 2024), A A&, 2 4|0} 5]
Z2] Z5Clop)2 T2 7|o] st e Hd Zrad]
HIIMOVEit) & dellof = ZAAA A AlA A7 7183} 7|4 E0l
& HoH, 5] FHdAME G, 2902, W7, =4 59 7
317} ZTh( ek 2023/6/18). iS5 2025 49 189 SKHl2+

A

9] 71z}t AKX 7 Tl & 7} AF A (Home Subscriber Server, HSS)7}
S48 Afolu et ARTLZE Igiat o] & QI8 AHQ) TG B, 4l
A S8} 22 23 H37E Sl AE SolA] AtelniEete] 9

1) CERT-EUS EU 7|2 2 TS 93t ZREHATSHOR 9 EU 7|2 Y BHo] Huis
M7IS(CT) QImBtS 55T ALO|H AROY Ch3t HSS BB
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S Abo]H Qb Ao thak AP S EES}AL Aol HgkR 24
29| WS AASTA B

11, EUS] Ajo]eighi A

1. AJo|H{ 2ok (Cybersecurity Act)

EUQ] Afo]H H.QHH (Cybersecurity Act)-2 20196 49 17 of] A=) o]
225l 69 27U FE Al F<Q] R o] th(Regulation (EU) 2019/881). ©]

=
o] 28 B2 U 51915 7719 Aoliuore Bsehe Ao,
o] & 93l 7 g Ao B Y (European Union Agency for Cybersecuri-

ty, o]3}, ENISA)S AHd7]|3ko 2 Aifsle] Petks Zsteic}, wal AR
SAZIE(CT) AlF, AMBIA B ZRA|IA QIFo] 4 85= 22AR] 1
1S G EU 21 9] ‘Afo]H S 012 7] :.4)|A| (Cybersecurity Certifica-
tion Framework) & 7R3l 218 SX & SICHHEAR 2024/4/22),
2023 44 189, EU Y91 13]= AtoHE Py 7 ets T
glom, o] 74 eh 2024 129 19 of] 7IF = Ak 717g ] =4
U8 7]29] AtolHERE QIS 7| E2AA 504 g D5 o ot
7} ‘Fe]d HQF AJH] A Managed Security Services, MSS) & AFo|H] H.QF
A5 A Aol azgsh= Zolth B2|F Het AMu|AMS)= Akl tlg,
FHAE, B A 4
e 5e SRS Aldshs AR A ou]git) wE Y B
F MH|AMSS) Q152 & AHproviden) 9] 7] A&t tlolE HE

0]

| ARG S AfolHeh Aol Bt 9]

o
ol



T8-S Brlekal WadahH, 93 ol whet 712, A, At Al
A 2 FEETH At R | AI52%),

3 (MSS) AAI= dllolE <] 719/, 7427, 7184
& FAIBAL ARl A A] Al&skA] Btsfiof shs o5 Xtk EU
AFOIHH.QF Q1F A A= ICT zﬂ%, A2, ZRAA Y ] 2ol

7] & (basic)” Soll sligshs 7ol

H
l-'O
R
R
[>

>,
5
D>
=
ﬁ
v
rlo
1o
T )
jg

ST} 3= EU 15 AAI7E olw] A-8=:= ICT A5, A4
A ZRAA Y Y Bk MH|AMS)ol ths] =2 = Q15
58 EYF 4 glth o] & B8l EUx Q15 S5 W8kl EU 9
U A1) Tshs 2318 02 7 tiSteh (i 49, 2025, 6).

FHel 3 HQF AH|A(MSS) Q152 Ato|HE.QF HAgFal Au| A F4

of H& =tk E‘}EE, MAFEES ghe] A 9152 EU 711 H

HHEAYH | Al47x0] 2 FJHHET ] A ASISM)S L

o= Az Fhshe At t24olthi 49, 2025, 7).

2) Information Security Management System - Personal Information Protection
Management System
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WS T0] A7 bt shEslel AzESel) THuRF A ZAL 0] 2F- &
EAAlA DB, 92717, G, 453 5 AA FAF g
ok A E HAE QELA AmEG ol A8 tho] of

UthH Aol 2129 | A2x2~%13%).

2)FQLHE
« A5 AFO|H E QT @ 7 (Essential cybersecurity requirements): Al ZA}
919 AN g0z 617 19 Fok A Fhs Aol Tl

=

of 3j, kxSt 7R AA - YA B AE B3 -7 Iy ]}
« ARAR= HeF g0l E A1 717HE WA skaL ARgA ol A £
« Fokd W Al thg Z2AIA G A RAL/ FEAL/ AR Bl

« 193-S 8 AFS A3 ISV A/ H7HE AR ok 3}
H, 718} A2 AFA| A gd o] 7hs sttt (Rliez~-A19=).

« AfolH B A F7HE S35 Al 49, CE )%
np=L Fzho] 715 akrh#20x)

« A AAAAE £kl Sld= G 7 s 7 Srhs
Z~AH29%),

« AtolH] HAYH] nlEa Al ol 752 1,500 -2 B

AMA 1l Z0] 25%7HA] B3}7} 7Hs-8HA302~A31%),

Aol Eeieie] B4 a7} of @A) A ofd o

QAT 22 Hole AW 7 uAA ] RES o5 B

N

=
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ohUje} thake ) Qdelol N AR 214t Hekd Ae
A7 23A 0w Agar] A vlolg AAlsh 1o Be 24
o] WA A7) A9 7lofalA] £ 4 Atk $2E EATTH,

Burri, & Zaira, Zihlmann, 2023, 45).
2. AJo|tq Qichgd(Cyber Solidarity Act)

Ato]H] ATHH (Cyber Solidarity Act) 2] Ao}--FA koLt HA o] 4
718t2 EU 3]¥=E0] F= AtolH Q1 o] F5ol whef,
] AMEAE 7IREo & Ato]H|SHR. SIS o &3kl A 6hH
AAA R el B & Asker Fa/d ofef] AP =t o] HE
2023 490l EU 391 3]7} A& AFl o, 2024 129 19
Aof] AAE o] 2025 29 4UHE A3 Zo]t}(Regulation (EU)

n:L‘i

2025/38).
o] H& EU9| AtolHQtEE 15k U] 71HA4] 4] HiAY S &L

o G2 Afo]H HQF A K A| AE(Furopean Cybersecurity Alert System)

« AFO]H B QF B AFTH-S W71 S (Cybersecurity Emergency Mecha-
nism)

» EU Ato]H Rt ¢flv] A} (EU Cybersecurity Reserve)

e AfO|H HQF AFl A E W71 Z(European Cybersecurity Incident
Review Mechanism)

A, 3 APl HEQE FH A AR EU 3= 9 =7 7t B

9o AE{(Security Operation Centre, SOC)' S ¢1A35}e] ‘G- Alo]H| H
Al7Z

I} (European Cyber Shield) & &80 24 AlolH 91 9] AA|TH

o
or =

ot



A 9 AH F/-E 7HssHA St ZF SOCE 1345 (ATt Bo]
B4 7]as E8sto] AtolH ¥ BAlskAL =3t EU 71
Aol R QB A ZB}ol] 7]ofshH, | A 37) 0]/e] =7t AtolH F{E.
£ 33sh= =7 1t Ato|H 3] H.(Cross-Border Cyber Hubs) 2 &2
EU 3] Q=tujc} =7} AfolH & H (National Cyber Hub)7} HFEA] &)|5}
© AL ofth =7} AfolH $1H.O] XA 2 o7} ofu]e} A o]
), =7 7F Atolr] F|HE &4 37) o)Ak 3| hate] 2t B} 3
Zofshs HAAIY WA o2k Y Zha sk (Aol E ek, Al3x),

A A1 ETHol A /-5 Ato]H EQF &7 AE] (European Cybersecu-
rity Competence Centre, 0|3}, ECCC)Y= 3] 9150] S17} Alolw] ] H. A
g B A3kE 9Ist = Qe s AH|A s 22| old 3
HAas MAstar, AE sl g H5 2 24 HE9 o
50%E HEgFo &2 AUt} 3k ECCCE =7 7+ AtolH 3|H.9
9] 4 £9S 98] TAE H4A Y (hosting consortium) S 414 5}

T QZEl = AH|A 35 2 H|E9] Ho) 5% 35) 2 50%

3) ‘& AtO|HEQH HA=ZFMIE(European Cybersecurity Competence Centre, ECCC)2| AR =
EUS| MOIHEQH Q15 AZS Zhsfol M2 24 S0, HERT- FEAAH QI
nato] S MRIES Xl%af':ﬂ ALO[HEOE MR Z2H AMZ =0] 0|F CHE A9
AR 2 Metoh= Z10|Ch EoH RO M2t REAO|HE N o YRS eSit.
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H 1) FE AMOIHEOE A AAH X5 X2

e

Q21 AO|H{EO
JZHMIE
(ECCO)Q 2=
XY H0| 3/
2 45 9 25

= A

+ ECCCE BI1R2| 7} AJOIH il MR SIS Plof E7-01m2t E

[=]
MH|A9| S5 20| YOI 2lE=E W6t UYE 2H=0 o

=
EabQldet = MH|IA9| S HIEQ| 20 50% X 2F HIZ2| Zth

50%E BXZO= XI5 LIOIX| BIS2 MHE 2i2420| 25
TS TY MR WA| FO ECCCO MBE SRS s =701zt
EE MHIA AES B SAY U A A4S MO B

27} XIS Mt |

2|H=O 7t A0 S{E= E—_r“.’_'EEf E= MHAS S0t
[LHOHl =8 ZF ALOIH] S1E0]

ECCCe= 'SAE ZAA|R(hosting consortium) S M50 £+1-21
D2} = MH|AS] B3 REOI| &OGHA & SAY 7MY §
E-Qlmat E= MHIAS| XS HIEC ZOf 75%, 2% HIE2 Ef
50%E X0, LIHX| HIE2 SAE AAANHO0| £

58 XY Xt JHA| MOl ECCCY SAE #AANY2 aiE =701

2t E= AMHIAS ALZS Eots 24 8 ME AS MIZaHoF &

ECCCe= A 240tCH =7+ & =4 7+ AO|H| 5{E9| S 7t
Arele Heloto] 26k, 2 Al REAOHEQEE(ENISA), ARE
EoF M1 tSE(Computer Security Incident Response Teams,
CSIRT) HERIA, = 2+ MoH &2 & EUTBLI2|9F Zolaor &

. 2025a. “FEISREU)2 AO|H ATH S EOF Q" = 3|2t T2
=

4270%).
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A 2ol 4] FoF (ol: AR, T8, AR, BAY, H4E, &5, &
7 <1z} 7]ke] FH] EiAl A3, 71E 8 Fite] &H] 24, 3
22 235 A9 o] ZIEITHA 49, 2005, 4).
U Ato]] KOk off ] Aped'2 o 5 Ato]H{QFE.
O, 57 2 AY= flall 718 gle=E0] o] & 4+ Q= E
H HEE HF A A QAR R o] A AE 3] Ato]
H 917132 =, FFFE B ARl o8 ”(CSIRD), EU 713, 719t 3
of o] A& St 5E] B h-& | (CERT-EV), 12]al A" 5
22 T1(DEP)o GAE A|379] CSIRT @ Alo]H] £)7|3e] Gto)
o]-83 4= Qlt}. ‘EU Afo|HHT ofju] A}¢] o]-g-of] st 29k Q] =)
AL EU M9 97t A, &9 9 #els fdatolm e
(ENISA)O] KL 3= Q1 5 S ehitol el shrt(Tatol] A, Al12=2).
YA, AtolH O ARl ' wAUE 2 FHATAFO H E
(ENISA) =2 T 5L Afo]H ARALE 7}kl 3]=2} EU 7] ol
ALk A A oleh o] HIAUFE ALY FF= 4] +

AF AF ol TSt RS mhshs o] 718 4= Tk TAtelH A

b

ol
i

ol )3t Aol QAT o] =91 EUF Atolwl £13lol it A8 5

4) OXg @8 =23 (Digital Europe Programme)2 EU7t CIX|E H&k 5
Zmel.olmx |g AOHIEQH S M2 7|= H20f0f st R ZstS @loh 01t 2021~2027
H717t0) = EX|-X| FA0 T

(i
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7%, EU Afo] 15k ofu] AHglo] 889 4 gtk ojulolt,
efuf Apols Aol ol Afoluehio] thet 23be o

te] AL 57k gk i=7o] ofa] oFEhEITE EU M998} At

ol HSH o] A& 4 Aelo] SIAIu, AbolH] Qlriel ol

AYE EFEL F YT S Afol e AARLS thAS AL 2
Hoz WPNI| =R AAE S glom, EUZL 115 AgollA 34
sk = 9l It 23]= oj4d3] 2led=ro] F ol FEEth(Villani,

Susanna, 2025, 495),

4. NIS2 X| &
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20l B8 3] o] AX2 I d=ritnt ohugl AR AR A ol
A= 0] 5Lol od8HS Hodhr}(Theodoros Karathanasis, 2025, 65~66).
2022 1294 14 EUE 7] NIS A3 NIS2 A1 0 2 7143
ChHDirective (EU) 2022/2555). NIS2 #] & o] &4l W}gFe 7)Z0] Afo)
H 7ol tigk Aol 24

EU WA 71/ A1 (Directive) > 3] Aol 215 484 Fonz,
7} 352 20249 109 174704 NIS2 A& Wk gt =g o] A
4 2 RS Skl 20249 109 18U R E o] S AlgYsfjof St
2025\ 94 7] NIS2 A& s o2 e sjed=2 147h=
(& o8 etz 770 2= 7)o, AzotElo}, P71, olgz|of, 2tEH|of, ]
oo}, au}|of, 27} o]a 77 S| Wt o AR Uo}, Wete, g

r*o

2, Bel Zohol, &2Muoh) © & T} THSECOMEA, 2025).,

20251 59 74, EU 332 93] = NIS2 A% 9] ¢hst Agks af
A 55+ 197 2] Y=tol| th3l] o]-5-A (reasoned opinion) & 4 ThEu-
ropean Commission, 2025), 3 & YLEL 0] GAE W %] 27)
el et 225 Hsllof ah, 18A 1A ¢h& Aol A5AR
A& (CE) Al4E 4= QlTh

NIS A3 7Wg e Qg =9
Atk

e
>
>
odk
M,
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S} G207 LA )

1) 8 Chetel il

NIS2 A %]& 28 tjito] 712 NIS A F ol HAIE 77H(eluiA), i,
o), A g ¢ze} 5) Hofol|A] 187)] Eolz Sjjulo] Az, #H7&
e, 3 A, T3l So] MEA E8E JITHNIS2 A1H A2z~A]
3%). 3], 29 & 5070l 25078 Ato], W&l 1309t 2o A 53
2 Ato], T AR R E 2o 1T G2 of|A] 4339k

_Pr
T2 Atole] T2 7|9 o) o] FFELoIHA, o] A7 9] KA Tof|A]

Johs TRt w2 ok B BEAM oM k= Ve S8 &+
ofol SPGBl T3 T WE o] HgHc) oivh =7} Qbe, %]

.
ok, S, 3 W Bool N BESH FAR/IRL o] AW A48

2) FQ o|FAtete| Z3t

NIS2 A Z& 7] NIS AR 9] “DMH] A 2P AHOperator of Es-
sential Services)” 9} “T) A& AfH| A Al|-ZA}(Digital Service Provider)”2h=
TEE glofal, S %ol upgt B4 7] FH(Essential Entities) T} Q7]
Phmportant Entites © 2 10} 3]90520] 7153} 13 558 A5
SHATH 49, 2024, 9).

jg
-d
o
oft
2
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i
B
N,
r
£
oiN
Fo
N,
r
!

= tolw 919 7l
2, A3 EA), AR B 5] o172 Atk of 7ol 9
A, AHA 2 B G, AL TS, B Bek QA4 B

b Mt B4 AA Aake] 5o ZFETHINIS2 A1, #l21=),
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< = E Y AP " AR AEa J3 A A= F8 71
T 71382 O AAsHA tHETHRI32R~-A332).

« =7 A= 73 A 7F 5]l w7 AbolHERE HEks 4
23}1L o] = EU a9 ¥3]of] Hasfof sl (=152), NIS2 2|3 Al
Y} Ato|HQF AL Tf- 8- $13F 7= A Bflof STh7x).
5 AgATo H H O (ENISA) &) & ENISA+= DNS(Domain

Name System) AH] A TLD(Top-Level Domain) U] S&5. &

o
|

o ZA3e Au|A, go|EAE Ar|A AlEeA 5o 52
hso] g g=ro] 8T 4= A dljof Ttk x)

Ao A (C-level) o] 7HO1A A 0] T A]: Afo|H KO} 1]
= Al B @RIANA HAA AT 23] Fem, B o] 4
o] Hoj A7 mjEo] 2% L= 13- F 274 AdE 2y

N
[oiERIN= & RIYIY Iz S I(YRHAK 2R [o/isHIoY N3

-

ocoo
Yi24iA
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3) 2 25t
NIS2 2132 A F e & dolohs ete E3sta ot 2=
T AtolH £17] dgh 4] W ES]A(EU-CYCLONe), HFE KOk AL
31 T)-SEN(CSIRD) Y EL A, NIS FH o 7F H S Ea) Alo]r]ety. 9]
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The Domestic Implications and International
Cooperation Directions of the EU's Legal
Governance on Cybersecurity

Soyeon Shim | National Assembly Library, EU Law Research Officer

The rise of generative Al systems and the accelerating digitalization of criti-
cal national infrastructures have led to an escalation of cyber threats and at-
tacks, posing profound risks not only to individuals and societies but also to
national security as a whole. The European Union (EU) has responded to
these transnational risks by establishing a multi-layered and comprehensive
legal governance framework, including the Cybersecurity Act, the Cyber Re-
silience Act, the Cyber Solidarity Act, the NIS2 Directive, and the Critical En-
tities Resilience Directive. This study provides an integrated analysis of how
these EU cybersecurity instruments construct and operationalize legal gover-
nance, drawing implications for South Korea’s cybersecurity framework and
future directions for international cooperation.

In contrast to the EU’s established and preventive governance system, South
Korea remains at the legislative formation stage, facing challenges in imple-
menting a coherent cybersecurity approach. The EU’s legislative model of-
fers valuable insights for South Korea, including the need to clarify gover-
nance through an overarching National Cybersecurity Basic Act, strengthen
public-private cooperation via a central coordinating body similar to the Eu-
ropean Union Agency for Cybersecurity (ENISA), enhance the professionalism
of certification and management systems, and accelerate the shift from
post-incident punitive measures toward a resilience-oriented cybersecurity
paradigm.

In East Asia, intensifying U.S.-China strategic competition and increasing
geopolitical tensions—exemplified by the new Russia-North Korea treaty—
have made the bloc-based alignment of cybersecurity cooperation inevitable.
South Korea should benchmark the EU’s comprehensive joint defense and
support framework embodied in the Cyber Solidarity Act’s “European Cyber
Shield” to activate ICT-based cybersecurity Official Development Assistance
(ODA), promote joint exercises with democratic cybersecurity partners, and
introduce economic incentives. By doing so, South Korea can reinforce its
international leadership and foster a stable cooperative environment in glob-
al cybersecurity governance.

European Union, Cyber Security, Cyber Solidarity Act, Cyber Resilience Act,

International Cooperation
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