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to]d el w] M| 27 (Fine-tuning) H|o]EJAl HE}Y 2191 12

31 QB APIE &3} o o] A E (Agent) Q1 2} 5 A AJAof A

%] (Weights) 0] @ &, o}ol#]¢l & E Q1AM 2|l 283 oo
E 9] Hsgt o F-gol A AYFIE 7HE Y (Gartnen) = 2028 714] 714
3l AFaLo] 25%7F QB Fi= WR o] g jxtol oJst Al olo]HE
@ 8-(Al agent abuse) © ZHE] HHYst 71 0 &2 3P, Al of o] E
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th. 2025\ 8 274 3708 thae] el £4
B 3|Abe] o] FE o8 THE )=

EEREELE:

Hgpo] e,

(E 1) 2025~2026 =L Al 3L =2 ARl

Case (Date)

Damage (TJo 2 2 &k

MA 2 Al 22 5{20] 9=Xo=2 &4E PyTorch Pickle 22

@ Hugging 0] YZCE|0] CHRRE ZA| RCEZ}F LA(72 UE0E B8Ot AT
Face nullifAl ‘Picklescan’ 23|). O 2 &S HEA KHQ| A2 212, st=
2|l AL obA E O*E':t MU CHH| 5HY S718HT0 10074 0|At9)
(2025.01~) ofM Al7} TS HO|R2EE T 2|HA oM XAHHEEH M.
AAR HADSIEIA] Tzt
MA Z|Z2] M7HEH| npm &, rxnt-authentication@0.0.3(Patient
. | Zero)2 AZEOZ 9 5000 7 npm I{7|X|(@ctrl/tinycolor
@ Shai-Hulud | .
Worm 1.0 | S 342200 CH22E a0 MOt TruffleHogE 2t
(2025.09) npm-GitHub-AWS-GCP EZ& 2F[6t1, D|ohAt AFe T Ij
7|X10]l postinstall £ ZFo At ML, 27 GitHub XMEA
‘Shai-Hulud'0f] &% X121 ZHS H|0|E HEHZ HA|
™ MIA ZE0|H 2ot BE AFHHQI Trivy| GitHub Actions X
KA 770 = 7670 WA E{T27F O SHREF AO|0] UA|B| AN A
® Trivy & BIO2 WH|(Tag Poisoning)=l0], 7|& YIZ2L MAUS HZst
KICS Supply | X| %42 MEHOM 2E CHRAER CI/CD7t X5 ZEE. 9 1,000
0

Chain Attack
(2026.02~03)

A
2t
7|-DB
A

= tHub Actions Runner HIZ22|0f|A] 22tRE A|Z2-GPG

O Al
|42l 71Y SaaS 20| S0 SRUAL, of 1241202 =& A
ot Gi

ANASHO| 2 ZHE. "= =7 AL 2T |eFE Hugt

@ LitelLLM
Attack
(2026.03)

2 9,700%f 3| CHRZE9| Al S8 API 2t0|E2{g| LiteLLM
(v1.82.7~1.82.8)0| ZH=AUS M, 0] I{7|X|E Q=EHOZ Z0]
Q& W7|X|7t 1,7057101 Z3H2M, 1 O7HA|0l= dspy (2 500
2h), google—cloud-aiplatform (& 19 8% & =CHY W7 |X|7t
TotE HIOIE I Al 3454 SO XHHES HIXC=E BY

q
oS o o
oF At
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Case (Date) Damage (T[3} T2 & Stih)

LiteLLM ol & 3 2t & 1002+ CH2 2 22| Telnyx Python
SDK7F & X0l 2lall PyPIo 23 FAIZ(WAV AHZH=T

® Telnyx PyPl _
Attack | 2IE Ho|2E 24). PyPl= 6.5A12F CHofl A2|3HX|2F, B2 =&
* ARZIIE S ZL-SMS-S4 S41 XAZH0| DAL +7e 3
(2026.03.27) o i} _
ol Foh7t g Eoiol XAHE5EE S0 AHASE o 34
0] HBE AR
202693 4€ 299 5E11Y F A oY 3HS Sof
® Mini Shai TanStack(2t2E]), Mistral A(ZZA LLM 7|¥2| SDK), UiPath,
ini Shai-
it OpenSearch, guardrails—ai & 17004 7if npm I{7|X|Q] 40474 2}
ulu

A HZL 278 PyPI TH7 X7+ SA| &8H. pull_request_target E2]
719 & OIDC(OpenID Connect) E28 AF2HHak= M ZldH
4= M8

(2026.04~05)

EX: BN B OME MRS RY

RIA, Jall7E AEE = A3 o] A= Asto] ohdet F44d3t B,

AAS ol Ale Qlzef ApAlolt). 12l B o] g
HQF E7-CI/CD-54 QZep7hA] Aaf FAETHEEE Bk o
o12). wpAEFo. = Helje sl Ato] o] ARE 7FA o] TEE A g
1216 AT 7NAI7F ohg AR 27] IR HE R SA] ARY
= o] EHE. o] Al 714 "2 237k AIBOM & 84 =
FEh= 270l

3 Dol F)d AFHES OpenAl-Google - Anthropic®] #21%

_VL

oo
rr
o>

N
o

1) @ ReversinglLabs (2025a), Unit 42 (2026a). @ ReversinglLabs (2025b). @ Socket.dev
(2026), Microsoft Security Blog (2026), Arctic Wolf (2026), Aqua Security (2026). @
Trend Micro (2026a), GitGuardian (2026). ® Trend Micro (2026b), Endor Labs (2026),
StepSecurity (2026). ® Unit 42 (2026b).
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‘&8 API, Hugging Face AJeA|9] @& 9Jo|]E el 1231 PyP-
I-npm-GitHub Actions-Docker Hub®] |7]4] @1Ze}7} An]&Ex]
H el ok AJEA S oA AT o] Al E o] AlAtetE =
ZEIE W9 Ztegdnto m = ool ofYrh= A, T1Eal &

Y 840 FA-FAES THAISHeHA] 23t A= ofH ol A
2k

(72 1) T HIHE RI5{0| KA Z8t HEZ4(Blast Radius)
-

III$E1I0I*1 xtad Olo|FE UE AIZ AR SEAS
Foundation resources Agent build layer External integration
ot2oo|M B e
HER| - 29 e
olo|HE =7 L 2|5 API
tool descriptors LLM && - SaaS
¥
2t Holes !
1
Hxj2| oto|ajol SaeE Ast
CI/CD - WE aE T e
stolmintatnleq !
a1 1128 B
+
<L S el Ea2{ael AR} QIE{H[O] A
/ Y P e ™ 2E MEE
[ (eEmy
Pder - npm - Gitt
- — -~ X Aol ofet 2K 2t
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(1" D2 ollo]dg Al 389 ths 728},
a7F AGA 2= whe-do] A Aol A] F9F of
AX S 9B T2 A=A A H o8 w2y A HojZoh
) A AR G D] ol AelolA] FF0 R B 1t
Elo]t}, o]of] QFASE Al A|AH] &2 Q&A= o] ES ulH3}E 1]
Bl API9} 3 Qo] E BHl 5 QJF 73 8 4F 23] ZHAISkeal

el

Alo1sh= AIBOM 7]/E] of o]

A AZIES Y

O

HEHEE AZS

2. '80{ H|chF2| &t cHS3-xfS3t2| k)

(severity:high) Z]2F4 500712 AFESIEE THSQ) tHAnthropic 2026)
T& AT GANAN FY BHE AZR 7HedS AT ES
o 71 AEES 719 100%0l ‘%}EQU%, Q7] Zel= e AlAH
‘Ghost'of] tfsliA= FRielstAl 2229l 7Fa3t SQL A4 2

1) ‘di2| E 2HA 2= (Scarcity of Elite Attention)’ 7}A2| £1|
Sockpuppet®] EH A Zej A (Thomas Ptacek)S A4 Q] Z “Vul-

nerability Research Is Cooked”(2026.03)0| 4, 15+ YRt Qlz2hr}
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£-10S-Qt=Ro| & 5 117kx] FA R e £ 37| wZo]etal
etshet, opA] wal], A 2383 S o] S FAA - 2H-E - A A
of AAH 7RdAZel o] 2774, A& LIl F27Ht
e B @A 7hok e Ee oS 1A ‘A E] B
olgh= 2lT]of 93] K5 E]o] g Woleh= Aot} 1™ o] 4]
= AAA = FEAE = Al oo] A ET} sHAH|-E A <] 09l 747}

& 7HA0E NS WE 24 E2)E FAl] £7] ASshA W

2) Bitter Lesson2| & oF 2321 &
2|4 = A E(Richard Sutton)©] 2019 A A3t ‘Bitter Lesson’ A,
A=t A7l Tl A A A ETE H B Hlo]E e} o & ¢Aito]

ST BHE oA AZEF 0] Hok Bool = F9

A
X
o
U
ofl
Eh)
>

= Tt olo]ES HE R FHste] o Hal
I:

3) A gto|: SSH Alo[H] Loi=o| miZCty Het 2+

olgfa MTjA e VAOIN Tt 5EA Atolu ol (active
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Cyber Defense, ACD)’ Z18+o] a4 A7} Hth = Q17 Wlojzjuto g2
7IAS] £l B & gl o), SElk FUT TR Wl g Al
7 (Defensive Swarm)’ < AP Hlj x| 5}o

s} wiA] v aekslo} s Zolrk Bt 94 A5 Yol
M L2 2ok ARg(Active Bug Hunting) o] =7} Aol oFE o] A
Z 7] gto] Eofof itk o] ol M 33t VA 13 3)0l|A]
ey

A

I, AA =524 2] AIBOM

1. AIBOM 2:910|0§ 2942 7HsH| sH=7p

AIBOMI(AI Bill of Materials)2 1] =+ H}o]| & A F.9] Y7 (EO
14028) . 2 % ¢J¥ SBOM 7HdS Al A|AE|o] 8hg3t Ao g wdl
Hefdo] Bl e} St w0 B Al, stol Hutetn]E, F A 2] dto] ekl
olo]ME =7 A, F7F AHE X8t 54 YAAE 7HRIth
AR SW 9ol A SBOM-2 Linux Foundationo] #&]3h= SPDX&}
OWASP7} F#3= CycloneDX9] T & A& 4o =2 z&zt

¢t © 1 (Linux Foundation 2024; OWASP 2024), AIBOM &JA] o] T+ % &
o] S A= Fofl FAISHE AL Qlek ((1¥ 2)= AIBOMY] #4]
3 84F g DA -2 TA| R FEste] A $h Aol
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(a2 2) AIBOMS| M 24

AIBOM
Al Bill of Materials - Al XEXHZE M| A
s hl HA HYZE - 29 £l HA
Training-time Deploy & Runtime
‘ 2% HEHOlE] 2| molmatel
AL - 2loldA - 2 715 A B
atgs HlolEM olojE =3 =y
BH] - H A - 2o|MA tool descriptors - 2t &9l
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Shes BH TS BA| B|SE|Y - AI-VEX &Ef
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A3tk E W7 E Q3 7]
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ofue} /4" A3AF HlolH Aoy il Al g A2 R E A

2 AshH A, 7] SBOM} SCA =71 B el 7FEX] 2 ‘Qlojuf#)’

Zote A4 1S 7tk e 4xsE v QlTHGartner 2026),
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Alo] 117} “E2 AIBOM (Dynamic AIBOM) 0|2} 2= 7]\J 9] 3
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Z ok do|EH|o] A dI% &7} SBOM-VEX A%}9] 2HE3} 7]%k
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(H 2) 2= AIBOM 22 2. B F5F (2023~2026)

Policy / Standard Remark (2 LiE)

G7 SBOM for Al | 202551 6% G7 AfO|H=9F 91Z020| ‘2R HIF AEi0l2/ot
BQ HIF—2A @4 | ACN-SUBSI BS EH, LT O3, 20261 51 BAY o4

(2025.06/2026.05) =0l DA 8 5101 F|A QA LR, 77 SHAHE {125t
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Policy / Standard Remark (2 HE)

US FY26 NDAA

(2025.12)

BYE R AL AAHO| O3 MOjET| Ot ojRs MM

|2 7|8 AfO|H-22] HOt I Q]T), MM 1533(Al &2

(©
o 20| AZ HEA HYA), Al AAE T HAAIBOM) HiE

OMB M-26-04

(2025.12)

| S#HY(EO) 14319 0|3 B2, A7 LLM X Al model
i card-system card-AUP S 3N X7 HES A4 0|23} 2t
| 2R 2026311 7KK R HH 2, ARAO| AIBOM XY 271
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Agentic Al Supply Chain Threats and

National Response Strategy
: A Proposal for an Active Cyber Defense System Based on Dynamic
AIBOM

Yunseong Choi | Korea University

A series of supply chain incidents in the artificial intelligence (Al) ecosystem
between 2025 and 2026, together with the empirically demonstrated capacity
of LLM agents to mass-produce zero-day vulnerabilities, reveals that the
structural asymmetry between human defenders and machine-speed attack-
ers has already become reality. In response, the Al Bill of Materials (AIBOM)
norms now rapidly crystallising across the United States, the European
Union, and the G7 are elevating AIBOM from an industry self-regulatory rec-
ommendation to a de facto ‘export barrier’ determining market access and,
more broadly, to a component of cyber weapon systems.

However, a static SBOM produced only once at build time cannot adequately
address the constantly evolving agent environment and the invisible depen-
dencies of the ‘vibe coding’ era; an integrated trust specification spanning
the build, deployment, and runtime stages, together with active evaluation
and verification infrastructure, is equally required. Building on this under-
standing, the author proposes three policy directions for Korea to move be-
yond the position of a mere norm-taker and instead establish itself as an In-
dispensable Partner that supplies cyber deterrence and defensive integrity: a
tiered AIBOM design calibrated to asset sensitivity and organisational matu-
rity, a Compliance-as-Code ecosystem, and the institutionalisation of an ac-

tive cyber defense infrastructure.

Agentic Al, Supply Chain Security, Dynamic AIBOM, Active Cyber Defense, In-

dispensable Partner
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