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[ A&

e ﬁgi Bt} =2 7]
TFEE wEo]W o (State Council of China, 2017, NSCAL
2021), gt A] AbolH] QO] Tt 2|52 Q1 =9]of) Frofslar Qi
2022 g B goll A= AbolH QFEIE 29 oA &
ROl th & /82 SgolA At eh= @ol 5 109 o] A1
sl F5ko] Afolw] Ao gt 5 g ke =28t (ol
o, 2022).

Sk AH G- 55 Ul AfolH ¥z 7 Q1 o] 84000 o
gl Aoz whofshal it} (FotdR, 2024.07.31), 7L 7S
2022 =HFEi Aol M= 6800¢] T 42520l AT 20% S 71 42520
= A 7Fet Aolnk. £3] Hehe I /T 5 % 7 e vl
af #Ajotet 5 At w57k [ F9 AR AdA Q=]

o] 2024 69 A AT HE RoFs A7| & AtolH FofoAe] o
Y& gllstA| o] Foj AL 17| wiZolth (R4, 2024a). Ty K=
olof tf-gate] AH Xl H 22 F7iatolH bR RS UXTe}
H, 317, B dH T F7Fek= AtolH Sl ti-gstr] f1gt 4]
A A WS AT (Hheh = i 4, 2024).

E51o] AfolH] Erso] F71et A2 §Rls}7] ofHth. o] 2 gt w7
o= #et7|=o] Wt AfolH Fofo] tet w2 Aol mE At
2hal & 4 QUIAIAIRE JEHe] AtolH Egg STAIR] 8.9 (triggen o]

A

& Aoz 7ttt t5ol, SAAE] o g eiet A=

307

{TZ i=5(olA [GHYINE=HT 15Fis HIoY



€ 7207 RN )

=
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ATk (KBS 2, 2024.06.21)

BAAANE FEe FAHste|H, tiEARE Fate] sat njabed
& JAISHs SEHOR ALSHTE VIO AA7E Bate] st uatel of
Aol A= o, A= Aot Aok 1y AAE v =7t

Qaro @ 18l ofe] 71x) o] wskA| ek AntE 1}

ER7| = St} (849, 2017), E-510] Atoln] &% Shoj) oI A] ZAA| A A

o] H]9]=2] &3} (unintended consequence) TH oA} & 4= 9},

= AT BA A, Are] A ZFolA o 7] b2

AE g 4= Qohal =G T (Allen & Lektzian, 2013; Shin et al,

2016). A& S0, AA o] % FFHA Fgo] ofstE A, AA ol
=] A2 F/d o] FobAlE o] HSE T

25 oA FANB|Q] AAAA o] F charet ol w A Fuprh it
B & QLo AtojH BE9] St 1% shu= &
o}, &, tiEAAE H5EHY] Aol sol ojudt JFs nH=71?
25 Aol o9A thgatel Aol BTboIMe] BEE Srfeial
7170 disl FE4 e® g5sto] 71 tiEAA =2l Mz Al
7k AAlg tiEA Aol gt Ate A EIE 578 5 thst
Al A= (P43, 2018; AEIE. 2023; 054, 2023), A| A A= Ao
71ofstoint. B Agts A Ao Aol Hall 7] AAAA] o] &
A & Qro| A thEA RS} Aol QFH 7F A HIAE =olsith X
CI &S Abol i QFELofl Tigh U €& ¥Alo] wobAl = Aol A

((White House, 2020; thatl =t thE5 4, 2024), H 1= ol 2l w)apd

)

£
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A ofu 2} AtolH] I A3t TAE TiEAR] WY B 7)o
e 4= Q& Zlolt}. B3], "5ke] A4 3]7]7} AfolH] F7tellA] gt
814 o] FZo)Zth= Aof|A] (Oxford Analytica, 2020), Aj &€ A4 H1]

HY F5ol= A4 e d8d Ao 7diE.

. o2 u7

1. BHIX|xHet v =X S2}

ZBAAAN Q] G atol] Tht =)= HAGX|ol| A 2 BFRE o] Fo]A]
sttt 7Hg & ARS o A7 ddA o m Asst=A]of gt =
oftt. o]= AAAANZ} o= BiE A ® 7HA AL FEAlek A4
Hot BAAA ] = Gk AA =] g2 W3} (policy
change) & o] EoUl&= t] T2 =T (Pape, 1997). ¢l & So1, AA Ui
ol 3 kS HEAL, I g egshs A9, AlAlE 9=
A F7+2 ST 8 2= 9ok

AeAT= A7 Q=4 auts @Ak 43 AlElE AAIS
Doxey (2000, 2009 o}z e|743312, 2o}, gagehlofo] o
S UNQ| 284 A 27} 24 ®gHE o] F&= o] 583 9d= 3
thal 7zt B9, Jopze]7kgsl=ol tigt A AA ol
Ego|E Z2]0] 7|33t T} (Becker, 1987; Love, 1988; Hart, 2000), L&
L sHAlO M= 2 A7 o= mabE gAdshA] Kstrial o3
7}ttt Whang (2011)2 Hufbauer et al. (2007)2 A A7} =3 =712]

1
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=
=

g

2

of A& WIS d oA Khs AeTt
11, o]+ Morgan®} Schwebach (1995) ¢35l A %= gl HTh. Drury
(2000)¢} Early (012) GA] A7} ARt o 2 7|djsh AahE &3}
A Ztth= e A]#$ht Drezner (2022)
H ZAAA AFE AATsHH, AR 57 D/l
A ZgEsE e e Bl AlAlE A&
tll, ol= AAE Rt =7 ol A A=A A #] 7]k
o2 28 & Q7] ulfiZol T (Webb, 2018).
71E ATl E A B S = el B HSE 8 A%

= ARE-EHT (Peksen, 2019). o] = AA] Fa} @13} At o] =T,
AAN7E 57 =710 s HIFA7]7] fl8] AbeE = Eto] 7] o
o]t} 121} Kaempfere} Lowenberg (2007)= | A1 <] 4 =] 4
EE P3| olalleh= Zlo] 1 a3t wolv ol E4Aolgtal 4
St} tEo], 22 A7-=2 A7 F 2 W) Qo ¢ldou B2

&, TLE A A 57 W vlEA] A1) el 22 ofE Eokd

U 2]= F&Fs G = Q7T Aohal AQFSt} (Peksen& Drury, 2009;

e
o
I

_\}_1‘
o
™
H
o
1z
_&1,_11

Bapat et al,, 2016; McLean & Whang, 2016; Early & Peksen, 2019).

BAAAE Bl BAIA ks Thete A ol g e, olidH] &

o] AAE 31 &2 H-Sstaa} thfst A2 WSt A=sl]
wolek & 4= QU (Peksen, 2017). THFSH 2ofol| A ZAA| A A 2] H] Q] =
2 @17} ¥AEE Aot (Meissner& Mello, 2022). A, 74 4| A 2| +=
AA g =71k ofu g} Al3=tol| = A Zet A g EHE )
et olgkAd] thsh A 5 AAE 22 A5 Aol & E5

ZNIL, A5 AAE YA 1B 71 P50 e B

Hu:
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Ax BoFY S ZE A7) AMETh (Althabity, 2011). F24] A| Ao A &=

o elol|x=, FAAAN = G214, AFe] A Ao M= o714 o2 A

teig
=
= AlA7E o] A& Alg o 2i Aol b A& HEet
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€ 7207 RN )

=
=

=412 oJxal, A7t AE o) ol 1 Fak A% H ol

O Aol A & 4= Ql%ol, F714Q1 AAE =<l A% FAHED) Y]

das

elstod A4 ol e RSttt (Shin et al, 2016).

(E 1) ZHMxHS] Hol=X Fit

HxH e o =X S}
F . =

RS, oI, |

ok 4| 27|24 5 OV‘”*H _
=l NS HRUASY o i =1 01 Hs 27
pE seolE 3
— RS 97134, | HeREel e FAE L, 2
cE w9, CooRe 24 | 9w £t
FEC|Hof RRESZ 27134, | EE Ust HRmY Zst, =7t
= ClOIOI=E 34 | 9 Al 20 S, RIjet wE 37t
KHAH=Z, {2 X|,
=0 HEE OSN3 w au, wut wa )
T oT |
Aol 23, A 23, S
29 Dola4, EEHK | of WA E7), ol s £, mwR
o} s
e oy, | O 28, HALE 28,
O a3, © o wa| B4, o Hs) 271, A
EHy &7k S
2 A A KT Ol 2a
: T HO|XO| 75 M™% H 715 o
ez oy, | B9 28, AL 28, i
of RS UL ot um mo, o w7, AR
BT EE ) et w, ey s
2t RAEZ, OfEER | 9 AN HYN 22
3 AHEZ, 27134,
2f0|2/0f | 2o Cojoles 2
| 4+ =25 24
2ot EVIEIN
3 Comax, s |
Aot | cootRe 24,
: 910 aA
=TT a1
NE=A oy|aA o
A2t3|0} 1882 2715 | ot wim =51 o1 215 21

| Met 34 28HM |

CoT, oo

SR 2RI (2017)
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2. CHSX|RHAKSE)

LA A} 9] thEA A= 2006 79 152 oo 1695% el o 2

A= ek (G D 3), o Bito] 2 ) 79 = F 25 FAe)
SEnAIS AY AR O e 242, B3] RE viAe 2

=
IS E2 FUSA HHNFALHPDOR BAG AL 278

B B B S i |

= Ao A F5ke] A wjatd sidto] A A4S o
A bl gk HjF oz A E S-S Wrgslaol: &8k,
AAHR A BIE AFA I 5oL o] FoE A|HHor
3 7S 8L, of = Fl9 thEAIAN7E % AhE = A7
7} =ik

Hgol tigh = AAS] o AA = 20061 0 Fd H Ao A3
(UNSC) 2] 2 ofot 17183 el 713 0.2 ZABHE Qitt. o] Aok
5ol A WA Al thgt vl o2, AXFE F S, A A
71 9 Ak pE S, UiF AT 71(WMD) 221l of
G AlA 5= Eeetal QUSIh o] = FAANE] 9] Fat 3 = lo]

S ol thel 73A14, a4 ohts Astst

i)
%
o
I,
o
i)
e
AC)
M

A A= H7}E ) (United Nations Security
Council, 2006b),

20094, &sto] 23} 2% 2AS WAL o], 54l QFE 2= A 99
187435 AH3}e] 712 AN E Zskelal, B35t WMD =2 130
== Fola} G ES taro
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) 4] 22|E A3} Th (United Nations Security Council, 2009). ©]
23t ARE BEe) A A 293 7o YEDAE Al

= oEr AREgon, A 2§ AR i Bt 3

ﬂﬁ%‘

_Q
E“'l

B5to] o gl nAld Ago] x|&Hof et 4919 A E HH o
ol Al ZE iRt 2013 ofl= 2 2]t 2087%.9F 209457} A

=
S QLT o) 2] 271491 STt A Ak

5] EARCH, 53] FAM] = AREE 7HsAdo] e A
o] 355 2dst7] el F8 A7} Z8=E AT} (United Nations
Security Council, 2013a; United Nations Security Council, 2013b). 5=t &5t
o] 7] 9l ¢ A9 &S Iohe BAES td R g AR
7 AldE] o], Bete] B 1o Eae A ASAIZ T ol Hit
A 7Rk oFghAl7]aL, S AAKS] o] =gt df- oA & Ko
7] 918t X = F7Fe .

Hgto] 2016W ¥} 201730 SlwtE A F o} mjatd AR of-&
sko] frll SFHE = 28 A2 Aeketinh 2016 39 A
H A0fQt 2270% = HIHY| vl Wi Ao tigh & o=, J35to

A

FQ 95t YUY AEL BPA, HER 59| £& AlFtslal, o

N 1o

ty Council, 2016a). =k BE5LO 2 Z0] Q.

al
SHE% Fgste] BaY] BUA 7] 253 B 43 £5S
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& A0 =M, B3 A0 M2 S T shich

{TZ i=5(olA [GHYINE=HT 15Fis HIoY
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Z

ations Security Council, 2017b), ©] AL|FEL 7| A A Q] LS
ok, B3] et A B3] kg Jekeb) I8 AEe 24
%ﬂ%ﬁk&@,4_%Eﬂhzm,df%€4ﬂ2% SE Sl 7N

(E 2) | HEH

N FQ Hx LS HixH che

Ssto| oMY T2 St

. 9T DA DRI A | 25 0AY DRIy
16955 2006.07.15 : — E.:. -
s | R X1Z, 2K, 7l

X2, 2x, Lo
7)2 O ATt AT ‘

| MKIZ 5 3R, HR 221 Y
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| | 272 B2 N

WMD Z=T73 AZ J§01 3

DOOA BE A, R 2871, | EMUYUTASAL
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. EAA7E Ato]w] S5 9]

n 3 o3

BAAANE A aIRET ofye}, vl = auts Zeshs
7} gt} 5o IAALE] ZEE hofst AAAAE werom,

5t QA A o] F v =4 g7t P Ao R Z|TEt (34
4, 2017). SFA] =9l ol, AIALE] O] Bl EAA = H5ke] A
Hhetal A4 AHE ASIA7]7] f1E 8 pEo R AREE QT
=i} 2016 7HA] A2 2] A- A Q1 G3k= njulsiths F7HE vk
o} (43, 202). hEA N7 A2 2Hs
ro, 2018; Min & Han, 2020). £3], 23} 2] A|o}7} A4 o]ajo] 9lo] &
A o)A AER A Aol Withsl= B3 HolHAl AR o] HaA
o] Yotk Asl7t AujA o] et B FAAFS 9] A& <
AR S M= o AHE A &3H O (2%, 384, 2017), F ol
S Abgof st HASHE A7NsH | = SFA T &, 2023).

aol® Etakal, AIANE] o) A &H AAA A= J5t A A
Hhof] AZheh BbA S Folth 53], fRlQtE 2 A ojot 22703 o] §- 7

)
i
)
M
N
E
rlr
e on
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2
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I
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4y
2
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ny
i
JQ
B
o
>
il

2 gl 24 23

bt
M
rok
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2
2
9
)
o
tlo
N
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>,
i
i
©
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Jor

2019, BEHE AAA Y2 AT thotS
3}

L
A ek ol Aol Bhg 83 7

S TR A A ErsIg
STk (159, 2029, BIE Aole] 34& Fof F§ A2TS w2t
NP3 AFE BASE 59 B B9 A ol g-g Fu3)
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=
=

& s} (ENd, 2023; 7124, 2024b).
B5to] AtolH S5 Pl AAE St HAA ol thst th-s-
= =

FH AN2HS 5o AFS sustels GEH A2 B
(Kim, 2022).
Futo) B o] Bero] AfolH] BE rhol FaT FFE 1

2003; Noland, 2007; Kim, 2019). Z12{1} 2022 o]& u]=ty} 23t 719]
A Aol BASIEHA, F=19] tiE A€ Hat Agha o] A
U B Fe| 27 o] F oA A ]9 tHCouncil on Foreign Relations,
2022; UNSC, 2022). F=5 Q1] tEA)A] 2 oj¢hol] tiel] ARH=

rratm AA o] Am/dol s A7IskaL, )14 A1H SALE B

o
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25t] Aol FE-L 20099 o] F F43] F7RLOM, ol TR

AA7F B 4E e FEsRT REF, 2023). HH AtolH ¥

5
AR A3 915 Bt
AAZ 318517) 918 Aolu] BE Stz o]ojr). oljat WA

A7} B sl A A WSHE o] 24 T, 28] Hako] v

54 die= S22 A dasdel tigt o= A7ttt

HoAThd, o]t AtolH] AAEE-2 AR 5ot FdatA 3
BA0] Fadt A oR A8kl & 4 9l Aol 1y &
Sto] Atolw] E5-> HAALS| 9] HAAA o] & N Ao, A A
A3} Al7)1eF ghee T 9let Aot o 2 A3k et (Kim, 2022; 7
i, 2023). Zakharova (2019)+= A|A 73} o] & Eoto] 2 4§
A AE) et Te] Fol gl =2t AIgh FOoR Qe ofastH 5 AR
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=
=

& WA AR s ANE Aol Wah, 53] AtolH HE g

th7k AA o] 5 e Aae) S ST e

2022). o] Qo= FBEte- A E ¢-3l5t7] fl8) 7]& 7 EVETH

=& FH G (Preble & Willis,
2021). 5-5t9] Ato]H 5 FiE 71E AA 3l1] 3] 9] vt
e 4= Ak "ok Mt
HHE 53l 19 22 o) A5 21 (Klingner, 2021), o] gt &

o] Afol S50 Afolu] F7ke] oA S E-gato] 28 A4 3
=

i) ko 2 EAEITET 8F £ It} (Macfarlane, 2020).
(" 1 =g Bto] tiRAA o] % AtolH E-& Sristelth=

B
Za4-S ki) 20093 KE 2016\3714] Alold] Z7 o] njn|5t
A AAE RO, 20179 71 08 FAT S7HE B
o] Wsl= Hito] AR AAE Blajstal FAA ofEe=
BB Q18 AtolH BeS 408 S-838l7] A& Al
SrEd 53] 201749 o] % SAANE] O] tiEARN 7} B A, B

3 FEH Q) BA B 58 o] Atk Aol M AfolH 2 4E
Fe 93t 5 Sl AR FHE F8 Ao R A%E 7He ol w

53 AtolH &5 Qle1e] st tiEAA 9] Hloj = E3ts
AAgI 20171 7] 0= 55F W Al #g Q19dE 18000
FEH AL, 20196 oll= L 7} H| 7,0007 0 o] 5 Alolehs
EAo] vglth ofst /1 S7h= F3ke] AtolH] E5o] Al
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1o

T 2222 28l Au|A 9 Za|eia] ZeHE ) Hjx|sto] 429

S A& E STHAZ O™ (Recorded Future, 2023), 0] T &A=
o1, Aol 70| Bato] R S0 BE WAl o Ae) Yke
& HojE o]F R, 5 A g HollM AEE EREE 3
oA AtolH] E7HS A o7 Fgalglt). o] Tad] AAS
3Fshs TS o, Hoto] A&H 07 A5 Q= AAA oEtat
oA g &o|A FH] PES TR gt Mg o r
BH8E] T QL) (§5%, 2021; 744, 2024b), Bato] A Alo]w] EE-L 31
ZE AYe HEste] A FA9 FAE =R 9 4
Q1 AdElRl Zlojth (xn], 2.4, 2021)

(I3 1) 28to| ST AtO|H 22 (2009-2023)

ol
»
3

2009 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023
il

Z7%: Recorded Future (2023)
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V. 532] Alo]y| -5 st

1. S8te| AtojH] =

B3+ aAbo|n] A e (Cyber Powen) S & H]th 22 (Asymmetric
Power) % B2 T A]A It} (Kshetri, 2014), 0] 3 Ao Y&

B30 2AF Y %) defold] A4 elekg skt glor, 58] 4

i)
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o,
rlo
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il
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2| Aol e 14

s}e 913, olol we} AAH el Qg AT 211 TAo] o] o]
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55| Aol Z e T2 AAFS Akt 1215704 Fstal
o o] AlolHA AL Fo 7L Bt 1217 &9 AR A
o}, AtolH] W], Aulo] 5 58 38l oF 6,000 9] A Abo]

lom, o5 Fr WetRAs, F

=, YL, DE|o] Aok, 2Alof & Bl efoll M EFslal Tt (Headquar-
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ters, Department of the Army, 2020), -3}

19 AAAR
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A EE W2 olg] Ae]
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1L ¥20C ioRmioHI0lY )

=
=

HAAFETE 9lom 11 o AAE E& 4 AP L

A e S8l FAALE S AAE FHstelE = =g B U
th o= AR QI BAA ofHFE Aol FAE ol S50k
= 5o dEks HojE)h 580 Afold o7

Hrlx oz 7ot o] ghom, 4L o 0|22 o

(2 3) S8t XI=X12] Aot QHEL 23 WA|

Al7| 7= Al g
L Ao Z7Ho] | QIE{UIS RIpEOKAO0| REstEl= SWSt Z7I0|C) Y
L BQY YT | Y=0| M 4 ets STOICE (2003. 7)
| 20M17| FEO| 7|SFHO0| T, YEHESHFRO[2H, 21
L M7| MM MEBMMOICH (1991 DA MY 0] o
- P o)
AlO|t 29|
L ZeM Ux _ _
I SIS FMAIHO|CH FAFHS OfZH| SH=710f M2t &
VADS
”fle CHEO| STH7} ZHLEICHT 28t 4 QICH (20054 FAH
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This paper examines the unintended effects of international sanctions on
North Korea, particularly the expansion of the regime’s cyber activities. As
cybersecurity becomes a critical issue in international politics, North Korea
has increasingly turned to cyber operations as a means of generating illicit
funds and circumventing sanctions, following the disruption of traditional
foreign currency sources. The study explores how North Korea’s cyber activ-
ities have intensified as a direct response to international sanctions, illustrat-
ing the potential for sanctions to produce outcomes that contradict their in-
tended objectives. By analyzing the impact of North Korean cybercrime on
the global economy and security, this paper highlights the need for en-
hanced international cooperation to address these emerging threats. In doing
so, it offers a fresh perspective on the broader discourse surrounding sanc-
tions on North Korea by linking them with the growing cybersecurity chal-

lenge.
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