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Mobility Cybersecurity Law

: Focusing on Land, Maritime, and Air Mobility

Young Han Choi | National Security Research Institute, First and Corresponding author
Deokijin Kim | National Security Research Institute

This paper analyzes the technological architectures and cybersecurity threats
of land, maritime, and air mobility by focusing on autonomous vehicles,
Maritime Autonomous Surface Ships (MASS), drones, and Urban Air Mobility

(UAM), and surveys the related domestic and international legal frameworks.

RIYIY i& 3k MR Io/AHAI0lY [IERE

It finds that the Mobility Innovation Act and several special acts provide a
basis for technology development, pilot projects, and commercialization, but
that cybersecurity rules remain fragmented: the Vehicle Management Act
has incorporated UNECE Regulations No. 155 and 156 to establish CSMS and
SUMS, while the maritime domain relies on the Maritime Safety Framework
Act, national maritime cybersecurity guidelines, and IACS UR E26 and E27,
and the legal regime for drones and UAM still focuses on physical safety and

industrial promotion. The AI Framework Act classifies Al used in transport

vehicles, facilities, and systems as “high-impact AI” and imposes duties relat-
ed to transparency, safety, reliability, and impact assessment, yet Al-specific
cybersecurity risks such as adversarial attacks and data or model theft are
not fully structured as a distinct regulatory pillar. Consequently, the paper
proposes that the Mobility Innovation Act and the Al Framework Act togeth-
er establish life-cycle-based cybersecurity principles and minimum require-
ments across all mobility domains. It further suggests that sector-specific
base laws incorporate differentiated cybersecurity obligations reflecting the
characteristics of cars, ships, drones, and UAM. In addition, it argues that cy-
bersecurity for Al systems enabling autonomous driving, sailing, and flying
should be regulated in an integrated manner under the high-impact Al
framework, with detailed rules allocated to individual mobility laws and tech-

nical standards.

Mobility, Autonomous Vehicle, Maritime Autonomous Surface Ship(MASS),
Drone, Urban Air Mobility(UAM), Cybersecurity
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