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Ct. David A. Baldwin, Economic Statecraft (Princeton, N.J.: Princeton University Press, 1985).
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Hoj|lM =7teko] dAS JTICE = AO|H QtE7E of= 3t O|ff Z2O0F0| =oHE 2K
Hol MEOoF 7|& ZH|(cross-cutting technical issue)O|At MK =0 =M0| E o et
7|8 Kol hEn PEUMoZRE He RUECE 18| ofFA EA7| &0
metd HEREA Xpol S8 30| e M= 7t =OtX|1 ULt

3 7h2H %2 0| &5t mo|E OFO|= =7}Five Eyes nation)&2| AMO|H Ot
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Z: 0 MAZA e+el Ol8H 7|2, (Lt Are[EEO0H7HH O, 2021).

4 o2t Z2 Fdzts FR=O Ao tE HEs FMAFGH FUMAL FHEYUEE VIELR
T2 243 dHHH2019)9 ATFE FB Z0|CE
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1. O|=

0|=2] 8%, AtOo|H ote FEFE FE5l= HEEEI® = &3 H (Executive Office of
the President of the United States) &t} =7ALO|H{A(ONCD: Office of National Cyber
Director)0| 11 QUC} ONCD= =7ItHETZ[2|(NSC: National Security Council) 2HA X}
(staff)e| ZH=Sto| CHESHA ASh 22|04 (OMB: Office of Management and Budget)zt
FYsto Mero|l Mg ZFSHH, oA NSC, OMB, ZF BEEX W 7|2t Hs o =7t
AMO|H{ Ot T 2k O] tE E7Isl Ol e’ 3 220 2Eastct AIRE ZHEHME CHEH
M2 O Moo HX|= apsk7| & ® A (OSTP: Office of Science and Technology Policy)&
o Mol sgd HMet Zt 2X 8 J#so gHE S

Jd2{Lt A0 3 EQHE 2 (Department of Homeland Security)2t 1 ASEO| ALO[H- QI
Z2tE Q= (CISA: Cybersecurity and Infrastructure Security Agency), =3 (Department of
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=7t 3.0: 1670=2 MG FLHA HW, (T Abe|BEO0I7HH|0], 2019), pp. 52-67.

6 U3 o, "IIGSACo| hETH WSl IHMBHAAY D=0 HOL" STEPI Insight H[323%,
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_—

o
"é‘l =



Ot AlO|H{ Ot K 8FY| izmﬁéﬂs ’ The Korean Association of Cybersecurity Studies

070.8019.3590 | kacs@kacs.ne.kr ol#H2Y

State)?t 1 4t5te| AMO|H{EZHCIX| M= (CDP: Bureau of Cyberspace and Digital
Policy), =¥ (Department of Defense), #F 5 (Department of Justice), X5 (Department
of the Treasury), & % (Department of Commerce)2t 1 4312 ZEBEE7|=HTA(NIST:
National Institute of Standards and Technology), =7}2tE=(NSA: National Security
Agency), H't=Al=3(FBI: Federal Bureau of Investigation) & Ctgh HEEXQt 7|20 A
Ol ¢t EXet CIXIE 7|=0 thiet =714 Aol tigE AFoin ULkn £ =&
QHHEO| CISA= BEY7|2 S FE7|E, A3 ZE, 7Y 7 €HE ZEY2EMN AO|

H PIE22RH FR J|HAl2dE Eoots O ¥EML UCHS

el 3 2R0ME o2 CHE EREEXNet 7|#50| HEol FHzE ST
HEfg BH5l= ZHEEENY= ONCDZF 1 UX|T CIXE 7|9 wE 7|=XEYH
1712 s MY Sadat R O] SI6HAH WM SHTEe FTFHMIE o
LS X|A = AO|Ct CHEF OfMY| SFH A2 I FEIt BB HOolE d™EE 2022
H 48 ZRE LMo cDPE AMAESIYED, CDPol dE2 “AtojH F7H % CIX|E 7|&0f
Oish QugMes Fe2FYINMECEN O/=2| J7IotEet AHARE F3'Ste AR
AIWEICE SR O AMStolE ZHAO|H S ZHOFE(ICS: International Cyberspace Security), =
MY EEAMYM(CP: International Information and Communications Policy), C|X|EXte

(DFU: Digital Freedom) £AM7} 2&&[1 U2l O|F FEMes 202 8, X, KIFgRlFF
o) 7HX0 =HE HFH I FE CDPe| 52 A2 ULt

oHH CDPE O|Il= AfO|HSZHOX|EEM  EQCHAH(Ambassador at Large for
Cyberspace and Digital Policy)= UN, G20 & =M FCHO|A Ato[H QtEO CHot Oj=2 ™
=Y Olsf2AS HEEI SA0 =L 5””%24 | FALCHAE ALO[H 2HE S Z%fst
= o= 2%t dgS HIoLh10 Lot 28 Moo Ms7le HEo 22X 01=2
BYEHS 2ot Y= 8 GEHTIe HHE STSH| flof MEE AHMU7|EEA
(S/TECH: Office of the Special Envoy for Critical and Emerging Technology)0| 2%kl
ULt FFEE= S/TECHE &3l =7t =20 2t 'SeE 7[suH™Ey
CSZMN O/=0| A, FNHHFES ZgS B U878 Z00AM Y 9l 7]

7 White House, “One Year In: The President’'s National Cybersecurity Strategy is Driving Change
and Protecting the Nation,” (March 4, 2024).
https://www.whitehouse.gov/oncd/briefing-room/2024/03/04/national-cybersecurity-strategy-one-ye
ar/ (A& 2024.09.07.).; White House, National Cybersecurity Strateqy Implementation Plan,
Version 2 (May 2024).

8) National Cybersecurity and Communications Integration Center, NCC/C /CS.

9 Department of State, “CDP Policy Units - Bureau of Cyberspace and Digital Policy.”
https://www.state.gov/about-us-bureau-of-cyberspace-and-digital-policy/ (&% ¥Y: 2024.09.14.)

100 US Embassy and Consulates in Brazil, “Ambassador Fick Attends G20 Digital Economy
Ministerial Meeting in Brazil,” (September 11, 2024).
https://br.usembassy.gov/ambassador-fick-attends-g20-digital-economy-ministerial-meeting-in-brazi
I/ (85 2024.09.15)
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Y=o ALOIH QtE HEF2 AAY SHE FE0H7| fldf Cidst AFENQ 7|22
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o
OS2 Aol RO Cist =27ty HZ22

HOE 7|He2 L1 UL 2024H2 7|&E
LfZt 2 (Cabinet Office)E JAoz HEEMEE(GCHQ Government Communications

Headquarters) 25t = 7HALO|H{ QF & I E{(NCSC-UK: National Cyber Security Centre)12), LH5
F(Home Office), 1t=h-&4l.7|=5 (Department for Science, Innovation and Technology),
QR - FAHY I Y E (Foreign, Commonwealth and Development Office), =22 (Ministry of
Defense), E2t=(M15: Security Service) &St =72 EOFH(NPSA: National Protective
Security Authority), =7HH Z[=AFE(NCA: National Crime Agency) & {2 EEX et 7|
of HOE Sl =TI ULt
A 2Z0M= AtolH Hx| of
Hot =F |{XIE MYX|= ptah-H4l7|
UACH3) CHEF ALO|H OtE FEfE A =
2 Ootel=0, 2017E7HK|EE SjE LHZHRT ArSto| EX|E AMO|H-EHE E b= (CGSD:
Cyber and Government Security Directorate) i AtO|Hf QtE & =7F IpA|o| &
Q€ Eotn 23 O|LMEIEE BZHR2LE 2016 NCSC-UKZt MIEEBAM 1 0|58 9

(o]

1) Alexandra Kelley, “State Department Creates First Office Devoted to Emerging Technology
Diplomacy,” Nextgov (January 4, 2023).
https://www.nextgov.com/emerging-tech/2023/01/state-department-creates-first-office-devoted-em
erging-technology-diplomacy/381459/ (A< 2024.09.14.)

12 SAFQ oFY2 NCSCOIX|T, FEUE ZIMAOIHtEMERIS] TES 26 & AFM=
NCSC-UKZ ®E7|s}UCt

13) Adam Clark, "Cybersecurity in the UK,” Research Briefing, House of Commons Library (April 19,
2024), pp. 25-26.
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& CGSD2| 7| 50| NCSC-UKZE O|ME[RUCt 2016H = "I 7tALO[HQEE TR O M= TA| Af
E7 EY3t NCSC-UKZ} F=9| Atojf ot stAS MAX|E P=(authority) 22 A7) E
Hf QC}14)

A Q% M2 F2 ey
A 28

o FH7F =IO HUHER AX|TH LY

H
o

-

= 29 GCHQ(NCSC-UK) Azl
T QF MI5S(NPSA) 12| fsh7|a- Al

= & d¥E A =22 Urt BN, RIALINURE = =X AO[H QtE
= S22 A0 NCSC-UKE #=dtes dg2 0 ULk Eok O M40 7|5 & O|
g3t 342 X U3sts  =I7/tEYYXIFY(NACE:  National  Authority  for
Counter-Eavesdropping)2 &%t A2, NACEE= NCSC-UK, NPSA i HoIY Xi=
o Rz HEO| 7|&tE(technical security) =3 X|& U HM XS KNIsiCh ohH
NCSC-UK= ALO|H OtE I HFEOME ZSo0| AX|StH CHE FREFEML; 7|2E

2wy
|.|'|

2 x¢
slem Uct matk thelX HWROIME %Al 1 EXZO| FSe{x|sr, 2023 112 0|2

PEbH TREETE Al AAE JHEES flTh ZH0|EEtRl 8 EESE dFE0ME NCSC-UK=
Sial FHZ 7| SotUCh1S) P OfL|2f IO Ol0|= HEFZY XR0AM S=, 2{A[0t2
OFo|X AlO|H| ZEFE TEHSHE DPEOIME NCSC-UKE = FEE i UCH19
I CHE FE7|2e MI5 9A| NPSAE &3¢l Mol Ofo|= sYW=ute| S0 &3t
1 Aeh, L2 20238 Y= FE7|2So 2 HEt 4l st AE|(Five Principles

of Secure Innovation)2 YESHZ|E SIQUCH) WREE: ZU| S/ 9 ZE RE EE

=l

S KHRIOIA AfOIB| Holoh S{YIFE ChS AT Z2E AT Y H Hojen 9
Chie SUE GIAl AO[H oI ZBE SlS SUY AU B QI MIAZEWUK
Strategic Command)& S3f To|= Ofo|= SYZEM CIXT 7| 20f IAEALS 0|
QI YL CiE I 2Op ¥ Al CHE 7|BE0| HY2 87610 Uk HojM =

4) HM Government, National Cyber Security Strateqy 2016-2027 (2016), p. 10

15) National Cyber Security Centre UK, 2023b.

16) National Cyber Security Centre UK, "NCSC joins partners to issue warning about China
state-sponsored cyber  activity  targeting CNI networks,” (May 24, 2023a).
https://www.ncsc.gov.uk/news/ncsc-joins-partners-to-issue-warning-about-chinese-cyber-activity-tar
geting-cni (A& 2: 2024.09.03.),; National Cyber Security Centre UK, "UK and allies expose
evolving tactics of Russian cyber actors,” (Febraury 26, 2024).
https://www.ncsc.gov.uk/news/uk-allies-expose-evolving-tactics-of-russian-cyber-actors SE
2024.09.08.).

17) National Protective Security Authority, “Five Eyes launches the Five Principles of Secure
Innovation,” (October 17, 2023).
https://www.npsa.gov.uk/blog/news/five-eyes-launches-five-principles-secure-innovation e
2024.09.05.).

18) Home Office, "Home Secretary meeting with ‘Five Eyes’ counterparts,” (February 23, 2022).
https://www.gov.uk/government/news/home-secretary-meeting-with-five-eyes-counterparts (&% <:
2024.09.15.)

19 UK Strategic Command, “UK hosts Five Eyes Combined Digital Leadership Forum,” (May 20,
2024). https://www.gov.uk/government/news/uk-hosts-five-eyes-combined-digital-leadership-forum
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HEE oE FIFMZ 271 O{ZCh 20208 M= F= = 7HAOIHZ(NCF: National
Cyber Force)Zt EHOZIE =HE Q0 NCSC-UKeF HIZHE=(MI6: Secret Intelligence
Service)O| Bt& 7|22 Xt2|stn QULCH20)

| [e)

=
£ Ege CXIE 7|80 =27t AR HREHMEHE Ist7|ss THESE
o

aeSEAT[ERO] M Y0 fE FEJUCH AstEM IR = 2021L_=| F=7tAIE
2, JjHr=2 (¢]]
= == Pl

_,_

FL3t AIZX| 58 (OAl: Office for Artificial Intelligence)s 2024 SotQ1,
Jsf TAI AlO|H EQt ARX|E, S YHESIGCH 20 M 202330 = 2 e
oF B "E=ol ZA7|=sXE 2 YHSHE S CXAE 7|2 ! dd S0 izt =9

THEEHS XHHD RALf2D
3. 2F

DFO| AMO|H OtH FE2 Hotd FIMA REES MEStD T BE2|AE
(Department of the Prime Minister and Cabinet)7t Lf5 % (Department of Home Affairs)0j
HEEEIY S F0ot 7120 WEE AH5tel =7FALO|H 2 E(NOCS: National Office
of Cyber Security)dt AFO|H{ QIZ2tE OHAIE{(CISC: Cyber and Infrastructre Security Centre),
SFMUSHEZ(ASD: Australian Signals Directorate) 452 = FALO|H QHE MIE{(ACSC:
Australian Cyber Security Centre), 2|1l&%4 5 (Department of Foreign Affairs and Trade),
T2 (Defence Australia) R ZFERTZ(ADF:  Australian  Defence Force), HEHF
(Attorney-Generals' Department), X5 (Department of the Treasury) & Ct&oH HEEN
QF 7|2t0| Atole{ QtHE FEkof F oSt QUCH O B0 AHY.1fsh-XHY S (Department of
Industry, Science and Resources)= 24 7|&38{E (Critical Technologies Hub)E &3l &S0
CIXIE 7l=29 7|2/t 70 X f/&oll tisf =Qist= I st UL

EHQW g0 =FE XE FHTE FE20MEe Y QuasdFo ol FE2 T
Ct. Qu = C[HAf(Ambassador for Cyber Affairs and Critical
Technology)% SOl ALO|H CtEO| CHot M=71N HZS A5t qHIHE M

ALt 2021E0= "IHAOIHEH M 7| = HEE & FEHELEMN XY X ZE2H XL
AfO|H—| St SHMT|= 2OFO|M (7HK|, otE, #HEo| 30f EOF =Y o X =HA 7|
£ Qo 2718 X9 =¥E FEoC= A=E Ws7|E S5tQICt22) T AO|H S 7| =

-|II
r|r
>
o
T
1%
0>
N

(B4 Y: 2024.09.08).

20) The Telegraph, "Britain steps up cyber offensive with new £250m unit to take on Russia and
terrorists,” (September 21, 2018).
https://www.telegraph.co.uk/news/2018/09/21/britain-steps-cyber-offensive-new-250m-unit-take-rus
sia-terrorists/ (% 2: 2024.08.21.)

21) UK Government, The UK’s International Technology Strategy (March 2023).

22) Australian Government, Australia’s International Cyber and Critical Tech Engagement Strategy
(2021b).
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s oM NE 30) 2olol BY XSS ANSHRE WER o) F2lUe, ¢
, F A X (Australian Federal Police), ASD & ACSC, =& 0 X
He-SHE (Department of Infrastructure, Transport, Regional Development &
Communications), tt-1tst-At@ & S0| O|F X[ @dt= HAlS Sl FTEO D ACE23)

AN = ASDszr O S| ACSCE AuEYF7t FTSHE MO 2tE = H|TEf2)
sy MEL 7|22z 7|55t RACE ACSCol F 7|52 CIXIE A|~®, HiolE 8 74eld
M2 wsslE o £20| HE ClUH X|AI A0S Hel J|go] HETo M ofeHol
Mol CfSMe OrEsle O Ut mEtd 2HEY S To|A

-v-

| == 1 H = T
LIEtLEE O|F 7|&te] g2 =39 82 3=, £5| mto|2 ot0|= Y=ol AtojH ¢t
2 OHE7IESD A o H AtolH LYol ot FHHEl 2 Yets =FStD 0| S

Ste #32 S 2tE 2 A ZE 2023E TjojE Ofo| 2=, o

L
m
-
-
[
-|— -

2 =~ sUT Y A=
S8l WeIIB WA I DIGURERRLH) ot ST APTI0S| ol
Aolef AHO| B BE BIMS LESD, 2024H0E AO[H [ XS Y THH

ofE WER2 e & Y &0 =32 e/t AL 22 UWER= usy
£, ASD A ACSCet @A =HEHEe FHE I dgs ey Uth =F HE=
2023 WHRH  LASHO| NOCSE 48%t O|F MAUX|= '=7HAIO|H{ QtE AL 0|
(National Cyber Security Coordinator, 0|5t ZC|HO|E)E MEH LIHLEM ARMY LY

OI-I'I.I

FREE MOH otE TEf FTMACl HEEEIRIZ XESHAUCL RLIHOHE I A2
of MOIH &S A =§Y o= SESHH 1 M5H0| 2X|E CsCE Sof HXIE ME

o= = —
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Establishment)?F 1 4ASH0| AX[El FHLICEALO|HH QR MIE{(CCCS: Canadian Centre for
Cyber Security)E AtMY HEZEIYE o0 UCE "7HAIOIH QR FEE TF T 7FAO| H O
2 HEA= 2019-2024,7F LEE 2010H0H TVHX[D S HEEERYQ g2 SSo4H
£ (Public Safety Canada)@t 1 &AtSHe| FHLICEAFOIHALIICHS/ME{(CCIRC: Canadian Cyber
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£ (Innovation, Science and Economic Development Canada), ™ ®X}-2 £ (Natural Resources

Canada), =& (Department of National Defence) & CIYH HEEX QL 7|2A=: 27| M
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28) Defence Australia, Defence Cyber Security Strategy (August 2022).; Defence Australia, 2022
Defence Information and Communications Technology Strategy (August 2022).

29) Defence Australia, "AUKUS Defence Ministers’ Joint Statement,” (April 9, 2024).
https://www.minister.defence.gov.au/statements/2024-04-09/aukus-defence-ministers-joint-statemen
t (5 2024.09.09.).

30 FQIE, "FHLICH AFO|H QtEQL Z74= 2lul: 20| AtHofAM LiEFH otEQb AX-S42 Heor
Z0|M," T22tF "X, Med 2= (2019), p. 276.

31) Public Safety Canada, "National Cyber Security Strategy 2019-2024: Report on the Mid-term
Review,” (June 27, 2022).
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/ntnl-cbr-scrt-strtg-2019-md-trm/index-en.aspx#s4
(H%<: 2024.09.09.).
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32) Public Safety Canada, "Public Safety Canada 2023 Summer — Issues Book,” (November 23,
2023). https://www.publicsafety.gc.ca/cnt/trnsprnc/brfng-mtris/trnstn-bndrs/20231123-2/06-en.aspx
(B&¢Y: 2024.09.15)).

33) Treasury Board of Canada, "Government of Canada releases its first Enterprise Cyber Security
Strategy,” (May 22, 2024).
https://www.canada.ca/en/treasury-board-secretariat/news/2024/05/government-of-canada-releases
-its-first-enterprise-cyber-security-strategy.html (&= <: 2024.09.15.)

34) Public Safety Canada, 2022.

35  Governmant of Canada, ‘“International cyber policy,” (December 20, 2023c).
https://www.international.gc.ca/world-monde/issues_development-enjeux_developpement/peace_sec
urity-paix_securite/cyber_policy-politique_cyberspace.aspx?lang=eng#al (&% ¥: 2024.09.10.)

36) Canadian Centre for Cyber Security, “CSE and its Canadian Centre for Cyber Security release
advisory on People's Republic of China state-sponsored cyber threat” (May 24, 2023).
https://www.cyber.gc.ca/en/news-events/advisory-peoples-republic-china-state-sponsored-cyber-thr
eat (5 2024.09.10).

37) Communications Security Establishment, National Cyber Threat Assessment 2023-2024 (2022),
pp. 12-15.
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38) New Zealand Government, “National Cyber Policy Office,” (September 16, 2020a).
https://www.dpmc.govt.nz/our-business-units/national-security-group/national-security-policy/natio
nal-cyber-policy-office (F&<Y: 2024.09.10.)

39) Dileepa Fonseka, “NZ drafts new cybersecurity strategy, will it match Australia’'s bold one?”
BusinessDesk (May 14, 2024).
https://businessdesk.co.nz/article/policy/nz-drafts-new-cybersecurity-strategy-will-it-match-australias
-bold-one (F&: 2024.09.10.).

40) 20174 ZHBt CERT NZ&= 3| NCSC-Nz2 Z+E[QACH

41) AtO|H| COtEQb FET FAZEO| AN &2 CHS2 &Y A: New Zealand Government,
Briefing to Incoming Minister responsible for cyber security policy (November 2018).
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43) Government Communications Security Bureau, GCSB Strateqy 2023-27 (2023), p. 4.

44) Chris Keall, “GCSB bans Spark from using Huawei gear for its 5G mobile upgrade,” NZ Herald
(November 28, 2018).
https://www.nzherald.co.nz/business/gcsb-bans-spark-from-using-huawei-gear-for-its-5g-mobile-up
grade/5APETBE7J2AF74YL6JZQP25GGE/ (‘4 ©:2024.09.10.).

45) New Zealand Government, 2018, p. 5.

46) Radio New Zealand, “DIA proposes cutting eight roles relating to information security, union
says,”
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47) Australian Government, “Australia and New Zealand: Pacific cyber cooperation,” (November 16,
2 0 1 8 ) .
https://www.foreignminister.gov.au/minister/marise-payne/media-release/australia-and-new-zealand
-pacific-cyber-cooperation (& Y: 2024.09.11.)

48) Government Communications Security Bureau, 2023.

49) New Zealand Security Intelligence Service, NZSIS Strateqy 2024-2029 (2024).

500 Government Communications Security Bureau, “GCSB-NZSIS Joint Statement of Common
Purpose.”
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